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  Preface
  Nowhere is the term hacker more misconstrued than in the network secu- rity field. This is understandable because the very same tools that network security professionals use to probe the robustness of their own networks also can be used to launch attacks on any machine on the Internet. The dif- ference between system administrators legitimately testing their own machines and system crackers attempting to gain unauthorized access isn’t so much a question of techniques or tools, but a matter of intent. After all, as with any powerful piece of technology, a security tool isn’t inherently good or bad—this determination depends entirely on howit is used. The same hammer can be used to either build a wall or knock it down.
  The difference between “white hat” and “black hat” hackers lies not in the tools or techniques they use (or even the color of their hats), but in their intentions. The difference is subtle but important. White hat hackers find that building secure systems presents an interesting challenge, and the secu- rity of such systems can be truly tested only through a thorough knowledge of howto subvert them. Black hat hackers (more appropriately called crack-
  
ers) pursue precisely the same knowledge, but without regard for the people
  who built the systems or the servers they attack. They use their knowledge to subvert these systems for their own personal gain, often to the detriment of the systems they infiltrate. Of course, tales of daring international techno-robberies and black-clad, cig- arette-smoking, laptop-wielding evil masterminds tend to sell better than simple tales of engineers who build strong networks, so the term hacking has gained a bad reputation in the popular press. They use it to refer to individu- als who break into systems or who wreak havoc using computers as their weapon. Among people who solve problems, though, the term hack refers to a “quick-and-dirty” solution to a problem, or a clever way to get something done. And the term hacker is taken very much as a compliment, referring to
  xv someone as being creative, i.e., having the technical chops to get things done. The Hacks series is an attempt to reclaim this word, document the ways people are hacking (in a good way), and pass the hacker ethic of cre- ative participation on to the uninitiated. Seeing howothers approach sys- tems and problems is often the quickest way to learn about a new technology. Only by openly discussing security flaws and implementations can we hope to build stronger systems.
  Why Network Security Hacks?
  This second edition of Network Security Hacks is a grimoire of 125 powerful security techniques. This volume demonstrates effective methods for defending your servers and networks from a variety of devious and subtle attacks. Within this book are examples of howto detect the presence (and track every keystroke) of network intruders, methods for protecting your network and data using strong encryption, and even techniques for laying traps for would-be system crackers. Many important security tools are pre- sented, as well as clever methods for using them to reveal real, useful infor- mation about what is happening on your network.
  How This Book Is Organized
  Although each hack is designed to stand on its own, this book makes exten- sive use of cross-referencing between hacks. If you find a reference to some- thing you’re interested in while reading a particular hack, feel free to skip around and follow it (much as you might while browsing the Web). The book itself is divided into several chapters, organized by subject:
Chapter 1, Unix Host Security As the old saying goes, Unix was designed to share information, not to
  protect it. This old sawis no longer true with modern operating sys- tems, where security is an integral component to any server. Many new programs and kernel features have been developed that provide a much higher degree of control over what Unix-like operating systems can do.
   Microsoft Windows is used as a server platform in many organizations. As the Windows platform is a common target for various attacks, administering these systems can be challenging. This chapter covers many important steps that Windows administrators often overlook, including tightening down permissions, auditing all system activity, and eliminating security holes that are present in the default Windows installation.
  xvi | Preface
   These days, controlling the information trail left online is more impor-
  tant than ever. As more of our lives are conducted online, our informa- tion becomes easier to access by both friend and foe. This chapter discusses several ways to protect oneself online by offering solutions for encrypting email, remaining anonymous, and managing passwords for web sites.
   Firewalls are a key technology in the realm of network security. With-
  out them, the world of network security would be quite different. This chapter shows how to set up firewalls under various operating systems, such as Linux, OpenBSD, FreeBSD, and Windows. Different filtering and firewall testing techniques are also covered in this chapter.
   Limiting howservices can affect the system on which they’re running is
  a key aspect of server security. It’s also vital that traffic between the ser- vice and the clients connecting to it remain confidential in order to pro- tect data and users’ authentication credentials. This chapter shows how to do that for several popular services, such as SMTP, IMAP, POP3, Apache, and MySQL.
   Regardless of the operating system your servers use, if your network is
  connected to the Internet, it uses TCP/IP for communications. Net- working protocols can be subverted in a number of powerful and sur- prising ways, leading to attacks that can range from simple denial of service to unauthorized access with full privileges. This chapter demon- strates some tools and techniques used to attack servers using the net- work itself, as well as methods for preventing these attacks.
   Wireless networks have become a common sight on the home network
  landscape and continue to gain traction in enterprise networks. How- ever, warding off unauthorized users and attackers poses a greater chal- lenge in a wireless network. While this chapter includes only a handful of hacks, what can be learned from them is invaluable. Whether you want to share your network with others (but still maintain a semblance of security) or lock down your wireless network with fine-grained authentication, this chapter has something for you.
   Network security administrators live and die by the quality of their logs. If too little information is tracked, intrusions can slip by unnoticed. If
  too much is logged, attacks can be lost in the deluge of irrelevant
  Preface | xvii information. This chapter shows you how to balance the need for infor- mation with the need for brevity by automatically collecting, process- ing, and protecting your system logs.
   As useful as system logs and network scans can be, they represent only a
  single data point of information, relevant only to the instant that the events were recorded. Without a history of activity on your network, you have no way to establish a baseline for what is “normal,” nor any real way to determine if something fishy is going on. This chapter pre- sents a number of tools and methods for watching your network and services over time, allowing you to recognize trends that will aid in future planning and enable you to tell at a glance when something just isn’t right.
   Howis it possible to maintain secure communications over networks as
  untrustworthy as the Internet? The answer nearly always involves pow- erful encryption and authentication techniques. shows you howto implement powerful VPN technologies, including IPSec, PPTP, and OpenVPN. You will also find techniques for protecting services using SSL, SSH, and other strong encryption tools.
   How do you know when your network is under attack? While logs and
  historical statistics can showyou if something is out of sorts, there are tools designed to notify you (or otherwise take action) immediately when common attacks are detected. This chapter centers on the tremen- dously popular NIDS tool Snort and presents many techniques and add- ons that unleash this powerful tool’s full potential. Also presented are methods for setting up your own “honeypot” network to attract and confuse would-be system crackers.
   Even the most competent and careful network administrator will even-
  tually have to deal with successful security incidents. This chapter con- tains suggestions on howto verify your system’s integrity, preserve evidence for later analysis, and track down the human being at the other end of undesirable network traffic.
  Conventions Used in This Book
  The following typographical conventions are used in this book:
  Italic
  Indicates newterms, URLs, email addresses, filenames, file extensions, pathnames, directories, daemons, programs, and Unix utilities
  xviii | Preface
  Constant width
  Indicates commands, options, switches, variables, attributes, keys, func- tions, types, classes, namespaces, methods, modules, properties, param- eters, values, objects, events, event handlers, XML tags, HTML tags, macros, the contents of files, and the output from commands
  Constant width bold
  Shows commands or other text that should be typed literally by the user
  Constant width italic
  Shows text that should be replaced with user-supplied values
  Gray type
  Used to indicate a cross-reference within the text You should pay special attention to notes set apart from the text with the following icons:
  This is a tip, suggestion, or general note. It contains useful 
supplementary information about the topic at hand.
 This is a warning or note of caution, often indicating that your money or your privacy might be at risk.  The thermometer icons, found next to each hack, indicate the relative com- plexity of the hack: beginner moderate expert
  ® Safari  Enabled
  When you see a Safari® Enabled icon on the cover of your favorite technology book, that means the book is available online through the O’Reilly Network Safari Bookshelf. Safari offers a solution that’s better than e-books. It’s a virtual library that lets you easily search thousands of top tech books, cut and paste code sam- ples, download chapters, and find quick answers when you need the most accurate, current information. Try it for free at http://safari.oreilly.com.
  Using Code Examples
  This book is here to help you get your job done. In general, you may use the code in this book in your programs and documentation. You do not need to
  Preface | xix contact us for permission unless you’re reproducing a significant portion of the code. For example, writing a program that uses several chunks of code from this book does not require permission. Selling or distributing a CD- ROM of examples from O’Reilly books does require permission. Answering a question by citing this book and quoting example code does not require permission. Incorporating a significant amount of example code from this book into your product’s documentation does require permission.
  We appreciate, but do not require, attribution. An attribution usually includes the title, author, publisher, and ISBN. For example: “Network
  
Security Hacks, Second Edition, by AndrewLockhart. Copyright 2007
  O’Reilly Media, Inc., 978-0-596-52763-1.” If you suspect your use of code examples falls outside fair use or the permis- sion given here, feel free to contact us at permissions@oreilly.com.
  How to Contact Us
  Please address comments and questions concerning this book to the pub- lisher: O’Reilly Media, Inc. 1005 Gravenstein Highway North Sebastopol, CA 95472 800-998-9938 (in the United States or Canada) 707-829-0515 (international or local) 707-829-0104 (fax)
  We have a web page for this book, where we list errata, examples, and any additional information. You can access this page at:
  http://www.oreilly.com/catalog/netsechacks2/
  To comment or ask technical questions about this book, send email to:
  bookquestions@oreilly.com
  For more information about our books, conferences, Resource Centers, and the O’Reilly Network, see our web site at:
  http://www.oreilly.com Got a Hack?
  To explore Hacks books online or to contribute a hack for future titles, visit:
  http://hacks.oreilly.com xx | Preface
Chapter 1 C H A P T E R   O N E Unix Host Security Hacks 1–22 Networking is all about connecting computers together, so it follows that a
  computer network is no more secure than the machines that it connects. A single insecure host can make lots of trouble for your entire network, because it can act as a tool for reconnaissance or a strong base of attack if it is under the control of an adversary. Firewalls, intrusion detection mecha- nisms, and other advanced security measures are useless if your servers offer easily compromised services. Before delving into the network part of net- work security, you should first make sure that the machines you are respon- sible for are as secure as possible.
  This chapter offers many methods for reducing the risks involved in offering services on a Unix-based system. Even though each of these hacks can stand on its own, it is worth reading through this entire chapter. If you implement only one type of security measure, you run the risk of all your preparation being totally negated once an attacker figures out howto bypass it. Just as Fort Knox isn’t protected by a regular door with an ordinary dead bolt, no single security feature can ultimately protect your servers. And the security measures you may need to take increase proportionally to the value of what you’re protecting.
  As the old saying goes, security isn’t a noun, it’s a verb. That is, security is an active process that must be constantly followed and renewed. Short of unplugging it, there is no single action you can take to secure your machine. With that in mind, consider these techniques as a starting point for building a secure server that meets your particular needs.
  1 HACK #1 Secure Mount Points H A C K Hack #1
  Secure Mount Points Use mount options to help prevent intruders from further escalating a
  #1 compromise.
  The primary way of interacting with a Unix machine is through its filesys- tem. Thus, when an intruder has gained access to a system, it is desirable to limit what he can do with the files available to him. One way to accomplish this is with the use of restrictive mount options.
  A mount option is a flag that controls howthe filesystem may be accessed. It is passed to the operating system kernel’s code when the filesystem is brought online. Mount options can be used to prevent files from being inter- preted as device nodes, to disallowbinaries from being executed, and to dis- allowthe SUID bit from taking effect (by using the nodev , noexec , and nosuid flags). Filesystems can also be mounted read-only with the option.
  ro
  These options are specified from the command line by running mount with the

	-o flag. For example, if you have a separate partition for /tmp that is on

  the third partition of your first IDE hard disk, you can mount with the , , and flags, which are enabled by running the following
  nodev noexec nosuid
  command:
  # mount -o nodev,noexec,nosuid /dev/hda3 /tmp
  An equivalent entry in your /etc/fstab would look something like this:
  
/dev/hda3    /tmp    ext3    defaults,nodev,noexec,nosuid    1 2
  By carefully considering your requirements and dividing up your storage into multiple filesystems, you can utilize these mount options to increase the work that an attacker will have to do in order to further compromise your system. A quick way to do this is to first categorize your directory tree into areas that need write access for the system to function and those that don’t. You should consider using the read-only flag on any part of the filesystem where the contents do not change regularly. A good candidate for this might be /usr, depending on how often updates are made to system software. Obviously, many directories (such as /home) will need to be mounted as read/write. However, it is unlikely that users on an average multiuser sys- tem will need to run SUID binaries or create device files within their home directories. Therefore, a separate filesystem, mounted with the and
  nodev nosuid options, could be created to house the users’ home directories. If
  you’ve determined that your users will not need to execute programs stored in their home directories, you can use the noexec mount option as well. A similar solution could be used for /tmp and /var, where it is highly unlikely that any process will legitimately need to execute SUID or non-SUID
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  binaries or access device files. This strategy would help prevent the possibil- ity of an attacker leaving a Trojan horse in a common directory such as /tmp or a user’s home directory. The attacker may be able to install the program, but it will not be able to run, with or without the proper chmod bits.
   Services running in a sandboxed environment 
might be broken if nodev is specified on the filesystem
 running in the sandbox. This is because device nodes such as
 /dev/log and /dev/null must be available within the chroot( )
 environment.  There are a number of ways that an attacker can circumvent these mount restrictions. For example, the option on Linux can be bypassed by
  noexec
  using /lib/ld-linux.so to execute binaries residing on a filesystem mounted with this option. At first glance, you’d think that this problem could be rem- edied by making ld-linux.so nonexecutable, but this would render all dynamically linked binaries nonexecutable.
  So, unless all of the programs you rely on are statically linked (they’re proba- bly not), the option is of little use in Linux. In addition, an attacker
  noexec
  who has already gained root privileges will not be significantly hampered by filesystems mounted with special options, since these can often be remounted with the -o remount option. But by using mount flags, you can easily limit the possible attacks available to a hostile user before he gains root privileges. H A C K Hack #2
  Scan for SUID and SGID Programs Quickly check for potential root-exploitable programs and backdoors. #2
  One potential way for a user to escalate her privileges on a system is to exploit a vulnerability in an SUID or SGID program. SUID and SGID are legitimately used when programs need special permissions above and beyond those that are available to the user who is running them. One such program is passwd. Simultaneously allowing a user to change her password while not allowing any user to modify the system password file means that the passwd program must be run with root privileges. Thus, the program has its SUID bit set, which causes it to be executed with the privileges of the program file’s owner. Similarly, when the SGID bit is set, the program is executed with the privileges of the file’s group owner.
  Running on a binary that has its SUID bit set should look like this:
  ls -l

	-r-s--x--x    1 root     root        16336 Feb 13  2003 /usr/bin/passwd

  Notice that instead of an execute bit ( ) for the owner bits, it has an . This
  x s signifies an SUID file.
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  Unfortunately, a poorly written SUID or SGID binary can be used to quickly and easily escalate a user’s privileges. Also, an attacker who has already gained root access might hide SUID binaries throughout your system in order to leave a backdoor for future access. This leads us to the need for scanning systems for SUID and SGID binaries. This is a simple process and can be done with the following command:
  # find / \( -perm -4000 -o -perm -2000 \) -type f -exec ls -la {} \;
  One important thing to consider is whether an SUID program is in fact a shell script rather than an executable, since it’s trivial for someone to change an otherwise innocuous script into a backdoor. Most operating systems ignore any SUID or SGID bits on a shell script, but if you want to find all SUID or SGID scripts on a system, change the argument to the option

	-exec

  in the last command and add a pipe so that the command reads:
  # find / \( -perm -4000 -o -perm -2000 \) -type f \

	-exec file {} \; | grep -v ELF

  Now, every time an SUID or SGID file is encountered, the command
  file
  will run and determine what type of file is being examined. If it’s an execut- able, will filter it out; otherwise, it will be printed to the screen with
  grep some information about what kind of file it is.
  Most operating systems use ELF-format executables, but if you’re running an operating system that doesn’t (older versions of Linux used , and
  a.out
  AIX uses ), you’ll need to replace the in the previous com-
  XCOFF ELF grep
  mand with the binary format used by your operating system and architec- ture. If you’re unsure of what to look for, run the command on any
  file binary executable, and it will report the string you’re looking for.
  For example, here’s an example of running on a binary in Mac OS X:
  file $ file /bin/sh /bin/sh: Mach-O executable ppc
  To go one step further, you could even queue the command to run once a day using and have it redirect the output to a file. For instance, this
  cron
  crontab entry would scan for files that have either the SUID or SGID bits set, compare the current list to the one from the day before, and then email the differences to the owner of the crontab (make sure this is all on one line):
  0 4 * * * find / \( -perm -4000 -o -perm -2000 \) -type f \   &gt; /var/log/sidlog.new &amp;&amp; \   diff /var/log/sidlog.new /var/log/sidlog &amp;&amp; \   mv /var/log/sidlog.new /var/log/sidlog
  This example will also leave a current list of SUID and SGID files in /var/log/ sidlog.
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  Scan for World- and Group-Writable Directories Quickly scan for directories with loose permissions. #3
  World- and group-writable directories present a problem: if the users of a system have not set their s properly, they will inadvertently create inse-
  umask
  cure files, completely unaware of the implications. With this in mind, it seems it would be good to scan for directories with loose permissions. As in
  

 this can be accomplished with  a command:
  find # find / -type d \( -perm -g+w -o -perm -o+w \) -exec ls -lad {} \;
  Any directories that are listed in the output should have the sticky bit set, which is denoted by a in the directory’s permission bits. Setting the sticky
  t
  bit on a world-writable directory ensures that even though anyone may cre- ate files in the directory, they may not delete or modify another user’s files. If you see a directory in the output that does not contain a sticky bit, con- sider whether it really needs to be world-writable or whether the use of
   groups or ACLs will work better for your situation. If you really do
  need the directory to be world-writable, set the sticky bit on it using
  chmod +t .
  To get a list of directories that don’t have their sticky bit set, run this com- mand:
  # find / -type d \( -perm -g+w -o -perm -o+w \) \

	-not -perm -a+t -exec ls -lad {} \;

  If you’re using a system that creates a unique group for each user (e.g., you create a user andrew, which in turn creates a group andrew as the primary group), you may want to modify the commands to not scan for group-writ- able directories. (Otherwise, you will get a lot of output that really isn’t per- tinent.) To do this, run the command without the portion. H A C K -perm -g+w
  
Create Flexible Permissions Hierarchies with POSIX
 Hack #4 ACLs #4 When Unix mode-based permissions just aren’t enough, use an ACL.  Most of the time, the traditional Unix file permissions system fits the bill just fine. But in a highly collaborative environment with multiple people needing access to files, this scheme can become unwieldy. Access control
  lists, otherwise known as ACLs (pronounced to rhyme with “hackles”), are a
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