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Introduction
  If you’re preparing to take the Security+ exam, you’ll undoubtedly want to find as much information as you can about computer and physical security. The more information you have at your disposal and the more hands-on experience you gain, the better off you’ll be when attempting the exam. This study guide was written with that in mind. The goal was to provide enough information to prepare you for the test, but not so much that you’ll be overloaded with information that’s outside the scope of the exam. This book presents the material at an intermediate technical level. Experience with and knowledge of security concepts, operating systems, and application systems will help you get a full understanding of the challenges that you’ll face as a security professional. We’ve included review questions at the end of each chapter to give you a taste of what it’s like to take the exam. If you’re already working in the security field, we recommend that you check out these questions first to gauge your level of expertise. You can then use the book mainly to fill in the gaps in your current knowledge. This study guide will help you round out your knowledge base before tackling the exam.
  If you can answer 90 percent or more of the review questions correctly for a given chapter, you can feel safe moving on to the next chapter. If you’re unable to answer that many correctly, reread the chapter and try the questions again. Your score should improve.
  Don’t just study the questions and answers! The questions on the actual exam will be different from the practice questions included in this book. The exam is designed to test your knowledge of a concept or objective, so use this book to learn the objectives behind the questions.
Before You Begin the CompTIA Security+ Certification Exam
  Before you begin studying for the exam, it’s imperative that you understand a few things about the Security+ certification. Security+ is a certification from CompTIA (an industry association responsible for many entry-level certifications) granted to those who obtain a passing score on a single entry-level exam. In addition to adding Security+ to your résumé as a stand-alone certification, you can use it as an elective in many vendor-certification tracks.
  The CompTIA Advance Security Practitioner (CASP) certification is designed for those with up to 10 years of security experience. It builds on Security+ and authenticates knowledge at a higher level. Between Security+ and CASP, CompTIA created a Cybersecurity Analyst certification (CSA+) as a bridge that remains vendor-neutral and verifies that successful candidates have the knowledge and skills required to configure and use threat detection tools, perform data analysis, and interpret the results to identify vulnerabilities, threats, and risks to an organization, with the end goal of securing and protecting applications and systems within an organization. When you’re studying for any exam, the first step in preparation should always be to find out as much as possible about the test: the more you know up front, the better you can plan your course of study. The current exam, and the one addressed by this book, is the 2017 update. Although all variables are subject to change, as this book is being written, the exam consists of 100 questions. You have 90 minutes to take the exam, and the passing score is based on a scale from 100 to 900. Pearson VUE testing centers administer the exam throughout the United States and several other countries. The exam is predominantly multiple choice with short, concise questions, usually followed by four possible answers. Don’t expect lengthy scenarios and complex solutions. This is an entry-level exam of knowledge-level topics; you’re expected to know a great deal about security topics from an overview perspective rather than implementation. In many books, the glossary is filler added to the back of the text; this book’s glossary (located on the book’s online test bank at ) should be considered necessary reading. You’re likely to see a question on the exam about what a Trojan horse is, not how to identify it at the code level. Spend your study time learning the different security solutions and identifying potential security vulnerabilities and where they would be applicable. Don’t get bogged down in step-by-step details; those are saved for certification exams beyond the scope of Security+.
  You should also know that CompTIA is notorious for including vague questions on all of its exams. You might see a question for which two of the possible four answers are correct—but you can choose only one. Use your knowledge, logic, and intuition to choose the best answer and then move on. Sometimes, the questions are worded in ways that would make English majors cringe—a typo here, an incorrect verb there. Don’t let this frustrate you; answer the question, and go to the next. Although we haven’t intentionally added typos or other grammatical errors, the questions throughout this book make every attempt to re-create the structure and appearance of the real exam questions.
  CompTIA frequently does what is called item seeding, which is the practice of including unscored questions on exams. It does so to gather psychometric data, which is then used when developing new versions of the exam. Before you take it, you are told that your exam may include unscored questions. So, if you come across a question that does not appear to map to any of the exam objectives—or for that matter, does not appear to belong in the exam—it is likely a seeded question. You never really know whether or not a question is seeded, however, so always make your best effort to answer every question.
  As you study, you need to know that the exam you’ll take was created at a certain point in time. You won’t see a question about the new virus that hit your systems last week, but you’ll see questions about concepts that existed when this exam was created. Updating the exam is a difficult process and results in an increment in the exam number.
  Why Become Security+ Certified? There are a number of reasons for obtaining a Security+ certification.

  These include the following:
  It provides proof of professional achievement. Specialized
  certifications are the best way to stand out from the crowd. In this age of technology certifications, you’ll find hundreds of thousands of administrators who have successfully completed the Microsoft and Cisco certification tracks. To set yourself apart from the crowd, you need a little bit more. The Security+ exam is part of the CompTIA certification track that includes A+, Network+, and other vendor- neutral certifications such as Linux+, Project+, and more. This exam will help you prepare for more advanced certifications because it provides a solid grounding in security concepts, and it will give you the recognition you deserve.
  It increases your marketability. Almost anyone can bluff their
  way through an interview. Once you’re Security+ certified, you’ll have the credentials to prove your competency. Moreover, certifications can’t be taken from you when you change jobs—you can take that certification with you to any position you accept.
  It provides opportunity for advancement. Individuals who
  prove themselves to be competent and dedicated are the ones who will most likely be promoted. Becoming certified is a great way to prove your skill level and show your employer that you’re committed to improving your skill set. Look around you at those who are certified: they are probably the people who receive good pay raises and promotions.
  It fulfills training requirements. Many companies have set
  training requirements for their staff so that they stay up-to-date on the latest technologies. Having a certification program in security provides administrators with another certification path to follow when they have exhausted some of the other industry-standard certifications.
  It raises customer confidence. As companies discover the to achieve these certifications. Many companies outsource their work to consulting firms with experience working with security. Firms that have certified staff have a definite advantage over firms that don’t.

How to Become a Security+ Certified Professional
  The first place to start to get your certification is to register for the exam at any Pearson VUE testing center. Exam pricing might vary by country or by CompTIA membership. You can contact Pearson at: Pearson VUE
  
  U.S. and Canada: 877-551-PLUS (7587) When you schedule the exam, you’ll receive instructions regarding appointment and cancellation procedures, ID requirements, and information about the testing center location. In addition, you’ll receive a registration and payment confirmation letter. Exams can be scheduled up to six weeks out or as late as the next day (or, in some cases, even on the same day).
  Exam prices and codes may vary based on the country in which the exam is administered. For detailed pricing and exam registration procedures, refer to CompTIA’s website at  .
  After you’ve successfully passed your Security+ exam, CompTIA will award you a certification. Within four to six weeks of passing the exam, you’ll receive your official CompTIA Security+ certificate and ID card. (If you don’t receive these within eight weeks of taking the test, contact CompTIA directly using the information found in your registration packet.)
Who Should Read This Book?
  If you want to acquire a solid foundation in computer security and your goal is to prepare for the exam by learning how to develop and improve security, this book is for you. You’ll find clear explanations of the concepts that you need to grasp and plenty of help to achieve the high level of professional competency that you need in order to succeed in your chosen field.
  If you want to become certified as a certification holder, this book is definitely what you need. However, if you just want to attempt to pass the exam without really understanding security, this study guide isn’t for you. It’s written for people who want to acquire hands-on skills and in-depth knowledge of computer security.
  In addition to reading this book, you might consider downloading and reading the white papers on security that are scattered throughout the Internet.
What Does This Book Cover?
  This book covers everything you need to know to pass the Security+ exam.
  Chapter 1 : Managing Risk Chapter 2 : Designing and Diagnosing Networks Chapter 3 : Understanding Devices and Infrastructure Chapter 4 : Identity and Access Management Chapter 5 : Wireless Network Threats Chapter 6 : Securing the Cloud Chapter 7 : Data and Privacy Security Practices Chapter 8 : Cryptography Chapter 9 : Threats, Attacks, and Vulnerabilities Chapter 10 : Social Engineering and Other Foes Chapter 11 : Security Administration Chapter 12 : Disaster Recovery and Incident Response

Tips for Taking the Security+ Exam
  Here are some general tips for taking your exam: Bring two forms of ID with you. One must be a photo ID, such as a driver’s license. The other can be a major credit card or a passport.
  Both forms must include a signature. Arrive early at the exam center so that you can relax and review your study materials, particularly tables and lists of exam-related information. After you are ready to enter the testing room, you will need to leave everything outside; you won’t be able to bring any materials into the testing area. Read the questions carefully. Don’t be tempted to jump to an early conclusion. Make sure that you know exactly what each question is asking. Don’t leave any unanswered questions. Unanswered questions are scored against you.
  There will be questions with multiple correct responses. When there is more than one correct answer, a message at the bottom of the screen will prompt you to either “Choose two” or “Choose all that apply.” Be sure to read the messages displayed to know how many correct answers you must choose. When answering multiple-choice questions about which you’re unsure, use a process of elimination to get rid of the obviously incorrect answers first. Doing so will improve your odds if you need to make an educated guess.
  On form-based tests (nonadaptive), because the hard questions will take the most time, save them for last. You can move forward and backward through the exam. For the latest pricing on the exams and updates to the registration procedures, visit CompTIA’s website at
  
What’s Included in the Book
  We’ve included several testing features in this book and on the companion website. These tools will help you retain vital exam content as well as prepare you to sit for the actual exam:
  Assessment Test At the end of this introduction is an assessment
  test that you can use to check your readiness for the exam. Take this test before you start reading the book; it will help you determine the areas in which you might need to brush up. The answers to the assessment test questions appear on a separate page after the last question of the test. Each answer includes an explanation and a note telling you the chapter in which the material appears.
  
Objective Map and Opening List of Objectives After this book’s
  introduction, we have included a detailed exam objective map showing you where each of the exam objectives is covered in this book. In addition, each chapter opens with a list of the exam objectives it covers. Use these to see exactly where each of the exam topics is covered.
  
Exam Essentials Just before the Summary, each chapter includes a
  number of exam essentials. These are the key topics that you should take from the chapter in terms of areas to focus on when preparing for the exam.
  Review Questions To test your knowledge as you progress
  throughout the book, there are review questions at the end of each chapter. As you finish each chapter, answer the review questions and then check your answers. The correct answers and explanations are found in Appendix A. You can go back to reread the section that deals with each question that you got wrong to ensure that you answer correctly the next time you’re tested on the material.
  The Sybex Interactive Online Test Bank, flashcards, bonus labs, and glossary can be accessed at
   .
Interactive Online Learning Environment and Test Bank
  The interactive online learning environment that accompanies
  
CompTIA Security+ Study Guide: Exam SY0-501 provides a test bank
  with study tools to help you prepare for the certification exams and increase your chances of passing them the first time! The test bank includes the following elements:
  Sample Tests All of the questions in this book, including the
  assessment test that you’ll find at the end of this introduction and the chapter tests, which include the review questions at the end of each chapter, are provided. In addition, there are two practice exams. Use these questions to test your knowledge of the study guide material. The online test bank runs on multiple devices.
  Electronic Flashcards One set of questions is provided in digital
  flashcard format (a question followed by a single correct answer). You can use the flashcards to reinforce your learning and provide last- minute test prep before the exam.
  Glossary The key terms from this book and their definitions are available as a fully searchable PDF. Bonus Labs Also online, you will find additional bonus labs. These
  include activities such as labs that you can do on a system as well as mental exercises (crossword puzzles, word searches, and so forth) to help you memorize key concepts.
  You can access the online test bank at  .
How to Use This Book and Study Tools
  If you want a solid foundation for preparing for the Security+ exam, this is the book for you. We’ve spent countless hours putting together this book with the sole intention of helping you prepare for the exam. This book is loaded with valuable information, and you will get the most out of your study time if you understand how we put it together. Here’s a list that describes how to approach studying: 1.  Take the assessment test immediately following this introduction.
  It’s okay if you don’t know any of the answers—that’s what this book is for. Carefully read over the explanations for any question that you get wrong, and make a note of the chapters where that material is covered.
  2.  Study each chapter carefully, making sure that you fully understand the information and the exam objectives listed at the beginning of each one. Again, pay extra-close attention to any chapter that includes material covered in the questions that you missed on the assessment test.
  3.  Read over the summary and exam essentials. These will highlight the sections from the chapter with which you need to be familiar before sitting for the exam.
  4.  Answer all of the review questions at the end of each chapter.
  Specifically note any questions that confuse you, and study those sections of the book again. Don’t just skim these questions—make sure that you understand each answer completely.
  5.  Go over the electronic flashcards. These help you to prepare for the latest Security+ exam, and they’re really great study tools.
  6.  Take the practice exams.
  Performance-Based Questions certification exams, including Security+, several years ago. These are not the traditional multiple-choice questions with which you’re probably familiar. These questions require the candidate to know how to perform a specific task or series of tasks. Although the new Security+ exam was not live by the time this book was published, we have a pretty good idea of how these questions will be laid out. In some cases, the candidate might be asked to fill in the blank with the best answer. Alternatively, you may be asked to match certain items from one list into another. Some of the more involved performance-based questions might present the candidate with a scenario and then ask them to complete a task. You will be taken to a simulated environment where you will have to perform a series of steps, and you will be graded on how well you complete the task. The Sybex test engine does not have the ability to include performance-based questions. However, we have included numerous hands-on exercises throughout the book that are designed to measure how well you understand the chapter topics. Being able to think logically is a great way to learn.
Exam SY0-501 Exam Objectives
  CompTIA goes to great lengths to ensure that its certification programs accurately reflect the IT industry’s best practices. They do this by establishing committees for each of its exam programs. Each committee comprises a small group of IT professionals, training providers, and publishers who are responsible for establishing the exam’s baseline competency level and who determine the appropriate target-audience level. Once these factors are determined, CompTIA shares this information with a group of hand-selected subject matter experts (SMEs). These folks are the true brainpower behind the certification program. In the case of this exam, they are IT-seasoned pros from the likes of Microsoft, Oracle, VeriSign, and RSA Security, to name just a few. The SMEs review the committee’s findings, refine them, and shape them into the objectives that follow this section. CompTIA calls this process a job-task analysis (JTA). Finally, CompTIA conducts a survey to ensure that the objectives and weightings truly reflect job requirements. Only then can the SMEs go to work writing the hundreds of questions needed for the exam. Even so, they have to go back to the drawing board for further refinements in many cases before the exam is ready to go live in its final state. Rest assured that the content you’re about to learn will serve you long after you take the exam.
  Exam objectives are subject to change at any time without prior notice and at CompTIA’s sole discretion. Visit the certification page of CompTIA’s website at
   for the most current listing of exam objectives.
  CompTIA also publishes relative weightings for each of the exam’s objectives. The following table lists the six Security+ objective domains and the extent to which they are represented on the exam. As you use this study guide, you’ll find that we have administered just the right dosage of objective knowledge by tailoring coverage to mirror the percentages that CompTIA uses.
  Domain % of Exam
  1.0 Threats, Attacks and Vulnerabilities 21%
  2.0 Technologies and Tools 22%
  3.0 Architecture and Design 15%
  4.0 Identity and Access Management 16%
  5.0 Risk Management 14%
  6.0 Cryptography and PKI 12% Total
  100%
SY0-501 Certification Exam Objective Map Objective
  Chapter
  1.1 Given a scenario, analyze indicators of compromise and Chapter determine the type of malware
  9 Viruses; Crypto-malware; Ransomware; Worm; Trojan; Rootkit; Keylogger; Adware; Spyware; Bots; RAT; Logic bomb; Backdoor
  1.2 Compare and contrast types of attacks Social Engineering: Phishing; Spear phishing; Whaling; Chapter Vishing; Tailgating; Impersonation; Dumpster diving;
  10 Shoulder surfing; Hoax; Watering hole attack; Principles (reasons for effectiveness): (Authority; Intimidation; Consensus; Scarcity; Familiarity; Trust; Urgency) Application/service attacks: DoS; DDoS; Man-in-the- Chapter middle; Buffer overflow; Injection; Cross-site scripting;
  9 Cross-site request forgery; Privilege escalation; ARP poisoning; Amplification; DNS poisoning; Domain hijacking; Man-in-the-browser; Zero day; Replay; Pass the hash; Hijacking and related attacks (Clickjacking; Session hijacking; URL hijacking; Typo squatting); Driver manipulation (Shimming; Refactoring); MAC spoofing; IP spoofing Wireless attacks: Replay; IV; Evil twin; Rogue AP; Chapter Jamming; WPS; Bluejacking; Bluesnarfing; RFID; NFC;
  5 Disassociation Cryptographic attacks: Birthday; Known plain text/cipher Chapter text; Rainbow tables; Dictionary; Brute force (Online vs.
  8 offline); Collision; Downgrade; Replay; Weak implementations
  1.3 Explain threat actor types and attributes Chapter
  7 Types of actors: Script kiddies; Hacktivist; Organized crime; Nation states/APT; Insiders; Competitors Attributes of actors: Internal/external; Level of sophistication; Resources/ funding; Intent/motivation Use of open-source intelligence
  1.4 Explain penetration testing concepts Chapter
  12 Active reconnaissance; Passive reconnaissance; Pivot; Initial exploitation; Persistence; Escalation of privilege; Black box; White box; Gray box; Pen testing vs. vulnerability scanning
  1.5 Explain vulnerability scanning concepts Chapter
  12 Passively test security controls; Identify vulnerability; Identify lack of security controls; Identify common misconfigurations; Intrusive vs. non-intrusive; Credentialed vs. non-credentialed; False positive
  1.6 Explain the impact associated with types of Chapter vulnerabilities
  7 Race conditions; Vulnerabilities due to: (End-of-life systems; Embedded systems; Lack of vendor support); Improper input handling; Improper error handling; Misconfiguration/weak configuration; Default configuration; Resource exhaustion; Untrained users; Improperly configured accounts; Vulnerable business processes; Weak cipher suites and implementations; Memory/buffer vulnerability (Memory leak; Integer overflow; Buffer overflow; Pointer dereference; DLL injection); System sprawl/undocumented assets; Architecture/design weaknesses; New threats/zero day; Improper certificate and key management
  2.1 Install and configure network components, both Chapter hardware- and software-based, to support organizational
  3 Firewall (ACL; Application-based vs. network-based; Stateful vs. stateless; Implicit deny); VPN Concentrator (Remote access vs. site-to-site; IPSec (Tunnel mode, Transport mode, AH, ESP); Split tunnel vs. full tunnel; TLS; Always-on VPN); NIPS/NIDS (Signature-based; Heuristic/behavioral; Anomaly; Inline vs. passive; In-band vs. out-of-band; Rules; Analytics (False positive, False negative)); Router (ACLs; Antispoofing); Switch (Port security; Layer 2 vs. Layer 3; Loop protection; Flood guard); Proxy (Forward and reverse proxy; Transparent; Application/multipurpose); Load balancer (Scheduling (Affinity, Round-robin); Active-passive; Active-active; Virtual IPs); Access point (SSID; MAC filtering; Signal strength; Band selection/width; Antenna types and placement; Fat vs. thin; Controller-based vs. standalone); SIEM (Aggregation; Correlation; Automated alerting and triggers; Time synchronization; Event deduplication; Logs/WORM); DLP (USB blocking; Cloud-based; Email); NAC (Dissolvable vs permanent; Host health checks; Agent vs. agentless); Mail gateway (Spam filter; DLP; Encryption); Bridge; SSL/TLS accelerators; SSL decryptors; Media gateway; Hardware security module
  2.2 Given a scenario, use appropriate software tools to Chapter assess the security posture of an organization
  4 Protocol analyzer; Network scanners (Rogue system detection; Network mapping); Wireless scanners/cracker; Password cracker; Vulnerability scanner; Configuration compliance scanner; Exploitation frameworks; Data sanitation tools; Steganography tools; Honeypot; Backup utilities; Banner grabbing; Passive vs. active; Command line tools (ping; netstat; tracert; nslookup/dig; arp; ipconfig/ip/ifconfig; tcpdump; nmap; netcat)
  2.3 Given a scenario, troubleshoot common security issues Chapter
  4 anomalies; Permission issues; Access violations; Certificate issues; Data exfiltration; Misconfigured devices (Firewall; Content filter; Access points); Weak security configurations; Personnel issues (Policy violation; insider threat; Social engineering; Social media; Personal email); Unauthorized software; Baseline deviation; License compliance violation (availability/integrity); Asset management; Authentication issues
  2.4 Given a scenario, analyze and interpret output from Chapter security technologies
  4 HIDS/HIPS; Antivirus; File integrity check; Host-based firewall; Application whitelisting; Removable media control; Advanced malware tools; Patch management tools; UTM; DLP; Data execution prevention; Web application firewall
  2.5 Given a scenario, deploy mobile devices securely Chapter
  11 Connection methods (Cellular; WiFi; SATCOM; Bluetooth; NFC; ANT; Infrared; USB); Mobile device management concepts (Application management; Content management; Remote wipe; Geofencing; Geolocation; Screen locks; Push notification services; Passwords and pins; Biometrics; Context-aware authentication; Containerization; Storage segmentation; Full device encryption); Enforcement and monitoring for: (Third-party app stores; Rooting/jailbreaking; Sideloading; Custom firmware; Carrier unlocking; Firmware OTA updates; Camera use; SMS/MMS; External media; USB OTG; Recording microphone; GPS tagging; WiFi direct/ad hoc; Tethering; Payment methods); Deployment models (BYOD; COPE; CYOD; Corporate-owned; VDI)
  2.6 Given a scenario, implement secure protocols Chapter
  7 Protocols (DNSSEC; SSH; S/MIME; SRTP; LDAPS; FTPS; SFTP; SNMPv3; SSL/TLS; HTTPS; Secure POP/IMAP); Use cases (Voice and video; Time synchronization; Email and web; File transfer; Directory services; Remote access; Domain name resolution; Routing and switching; Network address allocation; Subscription services)
  3.1 Explain use cases and purpose for frameworks, best Chapter practices and secure configuration guides
  2 Industry-standard frameworks and reference architecture (Regulatory; Non-regulatory; National vs. international; Industry-specific frameworks); Benchmarks/secure configuration guides (Platform/vendor-specific guides (Web server; Operating system; Application server; Network infrastructure devices); General purpose guides); Defense-in-depth/layered security (Vendor diversity; Control diversity (Administrative; Technical); User training)
  3.2 Given a scenario, implement secure network Chapter architecture concepts
  2 Zones/topologies (DMZ; Extranet; Intranet; Wireless; Guest; Honeynets; NAT; Ad hoc); Segregation/segmentation/isolation (Physical; Logical (VLAN); Virtualization; Air gaps); Tunneling/VPN (Site-to- site; Remote access); Security device/technology placement (Sensors; Collectors; Correlation engines; Filters; Proxies; Firewalls; VPN concentrators; SSL accelerators; Load balancers; DDoS mitigator; Aggregation switches; Taps and port mirror); SDN
  3.3 Given a scenario, implement secure systems design Chapter
  2 Hardware/firmware security (FDE/SED; TPM; HSM; UEFI/BIOS; Secure boot and attestation; Supply chain; Hardware root of trust; EMI/EMP); Operating systems (Types (Network; Server; Workstation; Appliance; Kiosk; Mobile OS); Patch management; Disabling unnecessary ports and services; Least functionality; Secure configurations; Trusted operating system; Application whitelisting/blacklisting; Disable default accounts/passwords); Peripherals (Wireless keyboards; Wireless mice; Displays; WiFi-enabled MicroSD cards; Printers/MFDs; External storage devices; Digital cameras)
  3.4 Explain the importance of secure staging deployment Chapter concepts
  2 Sandboxing; Environment (Development; Test; Staging; Production); Secure baseline; Integrity measurement
  3.5 Explain the security implications of embedded systems Chapter
  7 SCADA/ICS; Smart devices/IoT (Wearable technology; Home automation); HVAC; SoC; RTOS; Printers/MFDs; Camera systems; Special purpose (Medical devices; Vehicles; Aircraft/UAV)
  3.6 Summarize secure application development and Chapter deployment concepts
  7 Development life-cycle models (Waterfall vs. Agile); Secure DevOps (Security automation; Continuous integration; Baselining; Immutable systems; Infrastructure as code); Version control and change management; Provisioning and deprovisioning; Secure coding techniques (Proper error handling; Proper input validation; Normalization; Stored procedures; Code signing; Encryption; Obfuscation/camouflage; Code reuse/dead code; Server- side vs. client-side execution and validation; Memory management; Use of third-party libraries and SDKs; Data exposure); Code quality and testing (Static code analyzers; Dynamic analysis (e.g., fuzzing); Stress testing; Sandboxing; Model verification); Compiled vs. runtime code
  3.7 Summarize cloud and virtualization concepts Chapter
  6 VM sprawl avoidance; VM escape protection; Cloud storage; Cloud deployment models (SaaS; PaaS; IaaS; Private; Public; Hybrid; Community); On-premise vs hosted vs. cloud; VDI/VDE; Cloud access security broker; Security as a Service
  3.8 Explain how resiliency and automation strategies Chapter reduce risk
  1 Automation/Scripting (Automated courses of action; Continuous monitoring; Configuration validation); Templates: Master image; Non-persistence (Snapshots; Revert to known state; Rollback to known configuration; Live boot media); Elasticity: Scalability; Distributive allocation; Redundancy; Fault tolerance; High availability; RAID
  3.9 Explain the importance of physical security controls Chapter
  10 Lighting; Signs; Fencing/gate/cage; Security guards; Alarms; Safe; Secure cabinets/enclosures; Protected distribution/Protected cabling; Airgap; Mantrap; Faraday cage; Lock types; Biometrics; Barricades/bollards; Tokens/cards; Environmental controls (HVAC; Hot and cold aisles; Fire suppression); Cable locks; Screen filters; Cameras; Motion detection; Logs; Infrared detection; Key management
  4.1 Compare and contrast identity and access management Chapter concepts
  4 Identification, authentication, authorization and accounting (AAA); Multifactor authentication (Something you are; Something you have; Something you know; Somewhere you are; Something you do); Federation; Single sign-on; Transitive trust
  4.2 Given a scenario, install and configure identity and Chapter access services
  4 LDAP; Kerberos; TACACS+; CHAP; PAP; MSCHAP; RADIUS; SAML; OpenID Connect; OAUTH; Shibboleth; Secure token; NTLM
  4.3 Given a scenario, implement identity and access Chapter management controls
  4 Access control models (MAC; DAC; ABAC; Role-based access control; Rule-based access control); Physical access control (Proximity cards; Smart cards); Biometric factors (Fingerprint scanner; Retinal scanner; Iris scanner; Voice recognition; Facial recognition; False acceptance rate; False rejection rate; Crossover error rate); Tokens (Hardware; Software; HOTP/TOTP); Certificate-based authentication (PIV/CAC/smart card; IEEE 802.1s); File system security; Database security
  4.4 Given a scenario, differentiate common account Chapter management practices
  11 Account types (User account; Shared and generic accounts/credentials; Guest accounts; Service accounts; Privileged accounts); General concepts (Least privilege; Onboarding/offboarding; Permission auditing and review; Usage auditing and review; Time-of-day restrictions; Recertification; Standard naming convention; Account maintenance; Group-based access control; Location-based policies); Account policy enforcement (Credential management; Group policy; Password complexity; Expiration; Recovery; Disablement; Lockout; Password history; Password reuse; Password length)
  5.1 Explain the importance of policies, plans and Chapter procedures related to organizational security
  1 Standard operating procedure; Agreement types (BPA; SLA; ISA; MOU/MOA); Personnel management (Mandatory vacations; Job rotation; Separation of duties; Clean desk; Background checks; Exit interviews; Role- based awareness training (Data owner; System administrator; System owner; User; Privileged user; Executive user); NDA, Onboarding; Continuing education; Acceptable use policy/rules of behavior; Adverse actions); General security policies (Social media networks/applications; Personal email)
  5.2 Summarize business impact analysis concepts Chapter
  1 RTO/RPO; MTBF; MTTR; Mission-essential functions; Identification of critical systems; Single point of failure; Impact (Life; Property; Safety; Finance; Reputation); Privacy impact assessment; Privacy threshold assessment
  5.3 Explain risk management processes and concepts Chapter
  1 Threat assessment (Environmental; Manmade; Internal vs. External); Risk assessment (SLE; ALE; ARO; Asset value; Risk register; Likelihood of occurrence; Supply chain assessment; Impact; Quantitative; Qualitative; Testing (Penetration testing authorization; Vulnerability testing authorization); Risk response techniques (Accept, Transfer, Avoid, Mitigate)); Change management
  5.4 Given a scenario, follow incident response procedures Chapter
  12 Incident response plan (Documented incident types/category definitions; Roles and responsibilities; Reporting requirements/escalation; Cyber-incident response teams; Exercise); Incident response process (Preparation; Identification; Containment; Eradication; Recovery; Lessons learned)
  5.5 Summarize basic concepts of forensics Chapter
  12 Order of volatility; Chain of custody; Legal hold; Data acquisition (Capture system image; Network traffic and logs; Capture video; Record time offset; Take hashes; Screenshots; Witness interviews); Preservation; Recovery; Strategic intelligence/counterintelligence gathering (Active logging); Track man-hours
  5.6 Explain disaster recovery and continuity of operation Chapter concepts
  12 Recovery sites (Hot site; Warm site; Cold site); Order of restoration; Backup concepts (Differential; Incremental; Snapshots; Full); Geographic considerations (Off-site backups; Distance; Location selection; Legal implications; Data sovereignty); Continuity of operation planning (Exercises/tabletop; After-action reports; Failover; Alternate processing sites; Alternate business practices)
  5.7 Compare and contrast various types of controls Chapter
  10 Deterrent; Preventive; Detective; Corrective; Compensating; Technical; Administrative; Physical
  5.8 Given a scenario, carry out data security and privacy Chapter practices
  10 Data destruction and media sanitization (Burning; Shredding; Pulping; Pulverizing; Degaussing; Purging; Wiping); Data sensitivity labeling and handling (Confidential; Private; Public; Proprietary; PII; PHI); Data roles (Owner; Steward/custodian; Privacy officer); Data retention; Legal and compliance
  6.1 Compare and contrast basic concepts of cryptography Chapter
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