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Preface
  When setting up a Linux system, security is supposed to be an important part of all stages. A good knowledge of the fundamentals of Linux is essential to implementing a good security policy on the machine.
  Linux, as it ships, is not completely secure, and it is the responsibility of the administrator to configure the machine in a way such that it becomes more secure.
  
Practical Linux Security Cookbook will work as a practical guide for administrators and help
 them configure a more secure machine.  If you want to learn about Kernel configuration, filesystem security, secure authentication, network security, and various security tools for Linux, this book is for you.

  Linux security is a massive subject and not everything can be covered in just one book. Still, Practical Linux Security Cookbook will give you a lot of recipes for securing your machine.
What this book covers
  
 , Linux Security Problems, covers various vulnerabilities and exploits in relation to
 Linux. It also discusses the kinds of security that can be implemented for these exploits. Topics include preparing security policies and security controls for password protection and  server security and performing vulnerability assessments of the Linux system. It also covers the configuration of sudo access.
   , Configuring a Secure and Optimized Kernel, focuses on the process of
  configuring and building the Linux kernel and its testing. Topics covered include requirements for building a kernel, configuring a kernel, kernel installation, customization, and kernel debugging. The chapter also discusses configuring a console using Netconsole.
   , Local Filesystem Security, looks at Linux file structures and permissions. It
  covers topics such as viewing file and directory details, handling files and file permissions using chmod, and the implementation of an access control list. The chapter also gives readers an introduction to the configuration of LDAP.
   , Local Authentication in Linux, explores user authentication on a local system
  while maintaining security. Topics covered in this chapter include user authentication logging, limiting user login capabilities, monitoring user activity, authentication control definition, and also how to use PAM.

   , Remote Authentication, talks about authenticating users remotely on a Linux
  system. The topics included in this chapter are remote server access using SSH, disabling and enabling root login, restricting remote access when using SSH, copying files remotely over SSH, and setting up Kerberos.
   , Network Security, provides information about network attacks and security. It
  covers managing the TCP/IP network, configuring a firewall using Iptables, blocking spoofed addresses, and unwanted incoming traffic. The chapter also gives readers an introduction to configuring and using TCP Wrapper.
   , Security Tools, targets various security tools or software that can be used for
  security on a Linux system. Tools covered in this chapter include sXID, PortSentry, Squid proxy, OpenSSL server, Tripwire, and Shorewall.
   , Linux Security Distros, introduces the readers to some of the famous
  distributions of Linux/Unix that have been developed in relation to security and penetration testing. The distros covered in this chapter include Kali Linux, pfSense, DEFT, NST, and Helix. shell, which is known as Shellshock. It gives readers an understanding of Shellshock vulnerability and the security issues that can arise with its presence. The chapter also tells the reader how to use the Linux Patch Management system to secure their machine and also gives them an understanding of how patches are applied in a Linux system.
  monitoring logs using Logcheck, using Nmap for network monitoring, system monitoring using Glances, and using MultiTail to monitor logs. A few other tools are also discussed, which include Whowatch, stat, lsof, strace, and Lynis.
What you need for this book
  To get the most out of this book, readers should have a basic understanding of the Linux filesystem and administration. They should be aware of the basic commands of Linux, and knowledge about information security would be an added advantage. This book will include practical examples on Linux security using inbuilt tools of Linux as well as other available open source tools. As per the recipe, readers will have to install these tools if they are not already installed in Linux.

Who this book is for
  Practical Linux Security Cookbook is intended for all those Linux users who already have
  knowledge of Linux filesystems and administration. You should be familiar with basic Linux commands. Understanding information security and its risks to a Linux system is also helpful in understanding the recipes more easily. However, even if you are unfamiliar with information security, you will be able to easily follow and understand the recipes discussed.
  Since Practical Linux Security Cookbook follows a practical approach, following the steps is very easy.
Sections
  In this book, you will find several headings that appear frequently (Getting ready, How to do it, How it works, There's more, and See also).
  To give clear instructions on how to complete a recipe, we use these sections as follows:
Getting ready
  This section tells you what to expect in the recipe and describes how to set up any software or any preliminary settings required for the recipe.
How to do it… This section contains the steps required to follow the recipe. How it works…
  This section usually consists of a detailed explanation of what happened in the previous section.
There's more…
  This section consists of additional information about the recipe in order to make the reader more knowledgeable about the recipe.
  See also This section provides helpful links to other useful information for the recipe.
Conventions
  In this book, you will find a number of text styles that distinguish between different kinds of information. Here are some examples of these styles and an explanation of their meaning.
  Code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles are shown as follows: "The
  md5sum command will then print the calculated hash in a single line."
  Any command-line input or output is written as follows:
  telinit 1 New terms and important words are shown in bold. Words that you see on the screen,
  for example, in menus or dialog boxes, appear in the text like this: "Navigate to
Main Menu
  |
  
Backtrack | Exploitation Tools | Network Exploitation Tools | Metasploit Framework
  | Msfconsole."
  Note Warnings or important notes appear in a box like this. Tip Tips and tricks appear like this.
Reader feedback
  Feedback from our readers is always welcome. Let us know what you think about this book —what you liked or disliked. Reader feedback is important for us as it helps us develop titles that you will really get the most out of.
  To send us general feedback, simply e-mail &lt;  &gt; , and mention the book's title in the subject of your message.
  If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, see our author guide at .
Customer support
  Now that you are the proud owner of a Packt book, we have a number of things to help you to get the most from your purchase.
Downloading the example code
  You can download the example code files for this book from your account at
  and register to have the files e-mailed directly to you.
  You can download the code files by following these steps: 1.  Log in or register to our website using your e-mail address and password.
  2.  Hover the mouse pointer on the SUPPORT tab at the top.
  3.  Click on Code Downloads &amp; Errata.
  4.  Enter the name of the book in the Search box.
  5.  Select the book for which you're looking to download the code files.
  6.  Choose from the drop-down menu where you purchased this book from.
  7.  Click on Code Download. You can also download the code files by clicking on the
Code Files button on the book's
  webpage at the Packt Publishing website. This page can be accessed by entering the book's name in the Search box. Please note that you need to be logged in to your Packt account. Once the file is downloaded, please make sure that you unzip or extract the folder using the latest version of:
  WinRAR / 7-Zip for Windows Zipeg / iZip / UnRarX for Mac 7-Zip / PeaZip for Linux
Downloading the color images of this book
  We also provide you with a PDF file that has color images of the screenshots/diagrams used in this book. The color images will help you better understand the changes in the output. You can download this file from
  
oredImages.pdf
  Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you find a mistake in one of our books - maybe a mistake in the text or the code

	we would be grateful if you could report this to us. By doing so, you can save other readers from frustration and help us improve subsequent versions of this book. If you find any errata, please report them by visiting  selecting your book, clicking on the Errata Submission Form link, and entering the details of your errata. Once your errata are verified, your submission will be accepted and the errata will be uploaded to our website or added to any list of existing errata under the Errata section of that title. To view the previously submitted errata, go to

  and enter the name of the book in the
  search field. The required information will appear under the Errata section.
Piracy
  Piracy of copyrighted material on the Internet is an ongoing problem across all media. At Packt, we take the protection of our copyright and licenses very seriously. If you come across any illegal copies of our works in any form on the Internet, please provide us with the location address or website name immediately so that we can pursue a remedy.
  Please contact us at &lt;  &gt; with a link to the suspected pirated material.
  We appreciate your help in protecting our authors and our ability to bring you valuable content.
  Questions
  If you have a problem with any aspect of this book, you can contact us at  &gt; , and we will do our best to address the problem.
Chapter 1. Linux Security Problems
  In this chapter, we will discuss the following: The security policy of Linux Configuring password protection Configuring server security Conducting integrity checks of the installation medium using checksum Using the LUKS disk encryption Making use of sudoers – configuring sudo access Scanning hosts with Nmap Gaining a root on a vulnerable Linux system
Introduction
  A Linux machine is only as secure as an administrator configures it to be. Once we are done with the installation of the Linux OS and we remove its unnecessary packages after the installation has been completed, we can start working on the security aspect of the software and the services provided by the Linux machine.
The security policy of Linux
  A security policy is a definition that outlines the rules and practices to be followed to set up the computer network security in an organization. How the organization should manage, protect, and distribute sensitive data is also defined by the security policy.
Developing a security policy
  When creating a security policy, we should keep in mind that it should be simple and easy for all users. The objective of the policy should be to protect data while keeping the privacy of users intact. It should be developed around these points:
  Accessibility to the system Software installation rights on the system Data permission Recovery from failure
  When developing a security policy, a user should use only those services for which permission has been granted. Anything that is not permitted should be restricted in the policy.
Configuring password protection
  In any system, the password plays a very important role in terms of security. A poor password may lead to an organization's resources being compromised. The password protection policy should be adhered to by everyone in the organization, from users to the administrator level.
How to do it… Follow the given rules when selecting or securing your password
  For the creation policy, follow these rules: A user should not use the same password for all the accounts in an organization All access-related passwords should not be the same Any system-level account should have a password that's different from any other account held by the same user
  For the protection policy, follow these rules: A password is something that needs to be treated as sensitive and confidential information. Hence, it should not be shared with anyone.
  Passwords should not be shared through any electronic communication, such as e- mails. Never reveal a password on your phone or questionnaire. Do not use password hints that could provide clues to an attacker. Never share company passwords with anyone, including administrative staff, managers, colleagues, and even family members. Don't store passwords in written form anywhere in your office. If you store passwords on a mobile device, always use encryption. Don't use the Remember Password feature of applications. In there's any doubt of a password being compromised, report the incident and change the password as soon as possible.
  For the change policy, follow these rules: All users and administrators must change their password on a regular basis or at least on a quarterly basis The security audit team of an organization must conduct random checks to check whether the passwords of any user can be guessed or cracked
  With the help of the preceding points, ensure that a password, when created or changed, is not easy enough to be guessed or cracked.
Configuring server security
  A major reason for malicious attacks on Linux servers has been poorly implemented security or existing vulnerabilities. When configuring a server, security policies need to be implemented properly, and ownership needs to be taken in order to properly customize the server.
How to do it…
  General Policy: The administration of all the internal servers in an organization is the responsibility of a dedicated team, which should also keep a look out for any kind of compliance. If any compliance takes place, the team should accordingly implement or review the security policy.
  When configuring internal servers, they must be registered in such a way that the servers can be identified on the basis of the following information: Location of the server The operating system version and its hardware configuration Services and applications that are being run
  Any kind of information in the organization's management system must always be kept up to date.
  Configuration Policy: The operating system on the server should be configured in accordance with the guidelines approved for InfoSec.
  Any service or application not being used should be disabled wherever possible. All access to the services and applications on the server should be monitored and logged. They should also be protected through access-control methods. An example of this will be covered in 
 Local Filesystem Security.
 The system should be kept updated, and any recent security patches, if available, should be installed as soon as possible.  Avoid using a root account to the maximum extent. It's preferable to use security principles that require the least amount of access to perform a function. Any kind of privileged access must be performed over secure channel connection (SSH) wherever possible. The server should be accessed in a controlled environment. be saved as follows: For a period of 1 month, all security-related logs should be kept online For a period of 1 month, daily backups as well as weekly backups should be retained For minimum of 2 years, full monthly backups should be retained
  Any event related to security being compromised should be reported to the InfoSec team. They shall then review the logs and report the incident to the IT department. A few examples of security-related events are as follows:
  Port scanning-related attacks Access to privileged accounts without authorization Unusual occurrences due to a particular application being present on the host
How it works…
  Following the preceding policy helps in the base configuration of the internal server that is owned or operated by the organization. Implementing the policy effectively will minimize any unauthorized access to sensitive and proprietary information.
  There's more… There are some more things to discover when we talk about security in Linux.
Security controls
  When we talk about securing a Linux machine, it should always start with following a checklist in order to help in the hardening of the system. The checklist should be such that following it will confirm the implementation of proper security controls.
  Conducting integrity checks of the installation medium using checksum
  Whenever we download an image file of any Linux distribution, it should always be checked for correctness and safety. This can be achieved by doing an MD5 checksum of the downloaded image with the MD5 value of the correct image. This helps in checking the integrity of the downloaded file. Any changes to the files can be detected by the MD5 hash comparison.
  Whenever any changes take place in the downloaded files, the MD5 hash comparison can detect it. The larger the file size, the higher the possibility of changes in the file. It is always recommended to do the MD5 hash comparison for files such as operating system installation files on a CD.
Getting ready
  The MD5 checksum is normally installed on most Linux distributions, so installation is not required.
How to do it…
  1.  First open the Linux terminal and then change the directory to the folder containing the downloaded ISO file using the ubuntu@ubuntu-desktop:~$ cd Downloads command.
  Note Linux is case-sensitive, and type the correct spelling for the folder name.
  Downloads is not the same as downloads in Linux.
  2.  After changing to the Downloads directory, type the following command:
  md5sum ubuntu-filename.iso
  3.  The md5sum command will then print the calculated hash in a single line, as shown here:
  8044d756b7f00b695ab8dce07dce43e5 ubuntu-filename.iso UbuntuHashes page, we just need to copy the preceding hash that has been calculated in the Find box of the browser (by pressing Ctrl + F).
How it works…
  If the calculated hash and the hash on the UbuntuHashes page match, then the downloaded file is not damaged. If the hashes don't match, then there might be a problem with either the downloaded file or the server from where the download was made. Try downloading the file again. If the issue still persists, it is recommended that you report the issue to the administrator of the server.
See also
  Here's something extra in case you want to go the extra mile: try out the GUI checksum calculator that is available for Ubuntu Sometimes, it's really inconvenient to use a terminal in order to perform checksums. You need to know the right directory of the downloaded file and also the exact filename. This makes it difficult to remember the exact commands. As a solution for this, there is a very small and simple software called GtkHash. You can download the tool from  , and install it using this command:
  sudo apt-get install gtkhash
Using the LUKS disk encryption
  In enterprises such as small businesses and government offices users may have to secure their systems in order to protect their private data, which includes customers details, important files, contact details, and so on. To do so, Linux provides good number of cryptographic techniques, which can be used to protect data on physical devices such as hard disks or a removable media. One such cryptographic technique uses the
  Linux
Unified Key Setup-on-disk-format (LUKS). This technique allows for the encryption of Linux partitions
  LUKS has the following functionality: An entire block device can be encrypted using LUKS. It's well suited to protecting data on removable storage media or laptop disk drives.
  Once encrypted, the contents of the encrypted block devices are random, thus making it useful for the encryption of swap devices. LUKS uses an existing device mapper kernel subsystem. It also provides a passphrase strengthener, which helps in protecting against dictionary attacks.
Getting ready
  For the following process to work, it is necessary that /home is created on a separate partition while installing Linux.
Tip WARNING
  Configuring LUKS using the given steps will remove all the data on the partition that's being encrypted. So, before starting the process of using LUKS, make sure to back up the data on an external source.
How to do it…
  For manually encrypting directories follow these steps:
  1.  Move to Run level 1. Type the following command in the shell prompt or terminal:
  2.  Now, unmount the current /home partition using this command:
  umount /home
  3.  The previous command might fail if there is any process controlling /home . Find and kill any such process using the fuser command:
  fuser -mvk /home
  4.  Check to confirm that the /home partition is not mounted now:
  grep home /proc/mounts
  5.  Now, put some random data into the partition:
  shred -v --iterations=1 /dev/MYDisk/home
  6.  The previous command might take some time to complete, so be patient. The time taken depends on the write speed of your device.
  7.  Once the previous command completes, initialize the partition:
  cryptsetup --verbose --verify-passphrase luksFormat  /dev/MYDisk/home
  8.  Open the newly created encrypted device:
  cryptsetup luksOpen /dev/MYDisk/home 
  9.  Check to confirm that the device is present:
  ls -l /dev/mapper | grep home
  10.  Now create a filesystem:
  mkfs.ext3 /dev/mapper/home
  11.  Then, mount the new filesytem:
  mount /dev/mapper/home /home
  12.  Confirm that the filesystem is still visible:
  df -h | grep home
  13.  Enter the following line in the /etc/crypttab file:
  home /dev/MYDisk/home none
  14.  Make changes in the /etc/fstab file to delete the entry for /home and add the following line:
  /sbin/restorecon -v -R /home
  16.  Reboot the machine:
  shutdown -r now
  17.  After rebooting, the system will prompt us for the LUKS passphrase on boot. You can log in as the root now and restore your backup.
  Congratulations! You have successfully created an encrypted partition. Now you can keep all your data safe even when your computer is off.
How it works…
  We first move into running level 1 and unmounting the /home partition. Once unmounted, we fill some random data in the /home partition. Then, we initialize the partition, using the
  cryptsetup command to encrypt it.
  Once the encryption is done, we mount the filesystem back again, and then make an entry of the partition in the /etc/crypttab file. Also, the /etc/fstab file is edited to add an entry for the preceding encrypted partition. After completing all the steps, we have restored the default settings of SELinux. Doing this, the system will always ask for the LUKS passphrase on boot.
  
Making use of sudoers – configuring sudo
 access  Whenever the system administrator wants to provide trusted users administrative access to the system without sharing the password of the root user, they can do so using the sudo mechanism. Once the user is given access using the sudo mechanism, they can execute any administrative command by preceding it with sudo . Then, the user will be asked to enter their own password. After this, the administrative command will be executed in the same way as run by the root user.
Getting ready
  As the file for the configuration is predefined and the commands used are inbuilt, nothing extra needs to be configured before starting these steps.
How to do it…
  1.  We will first create a normal account and then give it sudo access. Once done, we will be able to use the sudo command from the new account and then execute the administrative commands. Follow the steps given to configure the sudo access. Firstly, use the root account to login to the system. Then, create a user account using the
  useradd command, as shown in the following figure: Replace USERNAME with any name of your choice in the preceding command.
  2.  Now, using the passwd command, set a password for the new user account.
  3.  Edit the /etc/sudoers file by running visudo . The policies applied when using the sudo
  4.  Once the file is open in the editor, search for the following lines, which allow sudo access to the users in the test group:
  5.  We can enable the given configuration by deleting the comment character ( # ) at the beginning of the second line. Once the changes are made, save the file and exit from the editor. Now, using the usermod command, add the previously created user to the test group.
  6.  We need to check whether the configuration shown in the preceding screenshot allows the new user account to run commands using sudo .
  7.  To switch to the newly created user account, use the su option.
  8.  Now, use the groups command to confirm the presence of the user account in the test group.
  Finally, run the whoami command with sudo from the new account. As we have executed a command that uses sudo for the first time, using this new user account, the default banner message will be displayed for the sudo command. The screen will also ask for the user account password to be entered.
  9.  The last line of the preceding output is the username returned by the whoami command.
  If sudo is configured correctly, this value will be root . You have successfully configured a user with sudo access. You can now log in to this user account and use sudo to run commands the same way as you would from the root user.
How it works…
  When we create a new account, it does not have permission to run administrator commands. However, after editing the /etc/sudoers file and making an appropriate entry to grant sudo access to the new user account, we can start using the new user account to run all the administrator commands.
There's more… Here is an extra measure that you can take to ensure total security. Vulnerability assessment
  A vulnerability assessment is the process of auditing our network and system security through which we can know about the confidentiality, integrity, and availability of our network. The first phase in the vulnerability assessment is reconnaissance, and this further leads to the phase of system readiness in which we mainly check for all known vulnerabilities in the target. The next phase is reporting, where we group all the vulnerabilities found into categories of low, medium, and high risk.
Scanning hosts with Nmap
  Nmap is one of the most popular tools included in Linux that can be used to scan a network. It has been in existence for many years, and to date, it is one of the most preferable tools to gather information about a network.
  Nmap can be used by administrators on their networks to find any open ports and host systems.
  When doing a vulnerability assessment, Nmap is surely a tool that can't be missed.
Getting ready
  Most Linux versions have Nmap installed. The first step is to check whether you already have it using this command:
  nmap –version
  If Nmap exists, you should see an output similar to what is shown here: If Nmap is not already installed, you can download and install it from
  
How to do it…
  Follow these steps to scan hosts using Nmap:
  1.  The most common use of Nmap is to find all online hosts within a given IP range. The default command used to do this takes some time to scan the complete network, depending on the number of hosts present in the network. However, we can optimize the process in order to scan the range faster.
  The following screenshot shows you an example of this:
  2.  In the preceding example, the time taken to complete the scan was 6.67 seconds when scanning 100 hosts. If the whole IP range for a particular network is to be scanned, it would take a lot more time.
  3.  Now, let's try to speed up the process. The n switch tells Nmap not to perform the DNS resolution of the IP addresses, hence making the process faster. The T switch tells Nmap what speed to operate at. Here, T1 is the slowest and T5 is the fastest. The
  max-rtt-timeout option specifies the maximum time required to wait for the response.
  Now, the same command is shown in this example: This time, Nmap scanned the complete IP range in 1.97 seconds. Pretty good, right?
  The preceding command of Nmap shall list out all the IP addresses that have port 21 open.
  5.  Not only FTP, other services can also be discovered by matching the port numbers on which they run. For example, MySQL runs on port 3306. The command will now look like this:
How it works…
  Nmap checks for services that are listening by testing the most common network communication ports. This information helps the network administrator to close down any unwanted or unused services. The preceding examples show you how to use port scanning and Nmap as powerful tools to study the network around us.
See also
  Nmap also has scripting features using which we can write custom scripts. These scripts can be used with Nmap to automate and extend its scanning capabilities. You can find more information about Nmap on its official home page at 
  Gaining a root on a vulnerable Linux system
  When trying to learn how to scan and exploit a Linux machine, one major problem we encounter is where to try learning it. For this purpose, the Metasploit team has developed and released a VMware machine called
  Metasploitable. This machine has been made
  vulnerable purposefully and has many services running unpatched. Due to this, it becomes a great platform to practice or develop penetration testing skills. In this section, you will learn how to scan a Linux system, and then using the scanning result, find a service that is vulnerable. Using this vulnerable service, we shall gain root access to the system.
Getting ready
  Backtrack 5R2 and the Metasploitable VMware system will be used in this section. The image file of Metasploitable can be downloaded from
   .
How to do it…
  Follow these steps to gain root access to a vulnerable Linux system:
  1.  First, open the Metasploit console on the backtrack system by following this menu: navigate to
Main Menu | Backtrack | Exploitation Tools | Network Exploitation Tools | Metasploit Framework | Msfconsole
  2.  Next, we need to scan the target (which is 192.168.0.1 in this example) with Nmap: This figure shows the output of the command that is executed:
  In the preceding command, the -Ss option allows us to perform a stealth scan, and the -A option tries to discover the version information of the OS and service.
  Also, in the preceding command, we can see that there are many services running on different ports. Among them is Samba, which runs on ports 139 and 445.
Note
  Note that Samba is a service that provides the SMB file and prints services for Windows systems.
  3.  Once we are able to locate the Samba service, we will just focus on it now. From the preceding output, we can see that Samba is running version 3.x. Now, we shall try to get more specific information about the service. To do this, we will use any of the auxiliary modules of Metasploit, such as the scanner section, and look for the SMB protocol.
  4.  We can see that the scanner section has a SMB version detector. Now, we'll get the exact version of Samba using the SMB detector program. If we search online for all the vulnerabilities of the particular version of Samba, we will find the username map script.
  5.  We can now search in the list of exploits available in Metasploit to check whether an exploit exists for the map script username using the search samba command. Now, we shall gain root-level access to the system using the preceding exploit. Once we choose the exploit and configure it with the target IP address (in this case, 192.168.0.1 ), we will execute a command to run the exploit. Doing this will create and give us a remote session on the target system and also open a command shell. Now, run the id command in the remote shell. This will give a result— uid=0(root)gid=0(root) . This confirms that we have remote root access to the target system.
How it works
  We first performed an Nmap scan to check for running services and open ports and found the Samba service running. Then, we tried to find the version of the SMB service. Once we got this information, we searched for any exploit available for Samba. Using the exploit, we tried to attack the target system and got the root shell on it.
There's more… Let's learn about a few more exploits and attacks that are peculiar to Linux
  In this section, we shall go through a few of the common exploits and attacks that Linux is vulnerable to. However, in this section, will not cover any recipes to deal with the attacks. This section is just to let you know about the common exploits used in Linux.
  Often, administrators use default passwords that are provided to them by a vendor or they may even leave the administrative password blank. This happens mainly while configuring devices, such as routers, and also in BIOSes. Even some services running on Linux can contain the default administrator password. It is always recommended that you change the default password and set a new one that is only known to the administrator.
IP spoofing
  An attacker can find vulnerabilities on our systems and servers, and using these, they can install background programs or attack a network. This can be done if the attacker connects his system to our network in a way that makes it appear as though there's a node in the local network. There are various tools available to assist crackers while performing IP spoofing.
Eavesdropping
  An attacker can collect data passing between two active nodes that communicate on a network by eavesdropping. This type of attack works mostly with protocols such as Telnet, FTP, and HTTP. Attacks of this kind can be done when the remote attacker already has access to any system on the network. This can be made possible using other attacks such as the Man in the Middle Attack.
Service vulnerabilities
  If an attacker is able to find a flaw or vulnerability in any service running on the network system, they can compromise the entire system and its data as well as other systems on the network. Administrators should stay updated about any patches or updates that are available for any service or application running on the network system.
Denial of Service (DoS) attack
  When an attacker sends unauthorized packets to the target system, which could be a server, router, or a workstation, in large numbers, it forces the resource to become unavailable to legitimate users. The packets being sent by the attacker are usually forged, making the investigation process difficult.
Optimized Kernel
  In this chapter, we will discuss the following: Requirements for building and using a kernel Creating a USB boot media Retrieving a kernel source Configuring and building a kernel Installing and booting from a kernel Testing and debugging a kernel Configuring a console for debugging using Netconsole Debugging a kernel on boot
Introduction
  For all Linux distributions, including Ubuntu, CentOS, and Fedora, a kernel is vital. It is by default installed for most Linux versions when the OS is installed, hence we generally don't have to compile the kernel. Even when there is a critical update to be installed in the kernel, it can be done using apt-get or yum on the Linux system.
  However, there might be few situations where we have to compile the kernel from a source ourselves. A few of these situations are as follows: Enabling experimental features in the kernel Enabling new hardware support Debugging the kernel Exploring the kernel source code
  Requirements for building and using a kernel
  Before we can start building the Linux kernel, we must ensure that a working boot media exists for the Linux system. This can be used to boot into the Linux system if the boot loader is not configured properly. You will learn how to create a USB boot media, retrieve a kernel source, configure and build a kernel, and perform installation and booting from a kernel.
Creating a USB boot media
  A USB boot media can be created on any USB media device that is formatted as ext2, ext3, or VFAT. Also, ensure that enough free space is available on the device, varying from
  4 GB required for the transfer of a distribution DVD image, 700 MB in the case of a distribution CD image, or just 10 MB to transfer a minimal boot media image.
Getting ready
  Before carrying out the steps, we need to have an image file of the Linux installation disk, which we can name boot.iso , and a USB storage device, as specified previously.
How to do it…
  To create the USB boot media, we need to perform these commands as the root:
  1.  Firstly, we need to install the syslinux boot loader by executing the following command on the USB storage device:
  syslinux /dev/sdb1
  2.  Now, create mount points each for the boot.iso file and the USB storage device by executing the following command:
  mkdir /mnt/isoboot /mnt/diskboot
  3.  Next, mount the boot.iso file on the mount point created for it:
  mount –o loop boot.iso /mnt/isoboot
  In the preceding command the -o loop option is used to create a pseudo device, which acts as a block-based device. It treats a file as a block device.
  4.  Next, we will mount the USB storage device on the mount point created for it:
  mount /dev/sdb1 /mnt/diskboot
  5.  Once both boot.iso and the USB storage device are mounted, we will copy the
  isolinux files from the boot.iso to the USB storage device: cp /mnt/isoboot/isolinux/* /mnt/diskboot
  6.  Next, run the command to use the isolinux.cfg file from boot.iso as the
  grep –v local /mnt/isoboot/isolinux/isolinux.cfg &gt;  /mnt/diskboot/syslinux.cfg
  7.  Once done with the previous command, unmount boot.iso and the USB storage device:
  unmount /mnt/isoboot /mnt/diskboot
  8.  Now, reboot the system, and then try to boot with the USB boot media to verify that we are able to boot with it.
How it works…
  When we copy the required files from the boot.iso file to the USB storage media and use the isolinux.cfg file from boot.iso in the USB storage media as the syslinux.cfg file, it converts the USB storage media into a bootable media device, which can be used to boot the Linux system.
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