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  In the past, computers were designed without security considerations. Later, firewalls were used to protect them from outside attacks. This textbook inte- grates security considerations into computer architecture in a way that it is immune from attacks. When necessary, the author creates simplified examples from patent-pending technologies that clearly explain architectural and imple- mentation features.
  This book is intended for graduate and undergraduate students, engineers, and researchers who are interested in secure computer architecture and systems. This book is essential for anyone who needs to understand, design or implement a secure computer system.
  Studying computer architecture from a security perspective is a new area. There are many textbooks about computer architecture and many others about computer security. However, textbooks introducing computer architecture with security as the main theme are rare. This book introduces not only how to secure computer compo- nents (Memory, I/O, network interfaces and CPU) but also how to secure the entire computer system. The book proposes a new model that changes the Neumann archi- tecture that has been the foundation of modern computers since 1945. The book includes the most recent patent-pending technology in computer architecture for security. It also incorporates experiences from the author’s recent award-winning teaching and research.
  This book also introduces the latest technologies, such as virtualization, cloud computing, Internet computing, ubiquitous computing, biocomputers and other advanced computer architectures, into the classroom in order to shorten the transi- tion time from student to employee. xviii Preface
  This book has a unique style of presentation. It uses diagrams to explain important concepts. For many key elements, the book illustrates the actual digital circuits so that interested readers can actually build such circuits for testing purposes. The book can also be used as experiment material.
  The book also comes with a Wiley Companion Website ( 
  
 ) that provides lecture notes, further readings and updates for stu-
  dents. It also provides resources for instructors as well. In addition, the website lists hundreds of security tools that can be used to test computers for security problems.
  Students taking courses with this book can master security solutions in all aspects of designing modern computer systems. It introduces how to secure memory, buses, I/O and CPU. Moreover, the book explains how to secure computer architecture so that modern computers can be built on the new architecture free of data breaches.
  The concept of computers as stand-alone machines is fading away. Computers are now interconnected and in many cases coordinated to accomplish one task. Most current computer architecture textbooks still focus on the single computer model without addressing any security issues. Computer Architecture and Security provides readers with all of the components the traditional textbooks have, but also the latest development of computer technology. As security is a concern for most people, this book addresses the security issues in depth in all aspects of computer systems.
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1 Introduction to Computer
  Architecture and Security
  A Computer is composed of a number of different components: Hardware: Computer hardware processes information by executing instructions, storing data, moving data among input and output devices, and transmitting and receiving information to and from remote network locations. Software: Software consists of system software and application software or pro- grams. Operating Systems such as Windows, UNIX/Linux and Snow Leopard are system software. Word, Firefox browser and iTunes are examples of application software. Network: The network communication component is responsible for sending and receiving information and data through local area network or wireless connections. Data is the fundamental representation of information and facts but usually format- ted in a special way. All software is divided into two categories: data and pro- grams. Programs are a collection of instructions for manipulating data.
Figure 1.1 shows a view of a computer system from a user perspective. Here a computer system no longer looks like an onion as traditional textbooks used to  represent. Instead, a network component (including hardware and software) is added as a highway for data flowing in and out of the computer system.
  Computer architecture is to study how to design computer systems. It includes all components: the central processing unit (CPU), computer memory and storage, input and output devices (I/O), and network components.
  Since the invention of the Internet, computer systems are no longer standalone machines. The traditional “computing” concept of the single machine model is
  Computer Architecture and Security: Fundamentals of Designing Secure Computer Systems , First Edition. Ó Shuangbao (Paul) Wang and Robert S. Ledley.
  
2013 Higher Education Press. All rights reserved. Published 2013 by John Wiley &amp; Sons Singapore Pte. Ltd.
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Figure 1.1 A conceptual diagram of a common computer system  fading away. For most users, information exchange has taken an important role in everyday computer uses.
  As computer systems expose themselves over the Internet, the threat to computer systems has grown greater and greater. To protect a computer system (hardware, software, network, and data) from attacks, people have developed many counter- attack techniques such as firewalls, intrusion detection systems, user authentications, data encryptions and so on.
  Despite the numerous efforts to prevent attacks, the threat to computer systems is far from over. Computer compromises and data bleach are still very common. If you look back to those counter-attack techniques, most of the detection systems are based on passive techniques. They only work after attacks have taken place.
  A firewall by its name is a wall to prevent fire from spreading. On the other hand, it also likes a dam or levee to prevent flood. People can build a dam or levee high enough to protect against flood. However nobody can predict how high the water level will be. The 2005 New Orleans levee leak caused by Katrina is an example of this.
  In medicine, people spent billions of dollars to develop new drugs to cure illness. However ancient Chinese people study how to eat well and exercise well to prevent illness. This is the same as now the so-called prevention medicine. If we apply the same mechanism to computer systems, we draw the conclusion that we not only need to build firewalls, more importantly we need to develop computer systems that are immune from attacks.
  In early 2005, a US patent was filed to propose new technology that can prevent hackers from getting information stored in computer systems. The technology has drawn the attention of industry, academia, as well as government.
Figure 1.2 shows a conceptual diagram of the proposed secured computer system.  Note that in addition to the traditional hardware and software, the system added an additional layer. It is like a sandbox that “separates” the computer system from the outside world. In this book, we call it a virtual semi-conductor or semi “network
  Introduction to Computer Architecture and Security
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Figure 1.2 A conceptual diagram of a secured computer system  conductor.” It allows the computer operator to control information and data access so that hackers are no longer able to steal data from the computer system. We will discuss this in more detail in the following chapters.
  
Computer Architecture and Security will teach you how to design secured com-
  puter systems. It includes information on how to secure central processing unit (CPU) memory, buses, input/output interfaces. Moreover, the book explains how to secure computer architecture as a whole so that modern computers can be built on the new architecture free of data breaches.
1.1 History of Computer Systems
  Computers originally mean to compute or to calculate. The earliest computing devices date back more than two thousand years. The abacus (second century BC) which was introduced in China is one of them.
  Blaise Pascal, a renowned French scientist and philosopher, invented a mechanical adding machine in 1645. Gottfried Leibniz invented the first calcu- lator in 1694. The multiplication could be performed by repeated turns of a handle, and by shifting the position of the carriage relative to the accumulator. In December 26, 1837, Charles Babbage proposed a calculating engine that is capable of solving mathematical problems including addition, subtraction, multi- plication, division, and finding the square root.
  Herman Hollerith, a German-American statistician and the founder of the com- pany that became IBM, developed a punched-card electric tabulating machine in 1889. The first program-controlled computing machine is the German machine Z3 which was developed in 1941. Mark-I, also known as IBM automatic sequence- controlled calculator, was developed by Howard Aiken at Harvard University in 1944. The Electronic Numerical Integrator and Calculator (ENIAC) was developed in May 1943. The machine was used to calculate bomb trajectories and to develop hydrogen bombs. It was not a stored-program machine, a key way to distinguish between earlier computing devices and modern computers.
  Computer Architecture and Security
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  The final step toward developing a modern computer was characterized as follows: General-purpose. The computer can be used by anybody in any domain. Electronic. The computer is controlled by electronic signals instead of mechanical devices. Stored-program. Programs are stored in its internal memory so they can run auto- matically without much human interaction. Computation. The computer can take numerical quantities to compute.
  There are other features such as it has the ability for a program to read and modify itself during the course of a computation, using registers to store temporary data, indirect addressing and so on.
  Professor John von Neumann, of the Institute for Advanced Study at Princeton University, one of the leading mathematicians of his time, developed a stored- program electronic computer in 1945. It is generally accepted that the first documented discussion of the advantages of using just one large internal memory, in which instructions as well as data could be held, was the draft report on EDVAC written by Neumann, dated June 30, 1945. (The full report is available on  )
  Since 1945, the Neumann computer architecture has been the foundation of mod- ern computers, a CPU, memory and storage, input/output devices, a bus with address, data and control signals that connects the components.
  Early computers were made of vacuum tubes. They are large and consume a great deal of energy. During the mid 1950s to early 1960s, solid-state transistors were used and in the mid 1960s to early 1970s, integrated circuits (IC) were used in computers. Minicomputer PDP-11 in 1970, supercomputer CDC (Cray) and mainframe IBM 360 are some examples of computers during that time. Intel 8080 and Zilog Z80 are 8-bit processors made of large-scale IC. Later, Intel’s 8086 (16-bit), 80286 (16-bit) and Motorola’s 68000 (16/32-bit) made of very large-scale IC (VLSI) opened the era of so-called microcomputers.
  The uses of microcomputers were greatly increased by the software development. UNIX and MS-DOS later became Windows are still being used as operating systems (system software) today. Word processing, spreadsheets and databases, and many other application programs help people to carry out office works. Fortran, C, Java and many other computer languages assist software developers to program new soft- ware applications.
  Now computers have grown from single-chip processors to multiple proces- sors (cores) such as dual-cores, quad-cores and eight-cores in the near future. On the other hand, smaller devices or handheld devices such as pads and smart cell phones have the ability to handle information and data needs for many people.
  Introduction to Computer Architecture and Security
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  With virtualization technology, a “guest” or virtual operating system may run as a process on a “host” or physical computer system. It is often considered as “computers on a computer.” Now, network connections have become an essential part of a computer system. People have developed many ways to enhance the security of computer architecture from protecting CPU and memory to building “firewalls” to detect intrusions. The study of computer architecture with security as a whole was not started until recently. This book aims to provide readers with the latest developments in design- ing modern computer systems that are immune from attacks.
1.1.1 Timeline of Computer History
  The timeline of computer history (Computer History, 2012) covers the most impor- tant advancements in computer research and development during 1939 to 1988.
  1939 : Hewlett-Packard is founded. David Packard and Bill Hewlett founded Hewlett-Packard in a Palo Alto, California garage. Their first product was the HP 200A Audio Oscillator, which rapidly became a popular piece of test equipment for engineers. Walt Disney Pictures ordered eight of the 200B models to use as sound effects generators for the 1940 movie “Fantasia.” 1940 : The Complex Number Calculator (CNC) is completed. In 1939, Bell Tele- phone Laboratories completed this calculator, designed by researcher George Stibitz. In 1940, Stibitz demonstrated the CNC at an American Mathematical Society conference held at Dartmouth College. Stibitz stunned the group by performing calculations remotely on the CNC (located in New York City) using a Teletype connected via special telephone lines. This is considered to be the first demonstra- tion of remote access computing.
  : Konrad Zuse finishes the Z3 computer. The Z3 was an early computer built 1941 by German engineer Konrad Zuse working in complete isolation from developments elsewhere. Using 2,300 relays, the Z3 used floating point binary arithmetic and had a 22-bit word length. The original Z3 was destroyed in a bombing raid of Berlin in late 1943. However, Zuse later supervised a reconstruction of the Z3 in the 1960s which is currently on display at the Deutsches Museum in Munich.
  : The Atanasoff-Berry Computer (ABC) is completed. After successfully 1942 demonstrating a proof-of-concept prototype in 1939, Atanasoff received funds to build the full-scale machine. Built at Iowa State College (now University), the ABC was designed and built by Professor John Vincent Atanasoff and graduate student Cliff Berry between 1939 and 1942. The ABC was at the center of a patent dispute relating to the invention of the computer, which was resolved in 1973 when it was shown that ENIAC co-designer John Mauchly had come to examine the ABC shortly after it became functional.
  The legal result was a landmark: Atanasoff was declared the originator of several basic computer ideas, but the computer as a concept was declared
  Computer Architecture and Security
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  un-patentable and thus was freely open to all. This result has been referred to as the “dis-invention of the computer.” A full-scale reconstruction of the ABC was completed in 1997 and proved that the ABC machine functioned as Atanasoff had claimed.
  1943 : Project Whirlwind begins. During World War II, the US Navy approached the Massachusetts Institute of Technology (MIT) about building a flight simulator to train bomber crews. The team first built a large analog computer, but found it inaccurate and inflexible. After designers saw a demonstration of the ENIAC com- puter, they decided on building a digital computer. By the time the Whirlwind was completed in 1951, the Navy had lost interest in the project, though the US Air Force would eventually support the project which would influence the design of the SAGE program.
  The Relay Interpolator is completed. The US Army asked Bell Labs to design a machine to assist in testing its M-9 Gun Director. Bell Labs mathematician George Stibitz recommended using a relay-based calculator for the project. The result was the Relay Interpolator, later called the Bell Labs Model II. The Relay Interpolator used 440 relays and since it was programmable by paper tape, it was used for other applications following the war.
  1944 : Harvard Mark-1 is completed. Conceived by Harvard professor Howard Aiken, and designed and built by IBM, the Harvard Mark-1 was a room-sized, relay- based calculator. The machine had a 50 ft long camshaft that synchronized the machine’s thousands of component parts. The Mark-1 was used to produce mathe- matical tables but was soon superseded by stored program computers.
  The first Colossus is operational at Bletchley Park. Designed by British engineer Tommy Flowers, the Colossus was designed to break the complex Lorenz ciphers used by the Nazis during WWII. A total of ten Colossi were delivered to Bletchley, each using 1,500 vacuum tubes and a series of pulleys transported continuous rolls of punched paper tape containing possible solutions to a particular code. Colossus reduced the time to break Lorenz messages from weeks to hours. The machine’s existence was not made public until the 1970s.
  : John von Neumann wrote “First Draft of a Report on the EDVAC” in 1945 which he outlined the architecture of a stored-program computer. Electronic storage of programming information and data eliminated the need for the more clumsy methods of programming, such as punched paper tape – a concept that has character- ized mainstream computer development since 1945. Hungarian-born von Neumann demonstrated prodigious expertise in hydrodynamics, ballistics, meteorology, game theory, statistics, and the use of mechanical devices for computation. After the war, he concentrated on the development of Princeton’s Institute for Advanced Studies computer and its copies around the world.
  1946 : In February, the public got its first glimpse of the ENIAC, a machine built by John Mauchly and J. Presper Eckert that improved by 1,000 times on the speed of its contemporaries.
  Start of project : 1943 Completed : 1946 Programmed : plug board and switches Speed : 5,000 operations per second Input/ output : cards, lights, switches, plugs Floor space
  : 1,000 square feet
  Project leaders : John Mauchly and J. Presper Eckert.
  An inspiring summer school on computing at the University of Pennsylvania’s Moore School of Electrical Engineering stimulated construction of stored- program computers at universities and research institutions. This free, public set of lectures inspired the EDSAC, BINAC, and, later, IAS machine clones like the AVIDAC. Here, Warren Kelleher completes the wiring of the arithmetic unit components of the AVIDAC at Argonne National Laboratory. Robert Dennis installs the inter-unit wiring as James Woody Jr. adjusts the deflection control circuits of the memory unit.
  1948 : IBM’s Selective Sequence Electronic Calculator computed scientific data in public display near the company’s Manhattan headquarters. Before its decommis- sioning in 1952, the SSEC produced the moon-position tables used for plotting the course of the 1969 Apollo flight to the moon.
  Speed: 50 multiplications per second Input/ output: cards, punched tape Memory type: punched tape, vacuum tubes, relays Technology: 20,000 relays, 12,500 vacuum tubes Floor space:
  25 feet by 40 feet
  Project leader: Wallace Eckert.
  1949 : Maurice Wilkes assembled the EDSAC, the first practical stored-program computer, at Cambridge University. His ideas grew out of the Moore School lectures he had attended three years earlier.
  For programming the EDSAC, Wilkes established a library of short programs called subroutines stored on punched paper tapes.
  Technology: vacuum tubes Memory:
  1 K words, 17 bits, mercury delay line Speed: 714 operations per second. The Manchester Mark I computer functioned as a complete system using the
  Williams tube for memory. This university machine became the prototype for Ferranti Corp.’s first computer.
  Introduction to Computer Architecture and Security
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  Start of project: 1947 Completed: 1949 Add time: 1.8 microseconds Input/ output: paper tape, teleprinter, switches Memory size: 128 þ 1024 40-digit words Memory type:
  cathode ray tube, magnetic drum
  Technology:
  1,300 vacuum tubes
  Floor space:
  medium room Project leaders: Frederick Williams and Tom Kilburn. 1950
  : Engineering Research Associates of Minneapolis built the ERA 1101, the first commercially produced computer; the company’s first customer was the US Navy. It held 1 million bits on its magnetic drum, the earliest magnetic storage devices. Drums registered information as magnetic pulses in tracks around a metal cylinder. Read/write heads both recorded and recovered the data. Drums eventually stored as many as 4,000 words and retrieved any one of them in as little as five- thousandths of a second.
  The National Bureau of Standards constructed the Standards Eastern Automatic Computer (SEAC) in Washington as a laboratory for testing components and sys- tems for setting computer standards. The SEAC was the first computer to use all- diode logic, a technology more reliable than vacuum tubes, and the first stored-pro- gram computer completed in the United States. Magnetic tape in the external storage units (shown on the right of this photo) stored programming information, coded sub- routines, numerical data, and output.
  The National Bureau of Standards completed its SWAC (Standards Western Auto- matic Computer) at the Institute for Numerical Analysis in Los Angeles. Rather than testing components like its companion, the SEAC, the SWAC had an objective of computing using already-developed technology.
  1951 : MIT’s Whirlwind debuted on Edward R. Murrow’s “See It Now” televi- sion series. Project director Jay Forrester described the computer as a “reliable operating system,” running 35 hours a week at 90% utility using an electrostatic tube memory.
  Start of project: 1945 Completed: 1951 Add time: 0.05 microseconds Input/ output: cathode ray tube, paper tape, magnetic tape Memory size: 2048 16-digit words Memory type: cathode ray tube, magnetic drum, tape (1953 – core memory) Technology: 4,500 vacuum tubes, 14,800 diodes Floor space: 3,100 square feet Project leaders: Jay Forrester and Robert Everett.
  8 Computer Architecture and Security
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  1952 : John von Neumann’s IAS computer became operational at the Institute for Advanced Studies in Princeton, N.J. Contract obliged the builders to share their designs with other research institutes. This resulted in a number of clones: the MANIAC at Los Alamos Scientific Laboratory, the ILLIAC at the University of Illinois, the Johnniac at Rand Corp., the SILLIAC in Australia, and others.
  : IBM shipped its first electronic computer, the 701. During three years of 1953 production, IBM sold 19 machines to research laboratories, aircraft companies, and the federal government.
  : The IBM 650 magnetic drum calculator established itself as the first mass- 1954 produced computer, with the company selling 450 in one year. Spinning at
  12,500 rpm, the 650s magnetic data-storage drum allowed much faster access to stored material than drum memory machines.
  : MIT researchers built the TX-0, the first general-purpose, programmable 1956 computer built with transistors. For easy replacement, designers placed each transis- tor circuit inside a “bottle,” similar to a vacuum tube. Constructed at MIT’s Lincoln Laboratory, the TX-0 moved to the MIT Research Laboratory of Electronics, where it hosted some early imaginative tests of programming, including a Western movie shown on TV, 3-D tic-tac-toe, and a maze in which mice found martinis and became increasingly inebriated.
  1958 : SAGE – Semi-Automatic Ground Environment – linked hundreds of radar stations in the United States and Canada in the first large-scale computer communi- cations network. An operator directed actions by touching a light gun to the screen.
  The air defense system operated on the AN/FSQ-7 computer (known as Whirl- wind II during its development at MIT) as its central computer. Each computer used a full megawatt of power to drive its 55,000 vacuum tubes, 175,000 diodes and 13,000 transistors.
  : IBM’s 7000 series mainframes were the company’s first transistorized com- 1959 puters. At the top of the line of computers – all of which emerged significantly faster and more dependable than vacuum tube machines – sat the 7030, also known as the “Stretch.” Nine of the computers, which featured a 64-bit word and other innova- tions, were sold to national laboratories and other scientific users. L. R. Johnson first used the term “architecture” in describing the Stretch.
  : The precursor to the minicomputer, DEC’s PDP-1 sold for $120,000. One 1960 of 50 built, the average PDP-1 included with a cathode ray tube graphic display, needed no air conditioning and required only one operator. It’s large scope intrigued early hackers at MIT, who wrote the first computerized video game, SpaceWar!, for it. The SpaceWar! creators then used the game as a standard demonstration on all 50 computers.
  1961 : According to Datamation magazine, IBM had an 81.2% share of the com- puter market in 1961, the year in which it introduced the 1400 Series. The 1401 mainframe, the first in the series, replaced the vacuum tube with smaller, more reli- able transistors and used a magnetic core memory.
  Computer Architecture and Security
  10
  Demand called for more than 12,000 of the 1401 computers, and the machine’s success made a strong case for using general-purpose computers rather than special- ized systems.
  1962 : The LINC (Laboratory Instrumentation Computer) offered the first real time laboratory data processing. Designed by Wesley Clark at Lincoln Laboratories, Digital Equipment Corp. later commercialized it as the LINC-8.
  Research faculty came to a workshop at MIT to build their own machines, most of which they used in biomedical studies. DEC supplied components.
  : IBM announced the System/360, a family of six mutually compatible 1964 computers and 40 peripherals that could work together. The initial investment of
  $5 billion was quickly returned as orders for the system climbed to 1,000 per month within two years. At the time IBM released the System/360, the company was mak- ing a transition from discrete transistors to integrated circuits, and its major source of revenue moved from punched-card equipment to electronic computer systems.
  CDC’s 6600 supercomputer, designed by Seymour Cray, performed up to 3 million instructions per second – a processing speed three times faster than that of its closest competitor, the IBM Stretch. The 6600 retained the distinction of being the fastest computer in the world until surpassed by its successor, the CDC 7600, in 1968. Part of the speed came from the computer’s design, which had 10 small computers, known as peripheral processors, funneling data to a large cen- tral processing unit.
  1965 : Digital Equipment Corp. introduced the PDP-8, the first commercially suc- cessful minicomputer. The PDP-8 sold for $18,000, one-fifth the price of a small
  IBM 360 mainframe. The speed, small size, and reasonable cost enabled the PDP-8 to go into thousands of manufacturing plants, small businesses, and scientific laboratories.
  : The Department of Defense Advanced Research Projects Agency con- 1966 tracted with the University of Illinois to build a large parallel processing computer, the ILLIAC IV, which did not operate until 1972 at NASA’s Ames Research Center.
  The first large-scale array computer, the ILLIAC IV achieved a computation speed of 200 million instructions per second, about 300 million operations per second, and 1 billion bits per second of I/O transfer via a unique combination of parallel architec- ture and the overlapping or “pipe-lining” structure of its 64 processing elements.
  This photograph shows one of the ILLIAC’s 13 Burroughs disks, the debugging computer, the central unit, and the processing unit cabinet with a processing element.
  Hewlett-Packard entered the general purpose computer business with its HP-2115 for computation, offering a computational power formerly found only in much larger computers. It supported a wide variety of languages, among them Basic, ALGOL, and Fortran.
  1968 : Data General Corp., started by a group of engineers that had left Digital Equipment Corp., introduced the Nova, with 32 kilobytes of memory, for $8,000.
  Introduction to Computer Architecture and Security
  11
  The simple architecture of the Nova instruction set inspired Steve Wozniak’s Apple I board eight years later.
  The Apollo Guidance Computer made its debut orbiting the Earth on Apollo 7. A year later, it steered Apollo 11 to the lunar surface. Astronauts communicated with the computer by punching two-digit codes and the appropriate syntactic category into the display and keyboard unit.
  : The Kenbak-1, the first personal computer, advertised for $750 in Scientific 1971
  . Designed by John V. Blankenbaker using standard medium-scale and
  American
  small-scale integrated circuits, the Kenbak-1 relied on switches for input and lights for output from its 256-byte memory. In 1973, after selling only 40 machines, Kenbak Corp. closed its doors.
  : Hewlett-Packard announced the HP-35 as “a fast, extremely accurate elec- 1972 tronic slide rule” with a solid-state memory similar to that of a computer. The HP-35 distinguished itself from its competitors by its ability to perform a broad variety of logarithmic and trigonometric functions, to store more intermediate solutions for later use, and to accept and display entries in a form similar to standard scientific notation.
  1973 : The TV Typewriter, designed by Don Lancaster, provided the first display of alphanumeric information on an ordinary television set. It used $120 worth of electronics components, as outlined in the September 1973 issue of Radio Elec-
  
tronics . The original design included two memory boards and could generate and
  store 512 characters as 16 lines of 32 characters. A 90-minute cassette tape provided supplementary storage for about 100 pages of text.
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