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 Dedication To Antigone never dull never boring always a Sage  
[Page xi]
 Notation Even the natives have difficulty mastering this peculiar vocabulary.  The finite field of order p, where p is prime. The field is defined as the set Zp together with the arithmetic operations modulo p. GF(2
  Discrete logarithm of the number b for the base a (mod p) f f(n) The number of positive integers less than n and relatively prime to n. This is Euler's totient function. S
  mod, a b(mod m) a mod m b mod m dlog dloga,p(b)
  a mod m = b mod m
  Set of nonnegative integers less than n gcd gcd(i, j) Greatest common divisor; the largest positive integer that divides both i and j with no remainder on division. mod a mod m Remainder after division of a by m. mod, a b(mod m)
  n . Zn
  ) The finite field of order 2
  n
  Public key of user A C, K C(K, X) Message authentication code of message X using secret key K. GF(p)
  The Golden Bough, Sir James George Frazer Symbol Expression Meaning D, K D(K, Y) Symmetric decryption of ciphertext Y using secret key K.
  PUa
  Private key of user A
  PRa
  Secret key
  K
  E, PUa E(PUa, X) Asymmetric encryption of plaintext X using A's public key PUa
  E, PRa E(PRa, X) Asymmetric encryption of plaintext X using A's private key PRa
  D, PRa D(PRa, Y) Asymmetric decryption of ciphertext Y using A's private key PRa D,PUa D(PUa, Y) Asymmetric decryption of ciphertext Y using A's public key PUa E, K E(K, X) Symmetric encryption of plaintext X using secret key K.
  a1 + a2 + ... + an
  Symbol Expression Meaning a1 x a2 x ... x an
  | i|j i divides j, which means that there is no remainder when j is divided by i |,| |a| Absolute value of a || x||y x concatenated with y
  x is approximately equal to y x y
  Exclusive-OR of x and y for single-bit variables; Bitwise exclusive-OR
  x y
  of x and y for multiple-bit variables The largest integer less than or equal to x
  , x x   S The element x is contained in the set S.
  A
  (a1,a2, ...,ak) The integer A corresponds to the sequence of integers (a1,a2, ...,ak)
  
[Page xiii]
 Preface  
"The tie, if I might suggest it, sir, a shade more tightly knotted. One aims at the perfect butterfly effect. If you will 
 permit me" "What does it matter, Jeeves, at a time like this? Do you realize that Mr. Little's domestic happiness is hanging in 
 the scale?" "There is no time, sir, at which ties do not matter." Very Good, Jeeves! P. G. Wodehouse  In this age of universal electronic connectivity, of viruses and hackers, of electronic eavesdropping and electronic fraud, there is indeed no time at which security does not matter. Two trends have come together to make the topic of this book of vital interest. First, the explosive growth in computer systems and their interconnections via networks has increased the dependence of both organizations and individuals on the information stored and communicated using these systems. This, in turn, has led to a heightened awareness of the need to protect data and resources from disclosure, to guarantee the authenticity of data and messages, and to protect systems from network-based attacks. Second, the disciplines of cryptography and network security have matured, leading to the development of practical, readily available applications to enforce network security.
  
[Page xiii (continued)]
 Objectives  It is the purpose of this book to provide a practical survey of both the principles and practice of cryptography and network security. In the first two parts of the book, the basic issues to be addressed by a network security capability are explored by providing a tutorial and survey of cryptography and network security technology. The latter part of the book deals with the practice of network security: practical applications that have been implemented and are in use to provide network security.
  The subject, and therefore this book, draws on a variety of disciplines. In particular, it is impossible to appreciate the significance of some of the techniques discussed in this book without a basic understanding of number theory and some results from probability theory. Nevertheless, an attempt has been made to make the book self-contained. The book presents not only the basic mathematical results that are needed but provides the reader with an intuitive understanding of those results. Such background material is introduced as needed. This approach helps to motivate the material that is introduced, and the author considers this preferable to simply presenting all of the mathematical material in a lump at the beginning of the book.
  
[Page xiii (continued)]
 Intended Audience  The book is intended for both an academic and a professional audience. As a textbook, it is intended as a one-semester undergraduate course in cryptography and network security for computer science, computer engineering, and electrical engineering majors. It covers the material in IAS2 Security Mechanisms, a core area in the Information Technology body of knowledge; NET4 Security, another core area in the Information Technology body of knowledge; and IT311, Cryptography, an advanced course; these subject areas are part of the Draft ACM/IEEE Computer Society Computing Curricula 2005.
  
[Page xiv]
 The book also serves as a basic reference volume and is suitable for self-study.  [Page xiv (continued)] Plan of the Book
  The book is organized in four parts:
   . Conventional Encryption: A detailed examination of conventional encryption algorithms and design principles, including a discussion of the use of conventional encryption for confidentiality. 
 . Public-Key Encryption and Hash Functions: A detailed examination of public-key encryption
  algorithms and design principles. This part also examines the use of message authentication codes and hash functions, as well as digital signatures and public-key certificates.
  
 . Network Security Practice: Covers important network security tools and applications, including
 Kerberos, X.509v3 certificates, PGP, S/MIME, IP Security, SSL/TLS, and SET.  . System Security: Looks at system-level security issues, including the threat of and countermeasures for intruders and viruses, and the use of firewalls and trusted systems.  In addition, the book includes an extensive glossary, a list of frequently used acronyms, and a bibliography. Each chapter includes homework problems, review questions, a list of key words, suggestions for further reading, and recommended Web sites. A more detailed, chapter-by-chapter summary of each part appears at the beginning of that part.
  
[Page xiv (continued)]
 Internet Services for Instructors and Students  There is a Web site for this book that provides support for students and instructors. The site includes links to other relevant sites, transparency masters of figures and tables in the book in PDF (Adobe Acrobat) format, and PowerPoint slides. The Web page is at WilliamStallings.com/Crypto/Crypto4e.html. As soon as typos or other errors are discovered, an errata list for this book will be available at WilliamStallings.com. In addition, the Computer Science Student Resource site, at WilliamStallings.com/StudentSupport.html, provides documents, information, and useful links for computer science students and professionals.
  
[Page xiv (continued)]
 Projects for Teaching Cryptography and Network Security  For many instructors, an important component of a cryptography or security course is a project or set of projects by which the student gets hands-on experience to reinforce concepts from the text. This book provides an unparalleled degree of support for including a projects component in the course. The instructor's manual not only includes guidance on how to assign and structure the projects, but also includes a set of suggested projects that covers a broad range of topics from the text:
  
[Page xv]
 Research projects: A series of research assignments that instruct the student to research a particular topic on the Internet  and write a report
  Programming projects: A series of programming projects that cover a broad range of topics and that can be implemented in
  any suitable language on any platform
  Lab exercises: A series of projects that involve programming and experimenting with concepts from the book Writing assignments: A set of suggested writing assignments, by chapter Reading/report assignments: A list of papers in the literature, one for each chapter, that can be assigned for the student to
  read and then write a short report 
  
[Page xv (continued)]
 What's New in the Fourth Edition  In the three years since the third edition of this book was published, the field has seen continued innovations and improvements. In this new edition, I try to capture these changes while maintaining a broad and comprehensive coverage of the entire field. To begin this process of revision, the third edition was extensively reviewed by a number of professors who teach the subject. In addition, a number of professionals working in the field reviewed individual chapters. The result is that, in many places, the narrative has been clarified and tightened, and illustrations have been improved. Also, a large number of new "field-tested" problems have been added. Beyond these refinements to improve pedagogy and user friendliness, there have been major substantive changes throughout the book. Highlights include the following:
  Simplified AES: This is an educational, simplified version of AES (Advanced Encryption Standard), which enables students to grasp the essentials of AES more easily. Whirlpool: This is an important new secure hash algorithm based on the use of a symmetric block cipher. CMAC: This is a new block cipher mode of operation. CMAC (cipher-based message authentication code) provides message authentication based on the use of a symmetric block cipher. Public-key infrastructure (PKI): This important topic is treated in this new edition. 
Distributed denial of service (DDoS) attacks: DDoS attacks have assumed increasing significance in recent years.
 Common Criteria for Information Technology Security Evaluation: The Common Criteria have become the international framework for expressing security requirements and evaluating products and implementations. Online appendices: Six appendices available at this book's Web site supplement the material in the text.  In addition, much of the other material in the book has been updated and revised.
  
[Page xvi]
 Acknowledgments  This new edition has benefited from review by a number of people, who gave generously of their time and expertise. The following people reviewed all or a large part of the manuscript: Danny Krizanc (Wesleyan University), Breno de Medeiros (Florida State University), Roger H. Brown (Rensselaer at Hartford), Cristina Nita-Rotarul (Purdue University), and Jimmy McGibney (Waterford Institute of Technology).
  Thanks also to the many people who provided detailed technical reviews of a single chapter: Richard Outerbridge, Jorge Nakahara, Jeroen van de Graaf, Philip Moseley, Andre Correa, Brian Bowling, James Muir, Andrew Holt, Décio Luiz Gazzoni Filho, Lucas Ferreira, Dr. Kemal Bicakci, Routo Terada, Anton Stiglic, Valery Pryamikov, and Yongge Wang.
  Joan Daemen kindly reviewed the chapter on AES. Vincent Rijmen reviewed the material on Whirlpool. And Edward F. Schaefer reviewed the material on simplified AES. The following people contributed homework problems for the new edition: Joshua Brandon Holden (Rose-Hulman Institute if Technology), Kris Gaj (George Mason University), and James Muir (University of Waterloo). Sanjay Rao and Ruben Torres of Purdue developed the laboratory exercises that appear in the instructor's supplement. The following people contributed project assignments that appear in the instructor's supplement: Henning Schulzrinne (Columbia University); Cetin Kaya Koc (Oregon State University); and David Balenson (Trusted Information Systems and George Washington University). Finally, I would like to thank the many people responsible for the publication of the book, all of whom did their usual excellent job. This includes the staff at Prentice Hall, particularly production manager Rose Kernan; my supplements manager Sarah Parker; and my new editor Tracy Dunkelberger. Also, Patricia M. Daly did the copy editing. With all this assistance, little remains for which I can take full credit. However, I am proud to say that, with no help whatsoever, I selected all of the quotations.
  [Page 1]
Chapter 0. Reader's Guide
  
   
    
  [Page 2] The art of war teaches us to rely not on the likelihood of the enemy's not coming, but on our own readiness to  receive him; not on the chance of his not attacking, but rather on the fact that we have made our position  unassailable. The Art of War, Sun Tzu This book, with its accompanying Web site, covers a lot of material. Here we give the reader an overview.
  
[Page 2 (continued)]
0.1. Outline of this Book
  
Chapter 1 , the book is organized into four parts: Part One : Symmetric Ciphers: Provides a survey of symmetric encryption, including classical and modern
  algorithms. The emphasis is on the two most important algorithms, the Data Encryption Standard (DES) and the Advanced Encryption Standard (AES). This part also addresses message authentication and key management.
  
 : Public-Key Encryption and Hash Functions: Provides a survey of public-key algorithms, including
  RSA (Rivest-Shamir-Adelman) and elliptic curve. It also covers public-key applications, including digital signatures and key exchange.
  
 : Network Security Practice: Examines the use of cryptographic algorithms and security protocols to
  provide security over networks and the Internet. Topics covered include user authentication, e-mail, IP security, and Web security.
  
 : System Security: Deals with security facilities designed to protect a computer system from security
 threats, including intruders, viruses, and worms. This part also looks at firewall technology.  Many of the cryptographic algorithms and network security protocols and applications described in this book have been specified as standards. The most important of these are Internet Standards, defined in Internet RFCs (Request for Comments), and Federal  discusses the standards-making process and lists the standards cited in this book.
  
[Page 2 (continued)]
0.2. Roadmap Subject Matter
  The material in this book is organized into three broad categories:
  
Cryptology: This is the study of techniques for ensuring the secrecy and/or authenticity of information. The two
  main branches of cryptology are cryptography, which is the study of the design of such techniques; and
  
cryptanalysis, which deals with the defeating such techniques, to recover information, or forging information that
 will be accepted as authentic.  
[Page 3]
 Network security: This area covers the use of cryptographic algorithms in network protocols and network applications.  Computer security: In this book, we use this term to refer to the security of computers against intruders (e.g.,
  hackers) and malicious software (e.g., viruses). Typically, the computer to be secured is attached to a network and the bulk of the threats arise from the network. The first two parts of the book deal with two distinct cryptographic approaches: symmetric cryptographic algorithms and public-key, or asymmetric, cryptographic algorithms. Symmetric algorithms make use of a single shared key shared by two parties. Public-key algorithms make use of two keys: a private key known only to one party, and a public key, available to other parties.
  Topic Ordering This book covers a lot of material. For the instructor or reader who wishes a shorter treatment, there are a number of opportunities.
  To thoroughly cover the material in the first two parts, the chapters should be read in sequence. With the exception of the Advanced Encryption Standard (AES), none of the material in  requires any special mathematical background. To understand AES, it is necessary to have some understanding of finite fields. In turn, an understanding of finite fields requires a basic background in prime numbers and modular arithmetic. Accordingly,
  
  
   . However, for the reader whose sole interest is
  contemporary cryptography, this chapter can be quickly skimmed. The two most important symmetric cryptographic algorithms are DES and AES, which are covered in 
  
   , Whirlpool and CMAC are of lesser importance.
  
 .
  
[Page 4]
0.3. Internet and Web Resources
  There are a number of resources available on the Internet and the Web to support this book and to help one keep up with developments in this field.
  Web Sites for This Book
   . The site includes the following:
  Useful Web sites: There are links to other relevant Web sites, organized by chapter, including the sites listed in this section and throughout this book. Errata sheet: An errata list for this book will be maintained and updated as needed. Please e-mail any errors that you spot to  . Figures: All of the figures in this book in PDF (Adobe Acrobat) format. Tables: All of the tables in this book in PDF format. Slides: A set of PowerPoint slides, organized by chapter. Cryptography and network security courses: There are links to home pages for courses based on this book; these pages may be useful to other instructors in providing ideas about how to structure their course.
   . The purpose of this site is to provide documents, information, and links for computer science students and professionals. Links and documents are organized into four categories:
  Math: Includes a basic math refresher, a queuing analysis primer, a number system primer, and links to numerous math sites How-to: Advice and guidance for solving homework problems, writing technical reports, and preparing technical presentations Research resources: Links to important collections of papers, technical reports, and bibliographies Miscellaneous: A variety of other useful documents and links
  Other Web Sites
  There are numerous Web sites that provide information related to the topics of this book. In subsequent chapters, pointers to specific Web sites can be found in the Recommended Reading and Web Sites section. Because the addresses for Web sites tend to change frequently, I have not included URLs in the book. For all of the Web sites listed in the book, the appropriate link can be found at this book's Web site. Other links not mentioned in this book will be added to the Web site over time.
  
[Page 5]
 USENET Newsgroups  A number of USENET newsgroups are devoted to some aspect of cryptography or network security. As with virtually all USENET groups, there is a high noise-to-signal ratio, but it is worth experimenting to see if any meet your needs. The most relevant are
  sci.crypt.research: The best group to follow. This is a moderated newsgroup that deals with research topics; postings must have some relationship to the technical aspects of cryptology. sci.crypt: A general discussion of cryptology and related topics. sci.crypt.random-numbers: A discussion of cryptographic-strength random number generators. alt.security: A general discussion of security topics. comp.security.misc: A general discussion of computer security topics. comp.security.firewalls: A discussion of firewall products and technology. comp.security.announce: News, announcements from CERT. comp.risks: A discussion of risks to the public from computers and users. comp.virus: A moderated discussion of computer viruses.
  [Page 6]
Chapter 1. Introduction
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 The combination of space, time, and strength that must be considered as the basic elements of this theory  of defense makes this a fairly complicated matter. Consequently, it is not easy to find a fixed point of departure.  On War, Carl Von Clausewitz Key Points
  The OSI (open systems interconnection) security architecture provides a systematic framework for defining security attacks, mechanisms, and services.
  

  of file and traffic analysis; and active attacks, such as modification of messages or files, and denial of service. A  is any process (or a device incorporating such a process) that is designed to detect, prevent, or recover from a security attack. Examples of mechanisms are  encryption algorithms, digital signatures, and authentication protocols.
  access control,  data confidentiality,  data integrity, nonrepudiation, and availability.
  The requirements of information security within an organization have undergone two major changes in the last several decades. Before the widespread use of data processing equipment, the security of information felt to be valuable to an organization was provided primarily by physical and administrative means. An example of the former is the use of rugged filing cabinets with a combination lock for storing sensitive documents. An example of the latter is personnel screening procedures used during the hiring process.
  With the introduction of the computer, the need for automated tools for protecting files and other information stored on the computer became evident. This is especially the case for a shared system, such as a time-sharing system, and the need is even more acute for systems that can be accessed over a public telephone network, data network, or the Internet. The generic name for the collection of tools designed to protect data and to thwart hackers is computer security.
  The second major change that affected security is the introduction of distributed systems and the use of networks and communications facilities for carrying data between terminal user and computer and between computer and computer. Network security measures are needed to protect data during their transmission. In fact, the term network security is somewhat misleading, because virtually all business, government, and academic organizations interconnect their data processing equipment with a collection of interconnected
   networks. Such a  collection is often referred to as an internet, and the term internet security is used.
  [1] 
We use the term internet, with a lowercase "i," to refer to any interconnected collection of networks. A corporate
 intranet is an example of an internet. The Internet with a capital "I" may be one of the facilities used by an organization to construct its internet.  
[Page 8]
  There are no clear boundaries between these two forms of security. For example, one of the most publicized types of attack on information systems is the computer virus. A virus may be introduced into a system physically when it arrives on a diskette or optical disk and is subsequently loaded onto a computer. Viruses may also arrive over an internet. In either case, once the virus is resident on a computer system, internal computer security tools are needed to detect and recover from the virus. This book focuses on internet security, which consists of measures to deter, prevent, detect, and correct security violations that involve the transmission of information. That is a broad statement that covers a host of possibilities. To give you a feel for the areas covered in this book, consider the following examples of security violations:
  
1. User A transmits a file to user B. The file contains sensitive information (e.g., payroll records) that is to be protected from
  disclosure. User C, who is not authorized to read the file, is able to monitor the transmission and capture a copy of the file during its transmission.
  2. A network manager, D, transmits a message to a computer, E, under its management. The message instructs computer E to update an authorization file to include the identities of a number of new users who are to be given access to that computer.
  User F intercepts the message, alters its contents to add or delete entries, and then forwards the message to E, which accepts the message as coming from manager D and updates its authorization file accordingly.
  3. Rather than intercept a message, user F constructs its own message with the desired entries and transmits that message to E
  as if it had come from manager D. Computer E accepts the message as coming from manager D and updates its authorization file accordingly.
  
4. An employee is fired without warning. The personnel manager sends a message to a server system to invalidate the
  employee's account. When the invalidation is accomplished, the server is to post a notice to the employee's file as confirmation of the action. The employee is able to intercept the message and delay it long enough to make a final access to the server to retrieve sensitive information. The message is then forwarded, the action taken, and the confirmation posted. The employee's action may go unnoticed for some considerable time.
  5. A message is sent from a customer to a stockbroker with instructions for various transactions. Subsequently, the investments lose value and the customer denies sending the message.
  Although this list by no means exhausts the possible types of security violations, it illustrates the range of concerns of network security.
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  Internetwork security is both fascinating and complex. Some of the reasons follow:
  
1. Security involving communications and networks is not as simple as it might first appear to the novice. The requirements
  seem to be straightforward; indeed, most of the major requirements for security services can be given self-explanatory one-word labels: confidentiality, authentication, nonrepudiation, integrity. But the mechanisms used to meet those requirements can be quite complex, and understanding them may involve rather subtle reasoning.
  
2. In developing a particular security mechanism or algorithm, one must always consider potential attacks on those security
  features. In many cases, successful attacks are designed by looking at the problem in a completely different way, therefore exploiting an unexpected weakness in the mechanism.
  
3. Because of point 2, the procedures used to provide particular services are often counterintuitive: It is not obvious from the
  statement of a particular requirement that such elaborate measures are needed. It is only when the various countermeasures are considered that the measures used make sense.
  
4. Having designed various security mechanisms, it is necessary to decide where to use them. This is true both in terms of
  physical placement (e.g., at what points in a network are certain security mechanisms needed) and in a logical sense [e.g., at what layer or layers of an architecture such as TCP/IP (Transmission Control Protocol/Internet Protocol) should mechanisms be placed].
  5. Security mechanisms usually involve more than a particular algorithm or protocol. They usually also require that participants
  be in possession of some secret information (e.g., an encryption key), which raises questions about the creation, distribution, and protection of that secret information. There is also a reliance on communications protocols whose behavior may complicate the task of developing the security mechanism. For example, if the proper functioning of the security mechanism requires setting time limits on the transit time of a message from sender to receiver, then any protocol or network that introduces variable, unpredictable delays may render such time limits meaningless. Thus, there is much to consider. This chapter provides a general overview of the subject matter that structures the material in the remainder of the book. We begin with a general discussion of network security services and mechanisms and of the types of attacks they are designed for. Then we develop a general overall model within which the security services and mechanisms can be viewed.
  
[Page 9 (continued)]
1.1. Security Trends
  In 1994, the Internet Architecture Board (IAB) issued a report entitled "Security in the Internet Architecture" (RFC 1636). The report stated the general consensus that the Internet needs more and better security, and it identified key areas for security mechanisms. Among these were the need to secure the network  infrastructure from unauthorized monitoring and control of network traffic and the need to secure end-user-to-end-user traffic using authentication and encryption mechanisms.
  
[Page 10]
  These concerns are fully justified. As confirmation, consider the trends reported by the Computer Emergency Response Team (CERT)  shows the trend in Internet-related vulnerabilities reported to CERT over a 10-year period. These include security weaknesses in the operating systems of attached computers (e.g., Windows, Linux) as well as vulnerabilities in  shows the number of security-related incidents reported to CERT. These include denial of service attacks; IP spoofing, in which intruders create packets with false IP addresses and exploit applications that use authentication based on IP; and various forms of eavesdropping and packet sniffing, in which attackers read transmitted information, including logon information and database contents.
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Figure 1.1. CERT Statistics  
(This item is displayed on page 10 in the print version) 
 Over time, the attacks on the Internet and Internet-attached systems have grown more sophisticated while the amount of skill and knowledge required to mount an attack has declined (  ). Attacks have become more automated and can cause greater amounts of damage.
Figure 1.2. Trends in Attack Sophistication and  Intruder Knowledge  

  This increase in attacks coincides with an increased use of the Internet and with increases in the complexity of protocols, applications, and the Internet itself. Critical infrastructures increasingly rely on the Internet for operations. Individual users rely on the security of the Internet, email, the Web, and Web-based applications to a greater extent than ever. Thus, a wide range of technologies and tools are needed to counter the growing threat. At a basic level, cryptographic algorithms for confidentiality and authentication assume greater importance. As well, designers need to focus on Internet-based protocols and the vulnerabilities of attached operating systems and applications. This book surveys all of these technical areas.
  
[Page 12]
1.2. The OSI Security Architecture
  ITU-T
   Recommendation X.800, Security Architecture for OSI, defines such a systematic approach.
  
  The  OSI security architecture is useful to managers as a way of organizing the task of providing security. Furthermore, because this architecture was developed as an international standard, computer and communications vendors have developed security features for their products and services that relate to this structured definition of services and mechanisms.
  [2] The International Telecommunication Union (ITU) Telecommunication Standardization Sector (ITU-T) is a United Nationssponsored agency that develops standards, called Recommendations, relating to telecommunications and to open systems interconnection (OSI).
  [3] 
The OSI security architecture was developed in the context of the OSI protocol architecture, which is described
 in Appendix H. However, for our purposes in this chapter, an understanding of the OSI protocol architecture is not
 required.  To assess effectively the security needs of an organization and to evaluate and choose various security products and policies, the manager responsible for security needs some systematic way of defining the requirements for security and characterizing the approaches to satisfying those requirements. This is difficult enough in a centralized data processing environment; with the use of local and wide area networks, the problems are compounded.
  Security mechanism: A process (or a device incorporating such a process) that is designed to detect, prevent, or recover from a security attack. Security service: A processing or communication service that enhances the security of the data processing systems and the
  information transfers of an organization. The services are intended to counter security attacks, and they make use of one or more security mechanisms to provide the service. In the literature, the terms threat and attack provides definitions taken from RFC 2828, Internet Security Glossary.
Table 1.1. Threats and Attacks (RFC 2828)  Threat
  A potential for violation of security, which exists when there is a circumstance, capability, action, or event that could breach security and cause harm. That is, a threat is a possible danger that might exploit a vulnerability.
  Attack
  An assault on system security that derives from an intelligent threat; that is, an intelligent act that is a deliberate attempt (especially in the sense of a method or technique) to evade security services and violate the security policy of a system.
  For our purposes, the OSI security architecture provides a useful, if abstract, overview of many of the concepts that this book deals with. The OSI security architecture focuses on security attacks, mechanisms, and services. These can be defined briefly as follows: Security attack: Any action that compromises the security of information owned by an organization.
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1.3. Security Attacks
  A useful means of classifying security attacks, used both in X.800 and RFC 2828, is in terms of passive attacks and active attacks. A passive attack attempts to learn or make use of information from the system but does not affect system resources. An active attack attempts to alter system resources or affect their operation.
  Passive Attacks
  Passive attacks are in the nature of eavesdropping on, or monitoring of, transmissions. The goal of the opponent is to obtain information that is being transmitted. Two types of passive attacks are release of message contents and traffic analysis. The release of message contents ). A telephone conversation, an electronic mail message, and a transferred file may contain sensitive or confidential information. We would like to prevent an opponent from learning the contents of these transmissions.
Figure 1.3. Passive Attacks  
(This item is displayed on page 14 in the print version) 
 A second type of passive attack,  traffic analysis ). Suppose that we had a way of masking the contents of messages or other information traffic so that opponents, even if they captured the message, could not extract the information from the message. The common technique for masking contents is encryption. If we had encryption protection in place, an opponent might still be able to observe the pattern of these messages. The opponent could determine the location and identity of communicating hosts and could observe the frequency and length of messages being exchanged. This information might be useful in guessing the nature of the communication that was taking place.
  Passive attacks are very difficult to detect because they do not involve any alteration of the data. Typically, the message traffic is sent and received in an apparently normal fashion and neither the sender nor receiver is aware that a third party has read the messages or observed the traffic pattern. However, it is feasible to prevent the success of these attacks, usually by means of encryption. Thus, the emphasis in dealing with passive attacks is on prevention rather than detection.
  Active Attacks
  Active attacks involve some modification of the data stream or the creation of a false stream and can be subdivided into four categories: masquerade, replay, modification of messages, and denial of service. A  masquerade ). A masquerade attack usually includes one of the other forms of active attack. For example, authentication sequences can be captured and replayed after a valid authentication sequence has taken place, thus enabling an authorized entity with few privileges to obtain extra privileges by impersonating an entity that has those privileges.
Figure 1.4. Active Attacks  
(This item is displayed on pages 15 - 16 in the print version)
 
   ).
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