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  Dear readers! This book shares valuable insight gained during the process of designing and constructing open segment prototypes of an early-warning cybersecurity system for critical national infrastructure in the Russian Federation. In preparing its publication, great attention was given to the recommendations and requirements set out in the

  
concept of state systems for detecting, preventing, and eliminating the consequences
 of cyber-attacks on information resources of the Russian Federation (approved by
 the President of the Russian Federation on December, 12, 2014, Ns K 1274), as well
 as best international practices  that have been gained in this ﬁeld. According to data provided by the Innopolis University Information Security
  Center, the number of computer attacks is continuously rising, with only 45% of them ofﬁcially registered and 55% remaining undetected and thus unprevented.
  The modern level of development in information and communication technolo- gies (ICT) now makes it possible to take industrial production and scientiﬁc research in information security to a fundamentally higher plane, but the effectiveness of such a transition directly depends on the availability of highly qualiﬁed specialists. Every year, about 5000 Russian specialists graduate in the ﬁeld of information security, whereas the actual industrial demand is estimated at 21,000 per year through 2020. For this reason, the Russian Ministry of Education and Science, along with executive governmental bodies, has created a high-level training program, which they contin- ually develop, for state information security employees. This initiative includes 170
  
universities, 40 institutions of continuing education, and 50 schools of secondary 
vocational training. In evaluating the universities’ performance over 30 academic 
disciplines, information security has scored the highest for three consecutive years 
on the Russian Uniﬁed State Examination (Е диный Государственный Эксзамен). 
In addition, employee training subsystems operating in the framework of the Russian 
Federal Security Service, the Russian Ministry of Defense, the Russian Federal 
Protective Service, Russian Federal Service for Technical and Export Control, 
and the Russian Emergencies Ministry of Emergency Situations are similar to the vi Foreword: Alexander Tormasov 
of Education and Science, which trains personnel according to the concrete needs of
 individual departments.  Yet, there remains the well-known problem that the vast majority of educational programs in information security struggle to keep pace with the rapid development in the ICT sphere, where signiﬁcant changes occur every 6 months. As a result, existing curricula and programs do not properly train graduates for the practical reality of what it means to efﬁciently solve modern information security problems. For this reason, graduates often ﬁnd themselves lacking the actual skills in demand on the job market. In order to ensure that education in this ﬁeld truly satisﬁes modern industrial demands, Innopolis University students and course participants complete actual information security tasks for commercial companies as well as governmental bodies (e.g., for the university’s over 100 industrial partners). Also, Innopolis University students participate in domestic and international computer security competitions, e.g., the game Capture the Flag (CTF), considered to be among the most authoritative in the world.

  Currently, Innopolis University trains information security specialists in “Com- puter Science and Engineering” (MA program in Secure Systems and Network Design). The program is based on the University of Amsterdam’s “System and Network Engineering” program with its focus on information security. In 2013, it was ranked as the best MA program for IT in the Netherlands (Keuzegids Masters 2013), and in 2015 it won the award for best educational program (Keuzegids Masters 2015). The University of Amsterdam is one of Innopolis University’s partners and is included in the Top 50 universities of the world (QS World university rankings, 2014/2015). An essential feature of this program is that Innopolis Univer- sity students take part in relevant research and scientiﬁc-technical projects from the beginning of their studies. In solving computer security tasks, students have access to the scientiﬁc-technical potential of 3 institutes, 13 research laboratories, and 3 research centers engaged in advanced IT research and development at Innopolis University. This partnership also extends to Innopolis University’s academic faculty, both pedagogic and research-oriented, which numbers more than 100 world-class specialists.
  The information security education at Innopolis University meets the core cur- riculum requirements set out in the State Educational Standards for Higher Profes-
  
sional Education 075 5000 “Information Security” in the following degrees:
  “Computer Security,” “Organization and Technology of Information Security,” “Complex Software Security,” “Complex Information Security of Automated Sys-
  
tems,” and “Information Security of Telecommunication Systems.” At the same
  time, high priority is given to practical security issues of high industrial relevance; however, given the relative novelty of these needs, they remain insufﬁciently addressed in the curricula of most Russian universities and programs. These issues include the following:

	Computer Emergency Response Team (CERT) based on groundbreaking cogni-

  Foreword: Alexander Tormasov vii


	Adaptive security architecture technologies
	Intelligent technologies for ensuring information security based on big data and stream processing (BigData + ETL)
	Trusted device mesh technology and advanced system architecture networks technology (SDN) and network functions
	Software-deﬁned virtualization (NFV)
	Hardware security module technology (HSM)
	Trusted “cloud” and “foggy” computing, virtual domains
	Secure mobile technologies of 4G +, 5G, and 6G generations
	Organization and delivery of national and international cyber-training sessions
	Technologies for automated situation and opponent behavior modeling

  (WarGaming)

	Technologies for dynamic analysis of program code and analytical veriﬁcation • Quantum technologies for data transmission, etc.

  The current edition of the Big Data Technologies for Monitoring of Computer
  
Security: A Case Study of the Russian Federation was written by Sergei Petrenko,
 Prof. Dr. Ing., Head of the Information Security Center at Innopolis University and
 Alexey Petrenko, author and coauthor of more than 40 articles on information
  security issues. The work of these authors has signiﬁcantly contributed to the creation of a national training system for highly qualiﬁed employees in the ﬁeld of computer and data security technologies. This book sets out a notion of responsibil- ity in training highly qualiﬁed specialists at the international level and in establishing a solid scientiﬁc foundation, which is prerequisite for any effective application of information security technologies.
  Rector of the Innopolis University, Alexander Tormasov Innopolis, Russia

  Foreword: Igor Kalyaev
  Nowadays, the information confrontation plays an increasingly important role in modern, “hybrid” wars. Furthermore, victory is often attained not only via military or numerical superiority, but rather by information inﬂuence on various social groups or by cyber-attacks on critically important governmental infrastructure.
  In this regard, means for detecting and preventing information and technical impacts should play a crucial role. Currently, systematic work is being done in Russia to create a National Cyber-attack Early-Warning System. A number of state and corporate cybersecurity response system centers have already been organized. However, the technologies applied in these centers allow only the detection and partial reﬂection of ongoing IT-attacks, but they do not have the capacity to predict and prevent attacks that are still in the preparation stage.
  Such a situation requires the creation of fundamentally new information security systems, which are capable of controlling the information space, generating and simulating scenarios for the development, prevention, and deterrence of destructive information and technical impacts, and of initiating proactive responses to minimize their negative impact. New technologies in big data and deep learning as well as in semantic and cognitive analysis are now capable of proactively identifying the invader’s hidden meanings and goals, which the other types of analysis could not discover, will likely play an instrumental role here. This monograph aims to develop these methods and technologies.
  At the same time, it is impossible to implement a National Cyber-attack Early- Warning System without also tackling a series of related issues. Most notably, this will necessarily entail the creation of an effective computing infrastructure that provides the implementation of new methods and technologies for modeling the development, prevention, and deterrence of destructive information and technical impacts in real-time, or even preemptively. Clearly, this problem will not be solved without high-performance computing systems or a supercomputer. x Foreword: Igor Kalyaev
  We must confess that Russia currently lags far behind leading Western countries in terms of its supercomputer technology. Cluster supercomputers primarily used in our country are usually based on a СKD assembly from commercially available foreign processing nodes and network switches. It is well known that this class of supercomputers demonstrates its optimal performance when solving loosely bound problems not requiring intensive data exchange between processor nodes. The actual performance of cluster supercomputers, however, is signiﬁcantly reduced when solving tightly bound problems, in particular semantic and cognitive analysis of big data. Moreover, the attempts to increase the cluster system performance by increasing the number of processing nodes have often not only failed to yield positive results but, on the contrary, have had the opposite effect due to a heightened proportion of nonproductive “overhead” in the total solution time which arises not from “useful” processing, but from organizing a parallel calculation process. These fundamental disadvantages of modern cluster supercomputers are a product of their “hard” architecture, which is implemented at the stage of computer construction and cannot be modiﬁed while being used.
  Developed by Russian scientists, the concept of creating a reconﬁgurable super- computer made it possible to conﬁgure the architecture setup (adjustment) depending on the structure of the task’s solution without entailing the aforemen- tioned disadvantages. In this case, a set of ﬁeld programmable logic devices (FPLG) of a large integration degree comprises the entire computing ﬁeld and enables the user to create the task-oriented computing structures similar to the graph algorithm of the given task; this is used as a supercomputer computational device, rather than a standard microprocessor. This approach ensures a “granulated” parallel computing process as well as a high degree of time efﬁciency in organization achieved by adjusting the computing architecture to the applied task. As a result, near-peak performance of the computing system is achieved and its linear growth is provided, when the hardware resources of the FPLG computational ﬁeld are increased.
  Today, reconﬁgurable FPLG-based computing systems are increasingly ﬁnding use in solving a number of topical applied tasks, primarily computationally labor- intensive and “tightly coupled” streaming tasks that require mass data processing (streams), as well as tasks that require the processing of nonstandard data formats or variable number of bit (e.g., applied ﬁelds of big data semantic and cognitive analysis, cryptography, images processing and recognition, etc.). This allows us to estimate the prospects of using reconﬁgurable supercomputers technology when establishing a National Cyber-attack Early-Warning System.
  At the same time, one supercomputer, even the most productive one, is not enough to create the computing infrastructure of the National Cyber-attack Early- Warning System. Obviously, such a system should be built based on a network of supercomputer centers, with each unit having its own task focus, while preserving the possibility to combine all the units into a single computing resource; this would, de facto, provide a solution to computationally labor-intensive tasks of real-time and preemptive modeling development scenarios for prevention and deterrence of the Foreword: Igor Kalyaev xi
  destructive information and technical impacts. In other words, the National Cyber-attack Early-Warning System should be based on a certain segment (possibly secured from outside users) of the National Supercomputer GRID network.

  Furthermore, establishing a National Supercomputer GRID Network evokes a complex problem of optimal distribution (dispatching) of computational resources while solving a stream of tasks on modeling development scenarios for cyber-attack prevention and deterrence.
  Nowadays, the problem of dispatching distributed computer networks is being solved with uniquely allocated server nodes. However, such centralized dispatching is effective when working with a small computational capacity or nearly homoge- nous computational resources. However, in cases of numerous, heterogenous net- work resources, the operational distribution (also redistribution) of tasks, not to mention informationally relevant subtasks via a single central dispatcher, becomes difﬁcult to implement. Moreover, using a centralized dispatcher signiﬁcantly reduces the reliability and fault tolerance of the GRID network, since a failure on the part of the service server node that implements the dispatcher functions will lead to disas- trous consequences for the entire network.
  These disadvantages can be avoided by using the principles of decentralized multiagent resource management of the GRID network. In this case, software agents that are physically implemented in each computational resource as part of the GRID network play the main role in the dispatching process and represent their “interests” in the dispatching process. Each agent will “know” the computing capabilities of “its own” resource, as well as responsively track all changes (e.g., performance degra- dation owing to the failure of numerous computing nodes). Given this information, the agent can “allocate” its resource for solving tasks where “its” resource will prove most effective. If the computing resource of one agent is not enough to solve the problem in the given time duration, then a community of agents will be created, with each one providing its resources for solving the various parts of a single task.
  The beneﬁts of a decentralized multiagent dispatching system in a National Supercomputer GRID network are manifold:
	Ensure efﬁcient loading of all computational resources included in the GRID network, by using up-to-date information about their current status and task focus
	Ensure the adaptation of the computational process to all resource changes in the cloud environment
	Reduce the overhead costs for GRID network organization due to the absence of the need to include special service servers as a central dispatcher
	Increase the reliability and fault tolerance of the GRID network and, as a result, dependable computing, since the system will not have any elements whose failure may lead to disastrous consequences for the entire network. The aforementioned problems are partially covered in this book; however, at the same time, they require further and deeper development.

 xii Foreword: Igor Kalyaev  In general, I believe that this monograph devoted to the solution of the urgent scientiﬁc and technical problem on the creation of the National Cyber-attack Early- Warning System is very useful for information security students, graduate students, scientists, and engineers specializing in the theory and practice of detecting, preventing, and deterring computer threats. Member of Russian Academy of Igor Kalyaev Science, Southern Federal University, Rostov-on-Don, Russia Abstract
  This scientiﬁc monograph considers possible solutions to the relatively new scientiﬁc-technical problem of developing an early-warning cybersecurity system
  
for critically important governmental information assets . The solutions proposed are
  based on the results of exploratory studies conducted by the authors in the areas of big data acquisition, cognitive information technologies (cogno-technologies), and “computational cognitivism,” involving a number of existing models and methods.

  The results obtained permitted the design of an early-warning cybersecurity system. In addition, prototypes were developed and tested for software and hardware complexes of stream preprocessing and processing as well as big data storage security, which surpass the well-known solutions based on Cassandra and HBase in terms of performance characteristics.
  As such, it became possible, for the ﬁrst time ever, to synthesize scenarios of an
  
early-warning cybersecurity system in cyberspace on extra-large volumes of struc-
  tured and unstructured data from a variety of sources: Internet/Intranet and IoT/IIoT (Big Data and Big Data Analytics).
  The book is designed for undergraduate and postgraduate students, for engineers in related ﬁelds, as well as for managers of corporate and state structures, chief information ofﬁcers (CIO), chief information security ofﬁcers (CISO), architects, and research engineers in the ﬁeld of information security. Introduction
  This monograph owes its relevance to the necessity to resolve the contradiction between the increasing need to ensure information security for critically important
  governmental information assets
  amid growing security threats and the insufﬁciency of existing models, methods, and means of detecting, preventing, and neutralizing the consequences of cyber-attacks. Concretely, this scientiﬁc-technical problem concerns the development of an early-warning system for cyber-attacks, and resolv- ing this problem entails the search for possible solutions to a number of new scientiﬁc-technical problems:

	Input data classiﬁcation and identiﬁcation of primary and secondary signs of cyber-attacks based on big data, big data systems, and Internet/Intranet and IoT/


  IIoT networks

	Formation, storage, and processing of relevant patterns of early detection based on Big Data + ETL
	Multifactor forecasting of computer attacks on extremely large volumes of structured and unstructured information (Big Data and Big Data Analytics)
	Generation of new knowledge on the quantitative patterns of information con- frontation in cyberspace
	Synthesis of optimal deterrence scenarios as well as training in early detection system, etc. Russia has already established a number of state and corporate computer incident response centers. In terms of their functionality, these centers are similar to the foreign CERT (Computer Emergency Response Team), CSIRT (Computer Security ), MSSP (Managed Security Service Provider), MDR (Man-

  Incident Response Team 
aged Detection and Response Services), and SOC (Security Operations Center),
  among others.
  These Russian centers are known as Information Security Monitoring Centers based on the system of the distributed situational centers (SRSC), Information security centers of the distributed situational centers system in Russian Federation xvi Introduction
  Prevention and Cyber Security Incident Response (SOPCA), Computer Attack Detection and Prevention System (SPOCA) of the Russian Ministry of Defense, Crisis Management Center (CMC) of Rosatom State Corporation, Information Security Monitoring Center and FinCERT Bank of Russia, CERT Rostec, System of trafﬁc analysis and network attack detection (SATOSA), OJSC Rostelecom, the Information Security Threat Monitoring Center Gazprom, the Information Security Situation Center of the GPB Bank, Solar Security Joint Special Operations Com- mand (JSOC) and Security Operation Center (SOC +), Kaspersky Lab ICS-CERT and the Anti Targeted Attacks Security Operation Center (SOC) of Kaspersky Lab, etc.
  However, the operating experience from the abovementioned centers has shown that existing methods and means are insufﬁcient for detecting and preventing impact to information and technical resources. The ability to accumulate, aggregate, and analyze masses of relevant information does not provide decision-makers with warning of terrorist attacks (being planned or conducted), mass Distributed Denial of Service attacks (DDOS), and Advanced Persistent Threat attacks (APT) on critical infrastructure. Instead, these situation centers are merely able to detect and partly reﬂect existing impacts to information-technical resources, but are not able to prevent and prohibit aggressive action in advance. Even the sum of all available technical means for detection, prevention, and neutralization of the consequences of cyber-attacks would not be able to anticipate the next attack or malicious activity, without appropriate modiﬁcation and signiﬁcant intervention from qualiﬁed infor- mation security experts.
  This increasingly suggests that these issues would be best resolved via assistance from intelligent information systems capable of generating the speciﬁcations and scenarios for proactive behavior when confronted with destructive information- technical impact in cyberspace conﬂicts. For this reason, the established concept of building computer incident response centers based on data management technol- ogy, which can merely generate automated incident overviews and assess the data on the basis of preprogrammed scenarios, is being replaced by the new concept of
  
knowledge management for dealing with both actual and presumed cyberspace

  warfare. Its distinguishing characteristic lies in its ability to create semantic and cognitive information-analytical systems as well as conduct automated real-time “intent analysis” and generate appropriate warning and deterrence scenarios (i.e., identify and leverage aspects of the opponents’ intentions and purposes which remained hidden under other means of analysis). Thus, harnessing this new tech- nology to create detection and prevention systems in corporate and state structures offers a feasible approach to the real challenges of modern-day cybersecurity.
  It should be noted that the similar technologies have already come partially into use. For example, software solutions of Palantir Technologies, Inc. (USA) are widely used for data content analysis for the special forces, police, and US Depart- ment of Defense. Palantir acts as a provider of “5th layer” solutions, which analyze the interrelations among internal and external control subjects, and is considered to Introduction xvii
  along with IBM, HP and SAP, RSA, Centrifuge, Gotham, i2, SynerScope, SAS
  
Institute , Securonix, Recorded Future, etc. These solutions center on visualization
  of Big Data from heterogeneous sources, which identiﬁes synergy, connections, and anomalies among the objects and surrounding events (i.e., Data Mining with an emphasis on interactive visual analysis for the purpose of intelligence enhancement). Data is gleaned from various open and closed databases, structured and unstructured sources of information, social networks, media, and messengers. For instance, the
  
Gotham system implements an original technology for generating and managing
  domain ontologies that conceptually generalizes heterogeneous data from multiple sources and arranges it meaningfully for effective teamwork and machine learning.

  The term governance of global cyberspace was ﬁrst mentioned in the National
  
Strategy for Homeland Security (Ofﬁce of Homeland Security, 2002). Further, the
  term was developed by the US Department of Homeland Security in a number of government regulations in the context of information systems and electronic data protection, as well as “creating the conditions for achieving national cybersecurity goals.” For instance, the National Strategy for Combating Terrorism (GPO, 2003), the National Strategy for Secure Cyberspace (GPO), and the National Strategy for
  
the Physical Protection of Critical Infrastructures and Key Assets (GPO, 2003)
  clearly indicated the need to create a uniﬁed National Cyberspace Security Response
  
System (NCSRS) . This system should include the relevant departmental and corpo-
 rate centers for an Information Sharing and Analysis Center (ISAC).  In 2003, the Department of Homeland Security established the Cybersecurity and

  
Telecommunications Regulatory Authority , which includes the National Cyber
 Security Division (NCSD) and the United States Computer Emergency Readiness
 Team (US-CERT ). NCSD was appointed to be responsible for the general coordina-
  tion of the interagency cybersecurity collaboration, as well as for achieving interna- tional cooperation and interacting with representatives from the private sector. The US-CERT team, along with the respective center, assumed responsibility for the technical issues of detection and warning, prevention, and elimination of the conse- quences of cyber-attacks by emergency recovery of the US critical infrastructure.
  In January 2008, the US President’s Directive “Comprehensive National Cyber-
  
security Initiative” (CNCI) was approved and about USD 30 billion was allocated
  for the relevant research programs. However, in mid-2008 the Department of Homeland Security initiatives received a harsh critique; more precisely, it was stated that US-CERT “is not capable of conducting high-quality monitoring of threats to the security critical infrastructure and has limited capabilities to eliminate the conse- quences of cyber-attacks and cannot create a cyber analysis and warning system (DHS Faces Challenges in the Establishment of Comprehensive National Capabil- ity, US Government Accountability Ofﬁce Report, GAO-08-588, 2008 ).
  Some of the main reasons cited for distrust in the Department of Homeland Security initiatives include a shortage of qualiﬁed US-CERT employees and limited technical capabilities of the ﬁrst cyber-attack prevention system Einstein-I (2003) (currently in service with Einstein II (2007) and Einstein III (2014) – respectively).

  The Report of the CSIS Commission on Cybersecurity for the 44th Presidency
  
  recommended taking the following actions:

	Raise the priority level of US critical infrastructure cybersecurity to an executive level (i.e., White House) status, as the Commission found the IMB’s initiatives and efforts to be insufﬁcient
	Develop a national cybersecurity strategy that clearly outlines the key improve- ments, purposes, and development priorities in this 

  

	Develop national and international legal norms to ensure an appropriate cyber- security level and improve the law enforcement system by appropriately expanding its jurisdiction in cyberspace
	Charge a government structure with the practical implementation of the national cybersecurity strategy (according to the commission, the Ministry of Defense, and other agencies in the US intelligence community possess the capacity and resources necessary to address the problem)
	Establish a national operating center to provide cybersecurity control with a focus on practically implementing activities, rather than on further planning in this area
	Organize a sensitization campaign explaining the relevance and importance of the national critical infrastructure cybersecurity issues Prepare and implement appro- priate training and development programs for public and private sector employees
	Develop the mechanisms of interaction at the international level for developing the capacity for joint defensive and offensive actions in cyberspace and generally increase the security of national critical infrastructure
	Develop effective mechanisms for interaction between public and private sectors for qualitative cybersecurity research
	Increase the level of scientiﬁc-technical interaction with private-sector representatives
	Replicate the results of successful research and development work carried out for the public-sector customer on other economic sectors Nowadays, almost all types of the US Armed Forces pay special attention to the issue of conducting cyberspace operations. Moreover, the Air Force, the Navy, and the ground forces of the US Army each carried out relatively independent studies of the military-technical issues relating to conducting information operations in cyber- space, organized the appropriate stafﬁng measures, and determined the required human resources.

  International Studies. Washington D.C., 2008.) 2 xviii
  Introduction
1 Report of the CSIS Commission on Cybersecurity for the 44th Presidency, Center for Strategic and
  Introduction xix
  In December 2006, the Joint Chiefs of Staff committee prepared a document
  
  entitled “The National Military Strategy for Cyberspace Operati ,” which set out the following priorities for cyber operations:

	– Obtaining and maintaining the initiative via integrated defensive and offensive operations in cyberspace
	– Inclusion of cyber operations in the military planning system
	– Development of the most effective forms and methods of conducting cyber operations
	– Assessing the effectiveness of said cyber operations
	– Development of cooperative programs between the Ministry of Defense and

  NATO partners, other US government agencies, as well as representatives of the defense industry complex

	– Establishment of ongoing training programs and professional development sys- tem for Department of Defense (DOD) cybersecurity specialists
	– Conducting the necessary organizational and stafﬁng reorganizations
	– Creation of the appropriate infrastructure

  Initially, the US Air Force bore the responsibility for developing the methods of conducting cyber operations. In 2005, Air Force Commander M. Wynne stated that “the operations in cyberspace correlate with the traditional tasks of the U.S. Air Force, and now they will ﬂy not only in the air and space, but also in cyberspace” (Victory in Cyberspace. An Air Force Association Special Report. 2007).
  However, a number of high-ranking DOD ofﬁcials did not share this opinion. In particular, the Chairman of the Combined Chiefs of Staff, Admiral M. Mullen, believed that cyberspace operations should be handled by the US Network Opera- tions Command Center, which in 2008 was transformed into the US Navy Cyber Power. At that time, the US Navy Cyber Power was the leading military unit for conducting cyber operations.
  This command was reinforced by the units of electronic intelligence and
  
  The so-called 7th signal command – the ﬁrst unit of the US Army – responsible for information security control of computer systems and networks was formed in 2009. At the same time, work began on the revision of documents regulating
  

  
  information operations by ground  in order to gain further authority in cyberspace.
3 The National Military Strategy for Cyberspace Operations. Chairman of the Joint Chiefs of Stuff.
  4 Washington, 2006 
Information Operations Primer. Fundamentals of Information Operations. Washington: US Army
 War College, 2008.  The US Army Concept of Operations for 2010–2024
  
  set out the following directives for cyber operations:

	Detection – passive or active monitoring of the information and electromagnetic sphere to identify threats to information resources and data communication channels
	Interruption of the invader’s access to information resources – awareness limita- tion in combat conditions and information resources protection (at the levels of hardware and software) from possible use or inﬂuence from invaders (i.e., antivirus, ﬁrewall, immunity to interference, electromagnetic pulse interference, etc.)
	Degradation and reduction of the invader’s information potential – interference in the operability of the information technology equipment in order to reduce its combat stability and controllability (electronic suppression, network computer attacks, etc.)
	Destruction – a guaranteed destruction of the invader’s electronic equipment using directed energy weapons or traditional kinetic warfare
	Monitoring and analysis – data collection on the condition of cybernetic and electromagnetic media with a mind to offensive and defensive cybernetic operations
	Response – defensive (reducing the effectiveness of invader’s operations) and offensive (counter-punching) response
	Inﬂuence – distortion of the information perception by people or public institu- tions, as well as distortion of information circulation in machine and combined systems (machine-human, human-machine) for reorientation of their actions own purposes, for personal needs, etc. Such an admitted lack of coordination among military units led US military leadership to concentrate their coordinating functions within a single structure – the National Security Agency (NSA).

  In early spring 2009, US Secretary of Defense R. Gates signed an order to coordinate all cyberspace operations within the Joint Functional Component Com- mand for Network Warfare (JFCCNW).
  JFCCNW subordinated the Joint Tactical Force for Global Network Operations
  (JTF-GNO), under the supervision of Chief of the Defense Information Systems Agency (DISA), Major-General of the Ground Force, K. Pollet.
  In fall 2009, the creation of United Cyber Command was announced under the supervision of Lieutenant-General K. Alexander, head of the NSA. The United Cyber Command was directly subordinate to the US Strategic Command and located at the Fort Meade military base in Maryland. 7
  xx Introduction
  Introduction xxi
  In October 2010, a new cyber command was formed in the USA, with a motto of “second to none.” This new unit, which combined preexisting cyberunits from the Pentagon (with approximately 21,000 staff members) was overseen ﬁrst by Lieutenant-General K. Alexander and then by Admiral M. Rogers from April 2014 until present.
  The tasks of the new Joint Cyber Command included the planning, coordination, integration, synchronization, and management of network operations and army network security. At the same time, the functional responsibilities of these cyberunits have been expanded to include cybersecurity control not only of military and state infrastructure but also of critical US commercial facilities.
  Currently, the NSA manages a full range of issues on cyberspace control (includ- ing offensive operations, measures on protection of critical information infrastruc- ture and information and telecommunications technologies) within the Department of Defense and at the national level. This seems reasonable, especially given the considerable amount of relevant experience in the agency. The ensuing redistribu- tion of responsibilities greatly favored the NSA and highly prioritized prospective programs for the creation of a High Assurance Platform (HAP) and the development of a Global Information Grid (GIG).
  The development of cyberspace information warfare programs in the USA has two main objectives.
  Firstly,
  the development of prospective means to inﬂuence the information and telecommunication systems of a real and potential invader, including means of intercept control over unmanned aerial vehicles, disabling avionics, and other information equipment used in military systems, which veritably implies the discus- sion of a fundamentally new class of weapons – cyber weapons.
  Secondly , implementing a program to create a highly protected computing archi-
  tecture that will form the conditions for solidifying US superiority in the information and telecommunications sphere and provide support for American high-tech com- panies through direct government funding.
  On this basis, the conclusion seems warranted that the scientiﬁc problem under discussion, the development of a scientiﬁc and methodical apparatus for giving early warning of cyber-attacks, has theoretical, scientiﬁc, and practical signiﬁcance for all technologically developed states.
  For instance, the urgency of creating an early detection system for a cyber-attack in the Russian Federation is conﬁrmed by the requirements of the following legal documents.
  This monograph is possibly the ﬁrst to address the ongoing scientiﬁc-technical problem of developing an early detection system for a cyber-attack on a state’s information resources. As such, every effort is made to consistently highlight the general motifs of the historical and current approaches and, thus, to do justice to the cognitive innovation in a consistent and coherent manner.
  In this way, it becomes possible to independently associate and synthesize new knowledge concerning the qualitative characteristics and quantitative patterns of xxii Introduction
  This monograph proposes a “stage-by-stage” solution to the given scientiﬁc- technical problem. Stage 1 – Design and development of a technical (structural) component of traditional detection, prevention, and elimination system for consequences of cyber-attacks based on big data technologies – creating a high-performance corpo- rate (departmental) segment for work with big data.
  Stage 2 – Creation of an analytical (functional) component based on the proposed methods of “computational cognitivism” – implementing the cognitive component of the system itself, capable of independently extracting and generating useful knowledge from large volumes of structured and unstructured information.

	The individual functions of this component will be handled in greater detail throughout the text.

  This monograph is intended for the following reader groups:

	– Corporate and State CEO, responsible for the proper information security provision and compliance with the relevant government requirements
	– Chief information ofﬁcers (CIO) and Chief information security ofﬁcers

  (CISO), responsible for corporate information security programs and organi- zation of the information security regime

	– Database architect and research engineers responsible for the technical design of the Security Threat Monitoring Centers in the various Situation Centers and government (and corporate) segments of detection systems for the prevention of cyber-attacks

  This book can also be a useful training resource for undergraduate and postgrad- uate students in related technical ﬁelds, since these materials are largely based on the authors’ teaching experience at the Moscow Institute of Physics and Technology (MIFT) and Saint Petersburg Electrotechnical University “LETI” n.a. V.I. Ulyanov
  (Lenin)
  This monograph contains four chapters devoted to the following subjects:
	– The relevance of the given scientiﬁc-technical problem
	– Establishing the ﬁnite capabilities of existing technologies for detecting and preventing cyber-attacks
	– Limiting capabilities of the existing computing architectures of the von Neumann architecture determination
	– Search of possible scientiﬁc-technical solutions to the problem of giving early warning of cyber-attacks on critical state infrastructure The ﬁrst chapter shows that the task of critical infrastructure security control is one of the most important tasks of digital sovereignty and state defense capability. The main threats to state information security, including threats of military-political, terrorist, and criminal nature, are demonstrated. Also, justiﬁcation is given for the necessity of an integrated approach to ensure information security, not only at the

  Introduction xxiii
  shown to be ineffective. Examples of possible scenarios and technical methods of cyber-attacks on critical state infrastructure are considered. In sum, the problem of detecting and preventing cyberattacks is assessed as it currently stands.
  The second chapter demonstrates the need to strengthen information security measures as a consideration of national security by heightening the level of state cyberspace control. Assessment is made of the limited technological capacity for detecting and preventing cyber-attacks. Similarly, appraisal is given of various corporate centers for monitoring information security threats to critical state infra- structure (CERT/SCIRT/MSSP/MDR/SOC). Furthermore, aspects of creating a “cloud” national response center for computer security incidents are discussed. This chapter aims to justify the need for a similar early-warning system on the basis of prospective information technologies.
  The third chapter presents a plausible typiﬁcation of evolutionary modiﬁcations for a “von Neumann architecture” for selecting a prospective hardware platform for a national cyber-attack early-warning system. This chapter also provides the program trajectory through 2025 for ﬁnding a solution on the basis of supercomputer tech- nologies to the problem of developing an early-warning system.
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