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common misconception in the Mac community is that the Mac is more secure than any

other operating system on the market. Although this might be true in most side-by-side analyses of security features right out of the box, what this isn’t taking into account is that security

tends to get overlooked once the machine starts to be configured for its true purposes. For

example, when sharing is enabled or remote control applications are installed, then a variety of

security threats are often established—no matter what the platform is.

In the security sector, the principle of least privilege is a philosophy that security professionals

abide by when determining security policies. This principle states that if you want to be secure,

you need to give every component of your network the absolute minimum permissions required

to do its job. But what are those permissions? What are the factors that need to be determined

when making that decision? No two networks are the same; therefore, it’s certainly not a decision that can be made for you. It’s something you will need to decide for yourself based on what

kinds of policies are implemented to deal with information technology security.



Security Beginnings: Policies

Security in a larger organization starts with a security policy. When looking to develop security

policies, it is important that the higher-level decision makers in the organization work hand in

hand with the IT team to develop their policies and security policy frameworks. A security policy, at

a minimum, should define the tools used on a network for security, the appropriate behavior of

employees and network users, the procedures for dealing with incidents, and the trust levels

within the network.

The reason policies become such an integral part of establishing security in a larger environment is that you must be secure but also be practical about how you approach security in an

organization. Security can be an impediment to productivity, both for support and for nonsupport

personnel. People may have different views about levels of security and how to enforce it. A

comprehensive security policy makes sure everyone is on the same page and that the cost

vs. protection paradigm that IT departments follow are in line with the business logic of the

organization.

On small networks, such as your network at home, you may have a loose security policy

that states you will occasionally run security updates and follow a few of the safeguards outlined in

this book. The smaller a network environment, the less likely security is going to be taken seriously.

However, for larger environments with much more valuable data to protect, the concern for

security should not be so flippant. For example, the Health Insurance Portability and Accountability

Act (HIPAA) authorizes criminal penalties of up to $250,000 and/or 10 years imprisonment

per violation of security standards for patient health information. The Gramm-Leach-Bliley Act

establishes financial institution standards for safeguarding customer information and imposes

penalties of up to $100,000 per violation.
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■I N T R O D U C T I O N



Everyone in an organization should be concerned about security policies because

everyone is affected to some extent. Users are often affected the most, because policies often

consist of a set of rules that regulate their behavior, sometimes making it more difficult for

them to accomplish their tasks throughout their day. The IT staff should also be consulted and

brought into the decision-making process since they will be required to implement and comply

with these policies, while making sure that the policies are realistic given the budget available.

In addition, you must notify people in advance of the development of the policy. You should

contact members of the IT, management, and legal departments as well as a random sampling

of users in your environment. The size of your policy development will be determined by the

scope of the policy and the size of your organization. Larger policies may require many people

to be involved in the policy development. Smaller policies may require participation by only

one or two people within the organization.

As an example, a restrictive policy that requires all wireless users to use a RADIUS server

would incur IT costs not only from the initial install but also with the installs and configurations

necessary to set up the RADIUS clients on each of the workstations. A more secure RADIUS

server would also cause additional labor over other less secure protocols such as WEP. You also

need to consider IT budgeting and staffing downtime.

When developing your actual policy, keep the scope limited to what is technically enforceable and easy to understand, while protecting the productivity of your users. Policies should

also contain the reasons a policy is needed and cover the contacts and responsibilities of each

user. When writing your policy, discuss how policy violations will be handled and why each

item in the policy is required. All
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