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  With	fast	growth	in	information	technologies,	as	well	as	an	increasing	number	of	mobile	and wireless	devices	and	services,	the	need	to	address	vulnerabilities	has	been	highly	prioritized by	many	large	corporations,	as	well	as	small	and	medium	companies.	The	value	of	financial data	in	an	accounting	information	system	is	extremely	high.	Thus,	cybersecurity	has	become	a critical	concern	in	managing	accounting	information	systems.	Accounting	information systems	(AIS)	aim	to	support	all	accounting	functions	and	activities,	including	financial reporting,	auditing,	taxation,	and	management	accounting.	The	AIS	is	a	core	knowledge	area for	accounting	professionals	and	is	a	critical	requirement	for	accounting	practice.	This	book provides	the	essential	knowledge	for	the	accounting	professional	to	stay	ahead	of	the technology	curve.	This	includes	the	accounting	information	system’s	characteristics, accounting	cycles,	and	accounting	processes;	reviews	different	types	of	information	system designs	and	architectures;	and	discusses	cyber	security,	vulnerabilities,	cybercrime,	cyber- attacks,	and	defense	strategies.
  Keywords:	accounting,	information	system,	cyber	security,	vulnerability,	defense
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Chapter	1 Accounting	Information	Systems Accounting	information	systems	(AIS)	are	designed	for	small	to	large	enterprise	businesses. Accounting	professionals	provide	several	types	of	support,	including	accounting	operations
  (e.g.,	transaction	processing,	accounts	receivable	and	payable,	and	internal	reporting), external	reporting	(e.g.,	statutory	reporting,	corporate	finance,	financial	risk,	regulation	and compliance	with	regulations,	audit,	and	taxes),	strategic	accounting	management	(e.g., forecasting,	budgeting,	costing,	reporting,	cash	flow	management,	financial	performance, strategic	decision	supports,	benchmarking,	and	various	accounting-related	managing activities)	(Collier,	2015).
  Since	AIS	have	been	widely	adopted	in	the	last	two	decades,	the	trend	of	accounting	practice has	shifted	from	traditional	accounting	operational	support	to	strategic	and	control management.	The	accounting	practice	trend	further	concentrates	the	risks	and	security controls	after	the	2008	financial	crisis.	The	results	from	a	survey	conducted	by	Chartered Institute	Management	Accounting	in	early	2010	to	benchmark	the	accounting	practice worldwide	(Stede	and	Malone,	2010)	suggested	three	major	categories	of	accounting operations:	transaction	processing,	accounting	operations,	and	accounts	payable	and receivable.	Internal	and	external	reporting	have	been	computerized	using	accounting information	systems.	More	companies	now	use	accounting	information	systems	for accounting	operations	and	transaction	processing	support,	and	as	such,	the	demand	of financial	accounting	roles	has	been	reduced. With	the	wide	adoption	of	accounting	information	systems	and	Computer	Assisted	Auditing Tools	and	Techniques	(CAATTs),	better	risk	management	and	controls	can	be	carried	out	by auditors	(Mayberry,	2013).	Nowadays,	auditors	can	continuously	monitor	accounting activities	such	as	errors,	fraud	detection,	analytical	data	reporting,	and	interactive	reporting. The	trend	accounting	practices	has	towards	strategic	accounting	management	support	and auditing	focuses	on	ways	to	improve	the	efficiency	and	effectiveness	of	audit	procedures,	risk management,	and	controls.
What	is	an	Accounting	Information	System?
  An	AIS	aims	to	collect,	process,	store,	and	report	financial	data	that	can	be	used	by	managers, accountants,	tax	agencies,	shareholders,	and	any	other	internal	and	external	parties	for decision	making	(Fawcett	and	Martin,	2016).	The	AIS	is	a	core	knowledge	area	in	the accounting	discipline	and	is	an	important	requirement	for	accounting	practice.	AISs	can	be used	to	support	all	accounting	functions	and	activities,	including	financial	reporting,	auditing, taxation,	and	management	accounting.
  AISs	were	introduced	in	the	early	1970s	for	payroll	functions.	At	the	time,	many	accounting functions	were	executed	manually,	which	could	be	ineffective	and	inefficient.	AISs	automate the	processing	of	large	amounts	of	data	and	produce	timely	and	accurate	information. Nowadays,	two	widely	adopted	accounting	modules	using	AISs	are	auditing	and	financial reporting.	With	the	advanced	and	rapid	growth	of	information	technology	and	process improvements,	the	AISs	can	provide	full	services	to	support	all	functional	areas	of	financial accounting,	managerial	(management)	accounting,	taxation,	and	auditing.
  The	main	components	of	an	AIS	are	data,	software,	information	technology	infrastructure, and	internal	controls.	Procedures	and	instructions	can	be	automated.	By	adopting	middleware, analytic	tools,	and	user-friendly	computer-interface	designs,	users	(e.g.,	accountants	and managers)	can	easily	retrieve	accounting	information	from	an	AIS.
  The	accounting	functions	give	measurements,	processing	and	communicating	financial information	about	the	business	entities.	As	such,	AISs	are	computerized	to	support	a	full range	of	accounting	functions.	Understanding	business	cycles	and	processes	is	critical	to	the success	of	the	accounting	functions.
Characteristics	of	Accounting	Information	Systems
  Key	characteristics	of	AISs	are	(Collier,	2015;	Fawcett	and	Martin,	2016;	Romney	and Steinbart,	2016;	Fang	and	Shu,	2016):
  AISs	capture	data	and	produce	financial	statements	and	reports.	This	process	generally refers	to	the	transaction	processing	system,	which	deals	with	day-to-day	business transactions	and	operations. AISs	produce	financial	information	that	can	be	used	for	both	external	and	internal users.	The	internal	users	are	business	managers,	who	use	the	accounting	information for	planning,	budgeting,	and	controls,	while	external	users	are	customers, shareholders,	vendors,	investors,	stock	exchanges,	and	statutory	authorities.
  AISs	are	designed	for	accounting	functions.	In	financial	accounting	functions,	an	AIS is	designed	for	and	complies	with	the	Generally	Accepted	Accounting	Principles (GAAP),	International	Financial	Reporting	Standards	(IFRS),	International	Accounting Standards	Board	(IASB),	and	relevant	local	and	international	standards	to	produce relevant	financial	statements.	Three	key	components	of	financial	statements	are	cash flow,	profit	and	loss,	and	financial	position,	which	can	all	be	produced	by	AISs. AISs	produce	financial	reports	based	on	historical	data	and	internal	sources	(business transactions).	Financial	information	and	statements	can	be	used	for	various	purposes.

  The	financial	information	produced	by	the	AISs	should	be	identical	to	that	produced by	the	manual	approach.	The	optimal	goals	of	the	AIS	are	to	provide	efficiency	and effective	operations	and	to	produce	error-free	financial	statements	and	reports.	The financial	statements	are	used	by	external	and	internal	users.
  AISs	provide	greater	security	management	and	controls.	With	appropriately	deployed security	and	defense	strategies,	they	can	reduce	faults	and	crime.	However,	this	also introduces	a	need	for	cyber	security	and	management. AISs	can	provide	backups	of	master	files	to	maintain	a	higher	level	of	data	integrity and	security.
Characteristics	of	Accounting	Information
  Accounting	information	can	be	characterized	as	relevant,	reliable,	complete,	timely, understandable,	verifiable,	and	accessible	(Collier,	20015;	Romney	and	Steinbart,	2016;	Fang and	Shu,	2016).
  Accessible—information	must	be	available	and	obtainable. Complete—information	must	be	sufficient	to	allow	users	to	make	decisions. Relevant—information	can	be	used	to	help	make	decisions. Reliable—information	must	be	free	of	errors	and	bias. Timing—information	timing	is	critical	to	making	decisions. Understandable—information	must	be	presented	in	a	way	that	users	can	easily interpret.
  Verifiable—information	must	be	consistently	traceable	with	errors	and	bias. There	are	several	advantages	of	AISs,	including	improving	the	quality	of	information	and reducing	human	errors	for	large	transactions.	It	also	can	reduce	long-term	costs,	particularly with	a	high	volume	of	transactions	and	operational	costs.	AISs	can	significantly	improve internal	controls	by	reducing	human	risk,	particularly	when	organizations	deal	with	financial data	(Collier,	2015).	Overall,	AISs	can	produce	timely	and	accurate	data	on	which	users	can base	decisions.
Accounting	Cycle	and	Process
  The	key	to	an	accounting	cycle	is	to	capture	relevant	financial	data	for	accounting	reporting under	Generally	Accepted	Accounting	Principles	(GAAP)	(Fawcett	and	Martin,	2016;	Collier, 2015).	The	GAAP	is	a	set	of	accounting	standards	and	procedures	with	which	the	companies must	compile	their	reporting	financial	statements.	Two	main	accounting	transaction	cycles	are revenue	and	expenditure	(see	Figure	1).	Figure	1	shows	an	example	of	sales	processes	in	the revenue	cycle:	a	company	receives	a	sale	order,	ships	goods/services,	bills	the	customer,	and receives	payment.	The	purchase	processes	include	a	company	making	a	purchase	order	to	a supplier	for	goods/services,	receiving	the	goods/services,	recording	in	an	account	payable, and	paying	the	supplier.	There	is	a	set	of	sequential	and	interrelated	activities	in	both	revenue and	expenditure	cycles.
  Figure	1:	Revenue	and	Purchase	Cycles.
Basic	Accounting	Information	System	Architecture
  The	traditional	view	of	the	AIS	focuses	on	the	input-process-output	model	(see	Figure	2) (Ward	and	Peppard,	2016;	Pearlson	et	al.,	2016).	The	AIS	in	day-to-day	transactions	and operations	refers	to	transaction	processing	systems	(TPS).	The	TPS,	for	example,	is	a	point- of-sale	system	that	generates	sale	transactions.	Management	information	systems	summarize and	aggregate	the	primary	data.	The	outputs	refer	to	relevant	reports,	such	as	financial, scheduled,	and	ad	hoc	reports	for	end	users.
  Figure	2:	Basic	Accounting	Information	System	Input-Process-Output	Model.
  An	AIS	architecture	is	a	formal	documentation	and	representation	of	a	system	that	makes	use of	elements	of	hardware	and	software.	It	is	a	conceptual	model.	This	model	provides information	about	the	structure	and	behavior	of	the	system.	Figure	3	shows	a	simple	system architecture.	The	model	shows	that	each	computer	or	process	on	the	network	is	either	a	client or	server	(also	known	as	client-server	architecture).	The	clients	are	the	end-user’s	computers, and	servers	are	the	service	providers.	The	servers	are	generally	more	powerful	computers and	distributed	applications	that	provide	different	tasks	and	functions,	such	as	file	servers (managing	disk	drives),	network	servers	(network	traffic),	and	data	warehouse	(multiple database	servers)	(Pearlson	et	al.,	2016;	Kataria	et	al.,	2016;	Pathan,	2011).

  Figure	3:	Accounting	Information	Systems	Client	Server	Architecture.
Cloud	Computing	Architecture
  Cloud	computing	is	an	internet-based	computing	that	provides	shared	computer	processing resources	and	data	storage	to	computers	and	other	devices	(Pearlson	et	al.,	2016).	The	shared- configuration	computer	resources	include	networks,	services,	data	storage,	software, applications,	and	servers	(Chidambaram	et	al.,	2016).	Many	cloud	computing	service providers	offer	one-stop	services.	The	main	reasons	are	due	to	low	costs	of	services,	high demand	of	computing	power,	high	performance,	scalability,	accessibility,	and	availability. Figure	4	shows	the	cloud	computing	architecture,	where	the	end	users	can	access	the	system via	network	servers/devices	(e.g.,	router	and	switch).
  Figure	4:	Cloud	Computing	Architecture.
Digital	Architecture
  With	the	fast	growth	of	internet	business	and	social	media	technology	in	cloud	computing, more	customer-focused	digital	architecture	is	developed,	in	addition	to	the	integration	of digital	platform	and	external	integration	(i.e.,	social	media	clouds)	(Napoli	et	al.,	2016).	A new	trend	of	the	digital	architecture	focuses	on	active	engagement	of	customers	and stakeholders	(Ward	and	Peppard,	2016).	It	uses	the	external	cloud	infrastructure,	such	as public,	partner,	and	social	clouds,	as	well	as	external	applications,	devices,	and	data.	The	key benefits	of	deploying	digital	architecture	are	(Chidambaram	et	al.,	2016;	Napoli	et	al.,	2016; Ward	and	Peppard,	2016): Creating	value	chain	in	business	process.
  Allowing	the	company	to	actively	engage	its	customers	and	stakeholders. Integrating	social	media	and	external	cloud	platforms. Integrating	mobile	and	wireless	devices. Providing	three	different	views	that	include	users,	marketing	and	sales,	and technology.
  Providing	better	user	experiences.
Chapter	3 Cyber	Security What	is	Cyber	Security? Cyber	security	is	often	associated	with	information	technology	security	(Kim	and	Solomon
  2013).	In	information	technology	security,	the	general	concerns	are	for	internal	and	external controls	of	computer	hardware,	software,	networks,	and	databases.	The	overall	goal	is	to protect	valuable	information	technology	assets	and	reduce	all	possible	risks	(Choucri	et	al., 2016).	The	term	“cyber	security”	is	interchangeable	with	“information	technology	security”. With	fast	growth	in	internet	and	wireless	technologies,	as	well	as	increases	in	the	number	of mobile	and	wireless	devices,	the	needs	to	address	possible	vulnerabilities	are	highly prioritized	by	many	governments	and	companies	(Gupta,	2016).	In	addition,	the	value	of financial	data	in	an	Accounting	Information	System	is	a	critical	element.	Thus,	cyber	security has	become	a	topic	of	growing	importance	in	accounting	information	systems.
Vulnerability
  A	vulnerability	refers	to	an	information	system	susceptibility.	Cybercrime	is	a	serious concern	in	cybersecurity.	Common	defenses	for	vulnerabilities	include	security	by	design, network	security,	infrastructure	security,	hardware	security,	system	security,	human	security, auditing,	testing,	and	making	changes	(McDowell,	2015;	Raggad,	2010;	Gupta	2016).
Cybercrime
  Cybercrime	is	one	of	the	major	concerns	around	the	world.	Earth	currently	has	a	population of	approximately	7.4	billion;	approximately	3.5	billion	of	these	are	internet	users,	and	6.5 billion	phones	are	connected	worldwide	(Worldometers,	2016;	Wikipedia,	2016).	The	risk	of fraud,	theft,	abuse,	and	harassment	has	greatly	increased.	Therefore,	it	is	necessary	to prioritize	cyber-criminal	investigations	and	to	defeat	and	protect	network	security.	An example	of	cybercrime	includes	sending	fake	CEO	emails	to	an	accounting	and	finance department;	the	FBI	reported	cybercrimes	cost	US	businesses	more	than	$2	billion	in	just	two years	(Scannell,	2016).
Security	by	Design
  To	design	a	secure	system,	the	architecture	of	the	system	must	address	risks	that	apply	control strategies	to	a	specific	domain	area	and/or	environment.	The	key	attributes	of	security architecture	are:	(a)	determination	of	controls	based	on	best	practices,	as	well	as	financial	and regulation	requirements;	and	(b)	the	interdependency	of	the	system	components	(Rakitin, 2016).	When	designing	a	security	system,	the	security	attributes	are	confidentiality,	integrity, availability,	and	accountability.

  In	software	development,	software	can	be	focused	on	security	features.	There	are	a	few approaches	in	creating	security	by	design	(Kim	and	Solomon,	2016;	Wong,	2006).
  Software	review—software	review	is	one	of	the	most	common	approaches	to ensure	quality	of	software,	and	to	produce	software	that	is	free	of	errors	(Wong, 2006).	In	software	review,	developers	inspect	the	software	to	ensure	it	meets	the security	requirements.	This	can	occur	in	any	phase	of	software	development.
  Software	testing—software	testing	is	usually	conducted	in	the	later	phase	of	the system	implementation.	This	allows	testers	to	conduct	final	testing	against	the requirements	(Wong,	2003). Principle	of	least	privilege—designing	software	with	limited	access	or	with	some parts	of	the	system	being	restricted	to	certain	users.	This	can	reduce	the	impact	of attackers	who	gain	access	to	the	system. Defense	in-depth—also	refers	to	the	Castle	approach.	In	information	assurance, multiple	layers	of	security	controls	can	be	implemented	in	information	technology. The	security	controls	should	be	included	in	all	aspects	of	technical,	physical	and procedural,	during	the	system	development.
  Audit	trails—audit	logs,	trails,	and	tracking	systems	identify	security	breaches	and the	attacker’s	activity	history.	An	instruction	detection	system	analyses	the attacker’s	behavior	and	the	vulnerability	of	the	system. Automated	theorem	proving	(also	known	as	automated	deduction)—using automated	reasoning	or	mathematical	logic	for	dealing	with	mathematical theorems.	Commercial	uses	of	automated	theorem	proving	are	mainly	focused	on verification	and/or	integrated	circuit	design.	For	an	example,	Intel	uses	automated theorem	proving	to	verify	the	correctness	of	its	processers’	operations. Security	of	default—refers	to	the	‘secure	configuration	setting’,	which	is	the	most secure	setting.	However,	users	can	change	the	user-friendly	preference	setting. Software	generally	runs	both	risk	analysis	and	usability	tests.	In	a	network operation	system,	there	are	no	open	network	ports	(i.e.	no	listening	INET	(6) domain	sockets	after	installation).	This	can	be	checked	and	verified	by	a	local machine,	such	as	a	port	scanner.	Abstraction	is	another	approach	to	securing	the software	in	such	a	manner	that	no	data	loss	can	be	caused	by	user	mistake	or accident.
  Full	disclosure—refers	to	the	publishing	of	all	security	attacks	so	that	the information	is	accessible	to	everyone.	The	practice	of	making	the	public	aware	of vulnerability	from	when	a	security	beach	is	first	identified	to	as	short	as	possible.
Infrastructure	Security
  Infrastructure	vulnerabilities	include	three	major	areas:	physical,	database,	and	operations (Edwards	et	al.,	2016;	Jamei	et	al.,	2016;	Bhardwaj	et	al.,	2016).	Physical	security	refers	to	the foundation	of	security	infrastructure.	To	protect	all	physical	elements,	a	common	security setup	uses	surveillance	systems	with	security	personnel,	access	control/instruction	detection systems,	and	recording	cameras	to	ensure	a	high	level	of	physical	infrastructure	security.
  Managing	a	database	considers	three	factors:	multiple	levels	of	access	using	multiple	carrier- grade	access	routers,	distributions,	switches,	and	POD	switches	to	ensure	no	single	point	of failure.	Power	control,	environment	control	(e.g.,	temperature	and	humidity),	and	back	up	in different	locations	(e.g.,	multiple	sites)	help	ensure	that	no	disaster	can	affect	the infrastructure.	An	operation	support	team	can	also	provide	monitoring	of	technical	and	non- technical	issues	related	to	the	infrastructure	(Martinez	et	al.,	2013).	Operation	support	teams provide	internal	auditing,	incident	support,	and	review	tools	for	continual	management (Wong,	2009).	In	operation	security,	a	separation	of	duty	models	can	be	enforced	by implementing	access	control	lists	and	capability-based	security.	The	access	control	list	is	a table	or	a	list	that	provides	permission	for	each	user	to	access	a	system	object.	Capability- based	security	refers	to	the	principle	of	least	privilege,	in	which	users	can	share	capabilities with	each	other.	The	benefit	of	the	capability-based	security	in	system	infrastructure	is	that	it helps	provide	efficient	and	secure	transactions.
Network	Security
  Network	security	consists	of	policies,	techniques,	and	tools	such	as	defense-in-depth	design, adopted	to	prevent	unauthorized	access,	misuse,	modification,	or	interruptions	in	an authorized	user's	access	to	a	computer	network	and	accessible	resources	(Martinez	et	al., 2014;	Gupta	et	al.,	2016).	The	vulnerabilities	of	a	network	result	from	data	access authorization,	and	are	normally	managed	by	network	administrators.	Generally,	firewalls enforce	network	security	policies	for	access	control.	Identity	checks	that	determine	the username	and	password	are	undertaken	in	order	to	authenticate	a	user;	this	is	often	referred	to as	one-factor	authentication.	Many	financial	entities	use	two-factor	authentication	such	as ATM	cards,	mobile	phones,	and	security	tokens.	Additional	security	authentication	uses biometric	techniques	such	as	fingerprint	scans.	Cryptographic	techniques	are	also	used	for encryption	and	decryption	for	protecting	data	and	information	resources	(Gupta,	2016). Common	potential	risks	for	network	security	are	computer	worms	and	Trojans.	Preventive security	software	and	tools	often	used	for	these	are	anti-virus	software,	intrusion	prevention systems,	and	anti-malware	software.	Network	communication	is	encrypted	to	maintain privacy	and	security.	Network	security	policies	may	also	use	an	intrusion	detection	system	to monitor	the	network	and	traffic	with	logs	and	audit	trials.	Honeypots	are	often	employed	for the	analysis	of	an	attacker’s	behavior	and	activities,	also	referred	to	as	exploitation.	This allows	the	network	administrator	to	review	current	security	policies	and	provide	further advancement	for	the	prevention	of	future	cyber-attacks.
  Network	security	design	is	one	of	the	most	crucial	areas	in	cyber	security	and	includes firewall	sections,	engagement	addresses,	network	segmentation,	access	control	policies,	and technology	selections	to	accommodate	a	company’s	needs	(Pathan,	2011).	The	design	of	a network	architecture	can	be	considered	across	multiple	areas,	including	anti-virus	protection, directory	services,	instruction	detection	systems	(IDSs),	business	continuity,	perimeter defense,	routers,	secure	AID,	virtual	private	networks	(VPN),	wireless	network	remote	access, secure	e-commerce,	enterprise	backup,	and	firewalls	(Pathan,	2011).
System	Security
  Security	systems	have	multiple	controls,	including	physical	controls	and	vulnerability	scans, to	identify	system	vulnerabilities.	They	may	also	include	photo	identity,	entrance	and	access points	verification,	security	personnel,	physical	cameras,	video	recording,	and	power	backup to	ensure	a	high	level	of	physical	control.	Vulnerability	scans	routinely	scan	and	monitor	all activities	to	identify	possible	vulnerabilities	and	reinforce	security	policies.

Hardware	Security
  Common	hardware	security	techniques	and	devices	include	trusted	platform	modules,	drive locks,	dongles,	disabling	USB	ports,	biometric	readers,	and	Roots	of	Trust	in	mobile hardware	security	(Martinez	et	al.,	2014;	Pathan,	2011;	Shim	et	al.,	2013).
  Trusted	platform	modules	are	secure	devices	built	into	the	RSA	cryptographic	keys (endorsement	keys)	for	hardware	authentication	(Rostami	et	al.,	2013).	In	conjunction with	the	host	server,	the	trust	platform	module	chips	(computer-on-chips)	are	used	for preventing	unauthorized	network	and	data	access.
  Drive	lock	software	tools	can	be	used	to	encrypt	hard	drives	and	to	ensure	they	are inaccessible	to	thieves	(Shim	et	al.,	2013). Dongles	are	small	devices	that	use	the	Advanced	Encryption	Standard	for	providing	a strong	measure	of	security.	Dongles	have	multiple	functions.	They	can	be	used	with computers	for	protecting	and	authorizing	access	to	computers	and	software.	They	also provide	access	controls	to	wireless	broadband.	Another	feature	of	dongles	is	that	they can	be	configured	to	lock	or	unlock	computers	and	software. A	disabled	USB	port	is	a	hardware	security	tool	that	prevents	users	from	connecting	to a	USB	storage	device	or	malicious	attack.	The	disabled	USB	port	can	help	isolate	the network	to	keep	it	from	becoming	infected	with	malware	or	other	viruses.	It	can	be especially	useful	to	prevent	unauthorized	access	to	data. Biometric	verification	and	validation,	such	as	fingerprint	readers,	QR	code	readers, and	voice	recognitions	can	be	implemented	in	computer	hardware	or	access	control points	(Wong	et	al.,	2005). Roots	of	Trust	(RoTs)	in	mobile	hardware	security	are	the	foundation	of	assurance	of trustworthiness	of	a	mobile	device.	Hardware	RoTs	provide	more	assurance	of support	device	integrity,	isolation,	verification,	and	storage	protection	(Rasquier	et	al., 2015).
Human	Security
  Human	security	ensures	all	data	is	protected	with	security	controls	to	avoid	risks	(Solms	and NieKerk,	2013).	One	of	the	critical	elements	is	to	hire	quality	personnel	who	have	no	criminal record	and	are	trustworthy	(Wong,	2009).	This	can	be	done	by	conducting	criminal	database checks	and	background	screens	to	ensure	all	employees	are	appropriately	appointed.	By developing	security	awareness	and	education,	users	will	have	a	better	understanding	of information	technology	security	and	cyber	security	(Raggad,	2010).	The	overall	objective	of human	security	is	to	develop	a	security	culture	in	which	each	user	can	recognize	security risks,	take	responsibility,	and	be	accountable	for	the	security.
Auditing,	Testing,	and	Making	Changes
  To	achieve	zero	risk	or	to	minimize	possible	vulnerabilities,	the	important	elements	are (McDowell,	2015;	Raggad,	2010;	Wang	et	al.,	2013): 1 Define	security	policy.
  2 Assess	compliance.
  3 Monitor	policy	violations.
  4 Routinely	test	for	and	minimize	exposure	to	risks.
  5 Routinely	review	all	identified	threats. Upon	completion	of	auditing	and	testing	(e.g.,	external	security	auditors	can	perform penetration	tests),	implementing	change	controls	is	the	final	step	in	developing	a	robust infrastructure.	The	change	control	can	establish	appropriate	authorization	for	requesting, designing,	implementing,	testing,	and	validating	all	changes.	In	accounting	practices,	it	is critical	to	ensure	that	a	zero-risk	level	can	be	achieved.
  include	backdoors,	clickjacking,	denial-of-service	attacks,	direct	access	attacks, eavesdropping,	malvertising,	phishing,	and	tampering.

Backdoor
  Backdoor	refers	to	the	access	of	a	computer	program	that	bypasses	security	mechanisms. This	is	often	a	remote	access	and	a	targeted	attack.	In	most	cases,	hackers	take	advantage	of	a backdoor	to	access	a	victim’s	infrastructure	without	being	detected.	Common	backdoor attacks	include	(Bailey	et	al.,	2005;	Sushama	et	al.,	2016;	Gaffney,	2013;	Klick	et	al.,	2015): Port	binding	(utilized	before	firewalls	are	in	place).
  Connect-back	(hackers	leverage	a	backdoor	to	connect	the	targeted	systems). Connect	availability	use	(use	of	malware). Legitimate	platform	abuse	(attack	a	valid	weak	system,	such	as	blog). Secret	method	to	bypass	authentication	(adding	an	authorized	party	for	legitimate access).
  Controls	and	Defenses: 1.	 Use	firewalls	in	all	entry	points	to	block	all	unauthorized	users.
  2.	 Use	a	robust	network	detection	system	to	monitor	a	network,	particularly	in	an	open source	program	(Martinez	et	al.,	2014).
  3.	 Implement	anti-malware	software.
Clickjacking
  Clickjacking	is	another	common	attack	that	is	a	malicious	technique	to	trick	a	user	into clicking	on	a	button	or	link	on	another	webpage	(Huang	et	al.,	2012;	Nagarhalli	et	al.,	2016). The	attack	often	uses	the	“bait-and-switch”	approach	to	trick	users;	when	clicking	buttons	or links,	the	user	is	switched	to	another	website	or	to	something	else.	Clickjacking	is	also	known as	User	Interface	(UI)	redress	attack.
  Controls	and	defenses: 1.	 User	confirmation	can	set	a	requirement	to	reconfirm	the	information.
  2.	 UI	randomization	randomizes	the	UI	position	to	prevent	attackers	from	finding	and locating	the	targeted	position	(Nagarhalli	et	al.,	2016).
  3.	 Frame-busting	(x-frame-option)	is	used	to	prevent	a	site	from	functioning	when loaded	inside	a	frame	(Kavitha	et	al.,	2016).
  4.	 Opaque	overlay	policy	(Gazelle	browser)	is	used	to	provide	a	transparency	of	the website	(Kavitha	et	al.,	2016).

  5.	 Visibility	detection	on	click	(no	script);	a	site	provides	a	detection	that	does	not	allow scripts;	for	example,	the	Firefox	browser	has	implemented	visibility	detection techniques	(Shahriar	and	Haddad,	2015;	Pawade	et	al.,	2016).
  6.	 Imposing	delay	techniques	so	that	users	think	before	clicking	on	buttons	or	links.
  Usually,	users	need	to	wait	for	a	few	seconds	before	they	can	click	(Moshchuk	et	al., 2012).
  7.	 Dynamic	OS-level	screenshot	comparison	to	ensure	integrity	of	the	target	click,	and that	it	is	an	exact	match	with	the	same	image	of	pixels	(Huang	et	al,	2012).
  8.	 Freeze	screen	around	the	target	that	allows	users	to	stop	clicking	on	the	fake	link	or button	(Huang	et	al,	2012).
  9.	 Pointer	re-entry	technique	that,	after	visual	changes	on	the	target,	invalidates	the	click until	pointer	re-entry	(AlJarrah	and	Shehab,	2016).	That	means	the	user’s	first	click	is invalidated,	and	a	re-click	would	be	validated.
Denial-of-service
  Denial-of-service	attacks	aim	to	make	the	network	resources	unavailable	to	users	(Ali	et	al., 2015).	Attackers	aim	to	interrupt	the	services	from	a	host	connected	to	the	internet.	Distributed denial-of-service	(DDoS)	refers	to	multiple	points	of	attack;	i.e.,	more	than	one–or thousands–of	unique	IP	addresses	attack	multiple	hosts	or	networks.	Examples	of	denial-of- service	attacks	include	(1)	attackers	deliberately	entering	the	wrong	password	consecutive times	to	lock	out	users,	(2)	overloading	the	network	to	block	out	multiple	users	at	once,	(3) zombies	(botnets)	attacking	with	forwarding	transmissions	(including	spam	or	viruses)	to other	computers	on	the	internet,	(4)	a	misconfigured	Domain	Name	System	(DNS)	server	can be	easily	exploited	in	an	amplification	attack	in	which	an	attacker	tries	to	overwhelm	a	victim system	with	DNS	response	traffic	(Booth	and	Anderson,	2015;	Chouhan	and	Singh,	2016).
  Controls	and	defenses:
  1.	 Application	front-end	hardware	is	used	to	analyze	data	packets’	priority,	and	determine whether	it	is	regular	and/or	dangerous	(Chouhan	and	Singh,	2016).	This	is	a	front-end hardware	that	can	be	installed	on	the	network,	such	as	on	routers	and	switches,	before traffic	reaches	the	servers	(Rouvinen,	2015).
  2.	 Key	completion	indicators	(KCIs)	are	designed	in	cloud-based	applications	to	fight against	DDoS	attacks	in	cloud	computing	(Khan	et	al.,	2016).	The	KCIs	use	a probabilistic	approach	to	analyze	legitimate	incoming	traffic	before	deploying elasticity	policies	(Jing	et	al.,	2015).

  3.	 Black	hole	is	one	of	the	common	methods	used	against	DoS	or	DDoS	attacks	(Tyagi, 2016).	In	networking	or	network	topology,	black	hole	refers	to	incoming	or	outgoing traffic	that	is	silently	discarded	without	approaching	a	receiver.	In	internet management,	a	DNS	Blackhole	List	(DNSBL),	also	known	as	a	blacklist,	blocklist,	or	a Real-time	Blackhole	List	(RBL),	is	often	used	in	conjunction	with	mail	server	and spam	software	to	analyze	traffic	and	remove	attacks	silently	(Tyagi,	2016).	Black	hole email	addresses	can	be	removed	silently	without	users’	awareness.	In	internet	TPC/IP protocols,	all	IP	addresses	require	communication	with	host	machines.	When	there	is failure	in	communication	with	the	host	machines,	the	IP	address	will	be	automatically discarded	before	approaching	the	receiver.
  4.	 An	Intrusion	Prevention	System	(IPS)	examines	network	traffic,	detects	malicious activities	or	violations,	and	prevents	vulnerability	exploits	(Yan	et	al.,	2016).	The	IPS provides	alarms	to	the	network	administrator,	delivers	malicious	packets,	blocks traffic	from	the	source	address,	and	resets	the	connection.	Two	main	types	of	IPSs include	network-based	IPSs	(NIPS)	and	host-based	IPSs	(HIPS)	(Khan,	2016;	Prabha and	Sree,	2016).	The	NIPS	are	deployed	as	webservers	right	in	front	of	the	critical resources,	whereas	the	HIPS	are	set	up	inside	a	host	system,	which	only	protects	the host	itself.	IPSs	were	popular	mid-2000.	Nowadays,	IPSs	are	integrated	into	firewalls, intrusion	detection	systems,	and	unified	threat	management	solutions	(Prabha	and Sree,	2016).
  5.	 Firewall	rules	based	on	ports,	IP	addresses,	and	protocols	can	be	deployed	for	a simple	attack.	For	more	complex	attacks,	Next	Generation	FireWall	(NGFW) appliances	combine	with	network	firewalls	and	IPSs	to	provide	better	malware protection	(Keskin	et	al.,	2016).
  6.	 Denial-of-service	defense	systems	(DDSs)	address	IPS	limitations	that	can	block connection-based	attacks,	such	as	DDSs	defense	protocol	attacks.	The	protocol	attack refers	to	exploiting	specific	features	or	implementing	bugs	in	some	of	the	victim’s protocols	to	consume	an	excessive	amount	of	resources.	Examples	of	protocol	attacks include	Smurf,	SYN,	ICMP,	CGI	requests,	authentication	server,	attacks	using	DNS systems,	and	attacks	using	spoofed	addresses	in	ping	(Singh	and	Panda,	2015).
  7.	 Routers	and	switches	both	have	a	rate-limiting	approach,	and	they	can	be	used	to access	control	models	to	build	access	controls	and	capability	lists.	These	can	reduce the	impact	of	traffic	flooding	resulting	from	the	DoS	attacks.	Some	switches	can perform	automatic	filtering,	traffic	shaping,	delayed	binding,	deep	packet	inspection, and	Bogon-Filtering	to	detect	DoS	attacks.
  8.	 Ingress	filtering	is	a	technique	to	counter	against	DoS	and	spoofing	attacks	(Ayyaz	et al.,	2016).	It	identifies	fake	IP	addresses	and	verifies	incoming	packets	from	the originate	networks.
  9.	 Network	administrators	can	use	Unicast	Reverse	Path	Forwarding	(URPF)	to	limit	the flow	of	malicious	attacks	on	the	network,	such	as	DoS	attacks.	URPF	checks	the	source of	IP	addresses	that	match	the	correct	source	of	the	interface	according	to	the	routing table.
  10.	 Geographic	dispersion	(Global	Resources	Any-cast)	is	a	newer	technique	against DDoS	attacks	that	distributes	footprints	of	DDoS	attacks	(Berman	et	al.,	2016).	By using	the	Any-cast	routing	method,	traffic	from	a	source	is	allowed	to	be	routed	to various	nodes	of	networks.	Global	resource	Any-cast	is	one	of	several	effective countermeasures	to	DDoS	attacks,	as	it	can	find	nearby	Any-cast	resources topologically	closest	to	itself.	Any-cast	architecture	can	improve	internet	presence security	and	reliability.
  11.	 DoS	run	book	provides	a	playbook	or	manual	for	a	company	in	the	event	a	DoS	attack arises.	This	run	book	provides	a	crisis	management	and	plan	to	deal	with	network environment,	including	rules,	recovery,	and	solution	mitigation	plans	(Silva	et	al., 2017).
  12.	 A	filtering	list	(reputation-based	blocking)	is	a	critical	component	in	today’s	cyber security	(Don	et	al.,	2016).	Reputation-based	techniques	provide	URL	analysis	and identify	threat	telemetry,	intelligence	engineers,	and	analytics.	The	aim	is	to	establish	a reputation	for	each	URL.	It	also	blocks	or	limits	the	impact	of	untrustworthy	URLs.

  13.	 Connection	limits	and	timeouts	can	be	used	for	DoS	defense	purposes.	They	are	a common	feature	in	a	network	environment,	used	to	ensure	that	DoS	attacks	are	unable to	enter	the	inside	zones	of	an	internal	network.	They	use	connection	limits	and timeouts.
Direct	Access
  A	direct	access	attack	is	unauthorized	physical	access	of	a	computer.	Attacks	include	operating system	modifications,	installing	malicious	devices,	software	viruses	and	worms,	key	loggers, and	wireless	mice.
  Controls	and	defenses: 1.	 Encrypt	and	backup	all	valuable	data.
  2.	 Deploy	separate	storage	servers.
Eavesdropping
  Eavesdropping	is	secretly	listening	to	private	conversations	of	others	without	their	consent. The	eavesdropping	attack	can	occur	in	different	forms	of	communication,	such	as	email, online	chatroom,	and	Voice	Over	Internet	Protocol	(VOIP).	A	network	eavesdropping	attack can	be	done	over	a	network	layer;	attackers	capture	packets	during	the	transmission	when	the network	lacks	an	encryption	service	(Zou	and	Wang,	2016;	He	et	al.,	2014).
  Controls	and	defenses:
  1. SSL	(secure	sockets	layer)	protocol	can	encrypt	online	communication	and	secure data	over	the	internet	(Huang	et	al.,	2014).	An	SSL	certificate	is	one	of	the	solutions	to secure	servers	and	websites.	The	SSL	is	a	protocol	for	transmission	technology	for encrypted	links	or	private	documents	between	a	client	and	a	sever,	such	as	a	web server	and	a	browser	or	a	mail	server.	In	the	cryptographic	system,	a	public	key (everyone)	and	a	private	key	(only	the	recipient)	are	used	in	the	SSL	design. Encryption	with	the	SSL	certificate	helps	to	protect	data	from	being	stolen	or	sniffed.
  2. Public	Key	Infrastructure	(PKI)	is	designed	to	secure	sensitive	information	such	as e-commerce	and	e-banking	over	the	internet	(He	et	al.,	2014).	The	PKI	is	a	set	of policies	and	procedures	that	is	designed	to	verify	digital	certificates,	provide	server authentication,	and	manage	public	key	encryption.
  3. Antivirus	and	malware	scan	software	can	be	set	up	to	alert	a	user	about	any malicious	attack	or	virus,	as	well	as	to	keep	most	viruses	out	of	the	system.
  4. Firewalls	are	a	common	technique	to	project	network	traffics	for	any	malicious attack	or	unauthorized	access.

  5. Network	intrusion	prevention	systems	detect	and	avert	eavesdroppers.
  6. Network	segmentation	refers	to	a	computer	network	that	is	divided	or	split	into sub-networks	that	can	restrict	unauthorized	traffic	(Du	et	al.,	2014).	It	also	improves network	performance	and	security.
  7. Network	Access	Controls	(NAC)	is	an	endpoint	security	server	(or	technology)	that enforces	trustworthy	systems	and	network	authentication	(Yue	et	al.,	2013).	In	addition, NAC	can	restrict	data	access	to	different	individual	users.
  8. Password	security	is	also	important	in	security	attacks.	Frequently	change passwords	to	a	strong,	long	password	that	includes	a	combination	of	small	and	capital alphabets	with	letters,	numbers,	and	special	characters.
Malvertising
  Malvertising	is	similar	to	clickjacking.	A	malvertising	attack	is	based	on	end	users	clicking on	a	web	advertisement	(Xing	et	al.,	2015).	The	computer	then	downloads	malicious	code onto	the	user’s	system.
  Controls	and	defenses: 1. Many	ads,	such	as	free	software	downloads	or	free	trips,	are	too	good	to	be	true.
  They	allow	malware	to	be	easily	downloaded	onto	your	system.
  2. Up-to-date	software	and	operating	systems	can	reduce	the	risks	of	an	attack.
  3. User	training	and	education	ensures	the	best	knowledge	of	cyber-attacks	and	how	to avoid	them	and	defend	against	them.
Phishing
  According	to	the	Phishing	Trends	and	Intelligence	Report	in	2016,	there	are	more	than	one million	confirmed	malicious	phishing	sites	on	over	130,000	unique	domains	(PhishLabs, 2016). The	main	goal	of	phishing	is	to	steal	sensitive	information,	such	as	financial	and	personal information,	credit	card	details,	passwords,	and	usernames	(Amiri	et	al.,	2014).	Phishing attackers	focus	on	manipulating	users’	trust,	and	most	phishing	techniques	are	carried	out	by email	spoofing	and	instant	messaging.	In	e-commerce,	many	fake	websites	aim	to	target victims’	personal	and/or	financial	details.	Malware	is	one	of	the	most	commonly	used phishing	attacks.	Attackers	use	malicious	code	with	an	intent	to	steal	data	and	destroy	a computer.

  Controls	and	defenses:
  1. User	training	is	one	of	the	most	critical	defenses	against	the	attacks.	Best	practices and	up-to-date	security	training	can	significantly	reduce	the	cybercrime	and	related financial	risks.
  2. SSL	certificate	security	and	two-factor	authentication	communication	can	be	set	up to	reduce	the	risk	of	phishing	attacks	(Bicakci	et	al.,	2014).
  3. Anti-virus,	internet	scanner,	and	spam	software	provide	filtering	and	detect	any phishing	email	messages,	websites,	and	links.
  4. Use	the	latest	security	updates	in	an	operating	system.
Privilege	Escalation
  Privilege	escalation	attackers	take	the	weakness	of	a	poor	operating	system	and	software configurations,	design	flaws,	and	bugs	in	order	to	gain	access	to	restricted	system	areas (Heuser	et	al.,	2016).
  Controls	and	defenses:
  1. Remove	the	complier,	as	many	AIS	do	not	need	it.	Attackers	often	require	the complier	to	develop	an	exploit.	This	can	significantly	reduce	the	risk	of	attacks.
  2. File	integrity	monitoring	(FIM)	software	uses	verification	methods	as	a	baseline that	validates	the	integrity	of	application	software	and	file,	and	operates	the	system (Gupta	et	al.,	2015).	The	verification	method	often	makes	a	comparison	of cryptographic	checksums	between	the	original	baseline	and	the	current	state	of	files. These	verification	methods	can	be	done	in	automation	real-time,	randomly,	and polling	interval	for	internal	control.
  3. Advanced	Intrusion	Detection	Environment	(AIDE)	is	also	used	for	integrity	tests and	for	building	a	database	that	can	be	stored	in	external	devices	(Kenkre	et	al.,	2014). It	can	be	used	to	make	a	comparison	between	the	previously	built	database	and	the current	status	of	the	system.
  4. System	audits	(e.g.	Lynis)	and	tools	(e.g.,	Linux	Enumeration	(LinEnum)	&amp;	Unix- privesc-checker)	can	perform	security	audits	and	detect	risks	in	the	operating	system (Manu	et	al.,	2016).
  5. Patch	systems	apply	regular	updates	for	interactive	login	privileges	and	use	content registry	for	tracking.
Spoofing
  Spoofing	is	a	network	malicious	attack	where	an	unknown	source	is	sent	to	the	receiver	to gain	illegitimate	benefits	(Fan	et	al.,	2015;	Psiaki	et	al.,	2016;	Sathya	et	al.,	2016).	Common attacks	include	caller	ID	spoofing	(e.g.,	false	ID	and	number	in	VoIP),	email	spoofing	(e.g., spammers	hide	the	origin	of	their	emails),	man-in-the-middle	attacks	(e.g.,	TPC/IP	internet protocol	does	not	provide	mechanisms	for	authenticating	the	source),	and	referrer	header spoofing	(e.g.,	users	gain	unauthorized	access	due	to	incorrect	sending	of	referrer	in	HTTP network	requests	for	websites)	(Gupta	and	Gola,	2016;	Mahadev	et	al.,	2016).
  Controls	and	defenses:
  1. In	software	development,	spoofing	often	can	be	tested	by	penetration	testing	for observing	the	HTTP	Daemon	(HTTPD)	system.	The	HTTPD	is	a	software	program that	runs	in	the	background	of	a	web	server	and	automatically	responds	to	all	web requests.
  2. Proxy	servers	and	some	software	tools	are	already	installed	in	web	browsers	(e.g., Internet	Explorer	and	Mozilla	Firefox)	that	can	manage	referrer	URLs	and	HTTP requests.
  3. Cross-Site	Request	Forgery	(CSRF)	prevention	techniques	can	be	used	by embedding	additional	authentication	access	controls,	such	as	additional	data	requests to	detect	any	unauthorized	location	(Gupta	and	Gola,	2016).
  4. A	detection	system	can	be	installed	for	monitoring	the	address	resolution	protocol (ARP)	table,	detecting	changes	of	gateway	entry	(e.g.,	comparing	outputs	with previous	saved	IP/Mac	entry)	and	alerting	the	victim.
  5. In	mobile	or	caller	ID	spoofing,	the	call-back	method	or	search	engine	can	be	used to	verify	the	information.
  6. The	Completely	Automated	Public	Turing	test	to	tell	Computers	and	Human	Apart (CAPTCHA)	can	be	used	to	determine	whether	the	attacker	is	human	(Mahadev	et	al., 2016).
  7. Personal	safety	techniques,	such	as	avoiding	saving	usernames	and	passwords	in	a browser,	logging	off	immediately	after	using	a	web	application,	using	different browsers	for	accessing	sensitive	information,	and	using	plugins	(e.g.,	no	script)	to reduce	attacks,	particularly	in	JavaScript.
Tampering
  Tampering	refers	to	an	attack	without	authority	that	causes	damage	to	a	victim.	This	involves altering	or	modifying	information,	a	product,	or	a	system.	Web	parameter	tampering	attacks involve	the	manipulation	of	parameter	transmission	between	client	and	server	and	the	altering of	information.	Paros	proxy	and	Web-Scarab	are	the	common	security	tools.
  Consequence	attacks	such	as	cross-site	scripting	(XSS),	path	traversal,	and	SQL	injection	can be	exploited	due	to	errors	of	integrity	and	logic	validation	mechanism	(Selim	et	al.,	2016).
  XSS	aims	to	inject	client-side	scripts	viewing	a	user’s	side	websites.	A	path	traversal	is	also known	as	directory	traversal,	directory	climbing,	backtracking,	or	dot-dot-slash,	and	is	an attempt	to	gain	access	to	files	or	a	directory.	SQL	injection	is	the	insertion	of	a	SQL	query including	reading,	executing	database	administrative	operation,	and	storing	data	contents.
  Controls	and	defenses: 1. Training	and	educating	users	about	tampering	attacks	and	defenses.
  2. User	Behavior	Analytics	(UBA)	review	human	behavior	by	applying	algorithms and	statistical	analysis	to	detect	meaningful	anomalies	(Shen	et	al.,	2016).
  3. Multiple	access	controls	and	limited	access	policies	for	different	users.
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