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  “Security is, I would say, our top priority because for all the exciting things you will be able to do with computers— organizing your lives, staying in touch with
  chapter

  people, being creative—
  1 if we don’t solve these security problems, then people will hold back.” —Bill Gates
  Introduction to Information Security After reading this chapter and completing the exercises, you will be able to: ● ● Explain the component parts of information security in general and network security in particular ● Define the key terms and critical concepts of information and network security ● Describe the organizational roles of information and network security professionals ● Discuss the business need for information and network security
  Identify the threats posed to information and network security, as well as the common attacks ● associated with those threats Differentiate threats to information within systems from attacks against information within systems Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).
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  Running Case: You Must Be Joking Meghan Sanders couldn’t believe her eyes. She blinked twice, and then looked back at Alex to be sure it wasn’t a joke.
  “Well, do you think you can help me?” Alex Truman asked, with a hint of desperation in his voice. “This is your current perimeter defense?” Meghan asked, hesitantly. “Have you reconfigured
  the device in any way?”
  “Yes, that’s it, and no, it was installed out of the box,” Alex replied. “I bought the best one
  they had on the shelf at the time! We know we need to consider an upgrade, but it’s been working pretty well so far.” That’s the understatement of the year, Meghan thought. She took a deep breath. “Okay, I think I know what we need to do, but it’s going to take some time and effort. Let me check in with my team and I’ll send over an estimate.” As she walked back to her car, Meghan mulled over the issues at hand. Her company, Onsite Security Services, was doing well so far. She’d built a small but solid base of customers, including several small businesses, work-at-home professionals, and even a few local retail chain vendors. But this was going to be the most challenging job yet. Most of her work involved helping clients update and secure computers, servers, printers, and the occasional network configuration. She’d worked with small firewalls for the home users, but had never really gotten involved in commercial-grade security appliances. “I guess it’s time I upgraded my service offerings,” she told herself. What Meghan couldn’t believe was that a local data center, with over 50 servers providing data collection and data mining services for local businesses, was protected at the perimeter with a residential-grade firewall, the same inexpensive device most people used at home. All that data, residing behind a piece of technology bought on sale for $49.99, she thought to herself. Meghan called her office manager. “Rachel?” she said, “I just left Data Mart. I need you to see if Mike can schedule an appointment with Alex Truman to start educating him on effec- tive security profiles. This job is going to take some real work, and I think we need to start with the basics.”

  Introduction
  Network security is a critical activity for almost every organization, and for some organiza- tions it may be the critical activity that defines their business. The cornerstone of most net- work security programs is an effective perimeter defense. Perimeter defense is the protection of the boundaries of the organization’s networks from the insecurity of the Internet. The heart of any good perimeter defense is an effective firewall that has been properly configured to be safe and efficient. However, before you can start the processes used to plan, design, and build effective firewall defenses, you should have an understanding of information secu- rity and how network security and an effective firewall fit into that context. Learning about the overall topic of information security helps you become aware of each of the Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s). many factors that affect network security and firewall management. The field of information Licensed to: CengageBrain User security has matured rapidly in the past 20 years. Those who don’t understand the concep- tual basis of information security risk being unable to make the best business decisions
  1
  regarding network security. This chapter offers an overview of the entire field of information security and of how that broader field influences current trends in network security.
  What Is Information Security?
  Information security (InfoSec) is the protection of information and its critical elements,
  1
  including the systems and hardware that use, store, and transmit that information. To protect information and its related systems, each organization must implement controls such as policy, awareness training, security education, and technical controls. These security controls are organized into topical areas, and any successful organization will be able to integrate them into a unified process that encompasses the following: ●
  Network security—The protection of networking components, connections, and con- ● tents (the broader topic within which this textbook falls) Physical security—The protection of the physical items, objects, or areas of an organi- ● zation from unauthorized access and misuse Personnel security—The protection of the people who are authorized to access the ● organization and its operations Operations security—The protection of the details of a particular operation or series ● of activities
Communications security—The protection of an organization’s communications media, technology, and content
  Modern information security has evolved from a concept known as the C.I.A. triangle. The C.I.A. triangle, an industry standard for computer security since the development of the main- frame, is based on the three characteristics of information that make it valuable to organiza- tions: confidentiality, integrity, and availability. These three characteristics of information are as important today as they have always been, but the model of the C.I.A. triangle no longer adequately addresses the constantly changing environment of the information technology (IT) industry. The current environment has many emerging and constantly evolving threats. These threats may be accidental or intentional. The resulting losses may be from damage or destruc- tion to IT systems or data, or they may involve theft, unintended or unauthorized modifica- tion, or any one of the many other ways that IT systems can experience loss. This has prompted the expansion of the C.I.A. triangle into a more robust model that addresses the complexities of the current information security environment. This expanded list of critical characteristics of information is described in the next section.

Critical Characteristics of Information
  The value of information comes from the characteristics it possesses. A change to one of the characteristics of information changes the value of that information. The value either increases Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s). or, more commonly, decreases. Although information security professionals and end users Licensed to: CengageBrain User have the same understanding of the characteristics of information, tensions can arise when the need to secure the confidentiality or integrity of information conflicts with the end users’ need for unhindered access to the information (availability). The following are some of the impor- tant characteristics of information you should know when discussing the security and integrity
  2
  of information : ● Availability—The information is accessible by authorized users (persons or computer systems) without interference or obstruction, and they receive it in the ● required format.
  Accuracy—Information is free from mistakes or errors, and it has the value that the ● end user expects. Authenticity—The information is genuine or original rather than a reproduction or fabrication. Information is authentic when it is the information that was originally ● created, placed, stored, or transferred.
  Confidentiality—The information is protected from disclosure or exposure to unauthorized individuals or systems. This means that only those with the rights and privileges to access information are able to do so. To protect against a breach in the confidentiality of information, a number of measures can be used: ● ● Information classification ● Secure document storage ● Application of general security policies ● Education of information custodians and end users
  Integrity—The information remains whole, complete, and uncorrupted. The integrity of information is threatened when the information is exposed to corruption, damage, ● destruction, or other disruption of its authentic state.
  Utility—The information has value for some purpose or end. To have utility, informa- tion must be in a format meaningful to the end user. For example, U.S. Census data can be overwhelming and difficult to understand; however, when properly interpreted, it reveals valuable information about the voters in a district, what political parties they ● belong to, their race, gender, age, and so on.
  Possession—The information object or item is owned or controlled by somebody. Information is said to be in one’s possession if one obtains it, independent of format or other characteristics.
  CNSS Security Model
  The definition of information security presented earlier is based in part on a document from the U.S. Committee on National Systems Security (CNSS) called the National Train- ing Standard for Information Security Professionals NSTISSI No. 4011 (www.cnss.gov/

  Assets/pdf/nstissi_4011.pdf). This document presents a comprehensive model for informa-
  tion security and is becoming the evaluation standard for the security of information sys- tems. The model, known to most information security professionals as the McCumber Cube, was created by John McCumber in 1991; it provides a graphical description of the architec-
  3
  tural approach widely used in computer and information security. As shown in Figure 1-1, Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s). the McCumber Cube uses a representation of a 3 x 3 x 3 cube, with 27 cells representing the Licensed to: CengageBrain User various areas that must be addressed to secure today’s information systems. For example, the cell that represents the intersection of technology, integrity, and storage calls for a control or
  1
  safeguard that addresses the need to use technology to protect the integrity of information while it is in storage. One such control is a system for detecting host intrusion that protects the integrity of information by alerting the security administrators to the potential modifica- tion of a critical file. What is commonly left out of a model like the McCumber Cube is the need for guidelines and policies that provide direction for the practices and implementations of technologies. The need for policy is a critical element for all organizations, and you will find that it is mentioned frequently throughout this textbook.
  Technology Policy Education Confidentiality Confidentiality
  Technology Integrity Integrity licy Education Po
  Availability Availability Storage   Processing  Transmission Storage   Processing  Transmission © Cengage Learning 2012 Figure 1-1 The McCumber Cube Balancing Information Security and Access
  Even with the best efforts of planning and implementation, it is not possible to achieve per- fect information security. Information security is a process, not an end state. Information security must balance protection of information and information assets with the availability of that information to its authorized users. It is possible to permit access to a system so that it is available to anyone, anywhere, anytime, through any means—that is, maximum avail- ability. However, this poses a danger to both the confidentiality and the integrity of the information. On the other hand, to achieve the maximum confidentiality and integrity found in a completely secure information system would require that the system not allow access to anyone. To achieve balance—that is, to operate an information system that meets the high level of availability sought by system users as well as the confidentiality and integrity needs of system owners and security professionals—the level of security must allow reasonable access, yet protect against threats. An imbalance between access and security often occurs when the accessibility needs of the end user fall short due to requirements for protecting the informa- tion or when security has been neglected to improve accessibility. Both sides in this trade-off must exercise patience and cooperation when interacting with the other, as both should rec- ognize that they have the same overall goal—to ensure that the data is available when, where, and how it is needed, with minimal delays or obstacles. Using the principles of infor- mation security, it is possible to address that level of availability, even with consideration of Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s). the concerns for loss, damage, interception, or destruction. Licensed to: CengageBrain User

  Business Needs First
  Information security performs these four important organizational functions:
  1. Protects the organization’s ability to function
  2. Enables the safe operation of applications implemented on the organization’s IT systems
  3. Protects the data the organization collects and uses
  4. Safeguards the technology assets in use at the organization
  Protecting the Functionality of an Organization Both general management
  and IT management are responsible for implementing information security to protect the organization’s ability to function. Although many managers shy away from addressing information security because they perceive it to be a technically complex task, information security has more to do with management than with technology. Just as managing payroll has more to do with management than with mathematical wage computations, managing information security has more to do with policy and enforcement of policy than with the technology of its implementation.
  Organizations are under immense
  Enabling the Safe Operation of Applications

  pressure to acquire and operate integrated, efficient, and capable information systems. They need to safeguard applications, particularly those that serve as important elements of the infra- structure of the organization, such as operating system platforms, electronic mail (e-mail), instant messaging (IM), and all the other applications that make up the current IT environment.
  Protecting Data That Organizations Collect and Use Almost all organizations
  rely on information systems to support their essential functions. Even if a transaction is not online, information systems and the data they process enable the creation and movement of goods and services. Therefore, protecting data in motion, data at rest, and data while it is being processed is a critical aspect of information security. The value of data motivates attack- ers to steal, sabotage, or corrupt it. An effective information security program directed by man- agement is essential to the protection of the integrity and value of the organization’s data.
  To perform effectively, orga-
  Safeguarding Technology Assets in Organizations
  nizations must provide secure infrastructure services to meet the needs of the enterprise. In general, as the organization’s network grows to accommodate changing needs, it may need more robust technology solutions. An example of a robust solution is a firewall, a device that keeps certain kinds of network traffic out of the internal network. Another example is caching network appliances, which are devices that store local copies of Internet content, such as Web pages that employees frequently refer to. The appliance displays the cached pages to users rather than accessing the pages on the remote server each time.
Security Professionals and the Organization
  It takes a wide range of professionals to support the complex information security program needed by a moderate or large organization. Senior management is the key component for a Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s). successful implementation of an information security program. But administrative support is also needed to develop and execute specific security policies and procedures, and technical expertise is needed to implement the details of the information security program.
  The chief information officer (CIO) is often the senior technology officer. Other titles, such as vice president (VP) of information, VP of information technology, or VP of systems, may be used. The CIO is primarily responsible for advising the chief executive officer, president, or company owner on the strategic planning that affects the management of information in the organization. The chief information security officer (CISO) is the individual primarily responsible for the assessment, management, and implementation of information security in the organization. The CISO may also be referred to as the manager for IT security, the security administrator, information security officer (ISO), chief security officer (CSO), or by a similar title. The CISO usually reports directly to the CIO, although in larger organizations it is not uncommon for one or more layers of management to exist between the two.
  The information security project team consists of a number of individuals experienced in one or more facets of the vast array of required technical and nontechnical areas. Many of the same skills needed to manage and implement security are also needed to design it. Members of the security project team assume the following roles: ●
  Champion—A senior executive who promotes the project and ensures that it is sup- ported, both financially and administratively, at the highest levels of the organization. ● Team leader—An individual, perhaps a departmental line manager or a staff unit manager, who understands project management, personnel management, and infor- mation security technical requirements. ● Security policy developers—Individuals who understand the organizational culture, existing policies, and requirements for developing and implementing successful policies. ● Risk assessment specialists—Individuals who understand financial risk assessment techniques, the value of organizational assets, and the security methods to be used. ● Security professionals—Specialists in all aspects of information security, both technical and nontechnical. ● Systems, network, and storage administrators—Individuals with the primary responsi- bility for administering the systems, storage, and networks that house and provide access to the organization’s information. ● End users—Those who will be most directly affected by new implementations and changes to existing systems. Ideally, a selection of users from various departments, levels, and degrees of technical knowledge will help the team focus on realistic controls applied in ways that do not disrupt the essential business activities they seek to safeguard.

  Data Management
  Every information asset and piece of data used by the organization was developed by someone for a particular purpose. The use of that data involves three categories of data managers, whose very specific responsibilities with regard to the protection and use of that data are as follows:
  1 Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).
  Licensed to: CengageBrain User
We will now describe the various professional positions that are involved in a typical organi- zation’s information security
  Licensed to: CengageBrain User ● Data owners—Data owners own the data and are responsible for the security and use of a particular set of information. They are usually members of senior management and are usually business division managers. Data owners are responsible for determin- ing who can access the data, and under what circumstances. Data owners work with ● data custodians to oversee the day-to-day administration of the data.
  Data custodians—Data custodians work directly with data owners and are responsible for the storage, maintenance, and protection of the information. Depending on the size of the organization, the custodian may be a dedicated position, such as the CISO, or it may be an additional responsibility of a systems administrator or other technology manager. The duties of a data custodian often include overseeing data storage and backups, implementing the specific practices and procedures specified in the security ● policies and plans, and reporting to the data owner.
  Data users—Data users are those in the organization who are allowed by the data owner to access and use the information to perform their daily jobs supporting the mission of the organization. Data users therefore share the responsibility for data security.
  Key Information Security Terminology
  In order to effectively support any information security effort, including the design, implemen- tation, and administration of an effective perimeter defense, the security professional must be familiar with certain common terms.
  Threats and Attacks

In general, a threat is a category of object, person, or other entity that poses a potential risk of loss to an asset—that is, the organizational resource that is being protected. Examples of
  threats are presented later in this chapter. An asset is anything that has value for the organization. It can be physical, such as a person, computer system, or other tangible object. Alternatively, an asset can be logical, such as a computer program, a Web site, or a set of information. An attack is an intentional or unin- tentional action that could represent the unauthorized modification, damage, or loss of an information asset. Some common attacks are presented later in this chapter. When considering the security of information systems components, it is important to under- stand that a computer can be the subject of an attack or the object of an attack. When a computer is the subject of an attack, it is used as an active tool to conduct the attack. When a computer is the object of an attack, it is the entity being attacked. Figure 1-2 illustrates computers as the subject and object of an attack. There are also two types of attacks: direct attacks and indirect attacks. A direct attack is when a hacker uses a personal computer to break into a system. An indirect attack is when a system is compromised and used to attack other systems, such as in a botnet (a collection of software programs that operate autono- mously to attack systems and steal user information) or other distributed denial-of-service attack. Direct attacks originate from the threat itself. Indirect attacks originate from a system or resource that itself has been attacked and is malfunctioning or working under the control of a threat. A computer can, therefore, be both the subject and object of an attack when, for example, it is first the object of an attack and then compromised and used to attack other Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s). systems, at which point it becomes the subject of an attack. Licensed to: CengageBrain User
  Internet
  1 Stolen information Hacker request Hacker using a Remote system that is computer as the the object of an attack subject of an attack © Cengage Learning 2012 Figure 1-2 Computer as the Subject and Object of an Attack
  Vulnerabilities and Exploits
  A threat agent is a specific instance of a general threat. As an example, an act of electronic trespass could be considered a general threat, whereas the threat agent would be a particular hacker. The threat agent exploits vulnerabilities in the controls that protect an asset. A vul- nerability is a weakness or fault in the mechanisms that are intended to protect information and information assets from attack or damage. Vulnerabilities that have been examined, documented, and published are referred to as well-known vulnerabilities. Some vulnerabil- ities are latent, however, and thus are not revealed until they are later discovered. There are two common uses of the term “exploit” in security. One use is for when threat agents attempt to exploit a system or information asset. For example, we may say a hacker exploits a known flaw in a program to complete a successful attack. The other use is for the specific recipe that an attacker creates to formulate an attack. For example, we might say that an elite hacker has posted an exploit for a new vulnerability on a Web site, thus allowing some script kiddies to make attacks otherwise beyond their skill level. Defenders try to prevent attacks by applying controls, safeguards, or countermeasures. These terms, all synonymous, refer to security mechanisms, policies, or procedures that can successfully counter attacks, reduce risk, resolve vulnerabilities, and generally improve the security within an organization.
  Risk
Risk is the state of being unsecure, either partially or totally, and thus susceptible to attack, as in “at risk.” Risk is usually described in terms of likelihood, which is the possibility or
  probability of unwanted action on an information asset. This is usually a concern for the loss, damage, unwanted modification, or disclosure of information assets. Dealing with risk is the task of risk management, which involves risk identification, risk assessment or analysis, and risk control. All organizations must live with some level of risk. The amount of risk an organization chooses to live with is called its risk appetite or risk tolerance. The amount of risk that remains after an organization takes precautions, implements controls and safe- guards, and performs other security activities is termed residual risk. Organizations control risk by implementing options from among the following four major strategies: ●
  Self-protection—Applying safeguards that eliminate or reduce the remaining uncontrolled risks. This is the main task of the information security professional: implementing effec- ● tive controls to reduce risk. These steps are most often preventive in nature.
  Risk transfer—Shifting the risk to other areas or to outside entities, such as insurance Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s). companies or security management firms. Licensed to: CengageBrain User ● Self-insurance or acceptance—Understanding the consequences and acknowledging the risk without attempting to control or mitigate it. Acceptance is a viable solution only if the organization has evaluated the risk and determined that the implementation of additional controls or strategies is not justified, due to cost or other organizational issues. Another aspect of this strategy involves reducing the impact should an attacker successfully exploit the vulnerability. This reduction in impact is done through the implementation of Incident Response, Disaster ● Recovery, and Business Continuity plans.
  Avoidance—Not engaging in certain types of activities to avoid the risk that those activities might bring with them. For example, a company that sells products using a catalog and mail-order model may choose not to engage in e-commerce because it wants to avoid the risks from operating an online business-to-consumer Web presence. If a company wanted to avoid the risks of handling credit card transactions, it might avoid that part of an e-commerce application by outsourcing it to another business entity, perhaps a bank or an online payment service.

  Security Perimeter and Defense in Depth
  An organization will often create a network security perimeter, which defines the boundary between the outer limit of an organization’s security and the beginning of the outside network. A security perimeter attempts to protect internal systems from outside threats, as pictured in Figure 1-3. Unfortunately, the perimeter does not protect against internal attacks from employee threats or on-site physical threats. There can be both an electronic security perimeter, usually at the organization’s exterior network or Internet connection, and a physical security perimeter, usually at the gate to the organization’s offices. Both require forms of perimeter security.
  Security perimeters may be implemented in multiple layers, with graduations in the level of secu- rity; they may also be implemented using multiple technologies (see the discussion of defense in depth that follows). These efforts seek to separate the protected information from potential
  Buffer or DMZ Untrusted network Trusted network External filtering router 
Security perimeter Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s). © Cengage Learning 2012 Figure 1-3 Security Perimeter Licensed to: CengageBrain User attackers. Within the established security perimeters, the organization may choose to set up security domains—that is, areas of trust within which users can freely communicate. In this
  1
  approach, users with access to one system within a security domain have access to all systems within that particular domain. The security perimeter is an essential element of the overall secu- rity framework, and its implementation details are the core of the security blueprint. The key components of the perimeter include firewalls, DMZs, proxy servers, and intrusion detection systems. It should be noted that network endpoints are proliferating outside the usually defined perimeter. This includes mobile devices and remote computing solutions used by employees and business partners to gain increased availability to critical business data. This is a challenge to the
  4 Enterprises must carefully consider how traditional definition of an organization’s perimeter.
  these new technologies can redefine the location of the perimeter. One of the basic tenets of security architecture is the layered implementation of security. This layered approach is called defense in depth. To achieve defense in depth, an organization must establish multiple layers of security controls and safeguards, which can be organized into pol- icy, training and education, and technology, as per the CNSS model discussed earlier. While policy itself may not prevent attacks, it certainly prepares the organization to handle them; and coupled with other layers, it can deter attacks. This is true of training and education, which can also provide some defense against nontechnical attacks such as employee ignorance and social engineering. Social engineering occurs when attackers try to use social interaction with members of the organization to acquire information that can be used to make further exploits against information assets possible. It will be further discussed later in this chapter.
  Technology is also implemented in layers, with detection equipment working in tandem with reaction technology, all operating behind access control mechanisms. Implementing multiple types of technology, thereby preventing one system’s failure from compromising the security of information, is referred to as redundancy. Redundancy can be implemented at a number of points throughout the security architecture, such as firewalls, proxy servers, and access controls. Figure 1-4 illustrates the concept of building controls in multiple, sometimes redundant layers. The figure shows the use of firewalls and intrusion detection systems (IDS) that use both packet-level rules (shown as the header in the diagram) and data content analysis (shown as 0100101011). Firewall
  Dual-homed host Trusted network Host IDS External Internal filtering router filtering router Untrusted network Header 0100101011 Network intrusion detection system 
Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s). © Cengage Learning 2012 Figure 1-4 Defense in Depth Licensed to: CengageBrain User

  Threats to Information Security Around 500 B.C., the Chinese general Sun Tzu wrote a treatise on warfare, Art of War.
  It contains military strategies still studied by military leaders and students today. In one of his most famous passages, Sun Tzu writes, “If you know the enemy and know your- self, you need not fear the result of a hundred battles. If you know yourself but not the enemy, for every victory gained you will also suffer a defeat. If you know neither the
  5 In the battle to protect informa-
  enemy nor yourself, you will succumb in every battle.” tion, you must know yourself—that is, be familiar with the information to be protected, and the systems that store, transport, and process it. You must also know the enemy. To make sound decisions about information security, management must be informed about the various threats facing the organization, its people, applications, data, and informa- tion systems—that is, the enemy.
As defined earlier, a threat poses a potential risk of loss to an asset—that is, the organizational resource that is being protected. Threats use attacks on information to cause damage to or
  otherwise compromise the information and/or the systems that support it. To understand the wide range of threats that pervade the interconnected world, researchers have interviewed practicing information security personnel and examined information security literature on threats. While the categorizations may vary, threats are relatively well researched and, conse- quently, fairly well understood. The Computer Security Institute (CSI) Computer Crime and Security Survey, the results of which are shown in Table 1-1, is a representative study that reveals how many organiza- tions have experienced the listed types of attack or misuse. As you can see, the line between threats and attacks is sometimes blurred, such as when a systems penetration also results in a loss of customer data. However, you can also see that a number of threats have been dominant for some time.
  
Type of Attack or 2009 2008 2007 2006 2005 2004 2003 2002 2001 2000 1999 Misuse 
Malware infection 64% 50% 52% 65% 74% 78% 82% 85% 94% 85% 90% (renamed 2009) 
Laptop or mobile 42% 42% 50% 47% 48% 49% 59% 55% 64% 60% 69% hardware theft or loss Being fraudulently 34% 31% 26% represented as sender of phishing message (new category in 2007) 
Insider abuse of Net 30% 44% 59% 42% 48% 59% 80% 78% 91% 79% 97% access or e-mail 
Denial of service 29% 21% 25% 25% 32% 39% 42% 40% 36% 27% 31% Botswithin the organization 23% 20% 21% (new category in 2007) Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s). Table 1-1 CSI/FBI Computer Crime and Security Survey (continues) Licensed to: CengageBrain User
  Type of Attack or 2009 2008 2007 2006 2005 2004 2003 2002 2001 2000 1999
  1 Misuse 
Financial fraud 20% 12% 12% 9% 7% 8% 15% 12% 12% 11% 14% Password sniffing 17% 9% 10% (new category in 2007) Unauthorized access or 15% privilege escalation by insider (alteredcategory in 2009) Web site defacement 14% 6% 10% 6% 5% 7% (new category in 2004) System penetration by 14% outsider (altered category in 2009) Exploit of client Web 11% browser (new category in 2009) Theft of or unauthorized 10% 8% access to PII or PHI due to all other causes (new category in 2008) Instant Messaging 8% 21% 25% misuse (new category in 2007) Exploit of wireless 8% 14% 17% 14% 17% 15% network (new category in 2004) Theft of or unauthorized 8% 5% access to IP due to all other causes (new category in 2008) Exploit of DNS Server 7% 8% 7% (new category in 2007) 7% Exploit of user’s social network profile (new category in 2009) Other exploit of public- 6% facing Web site (new category in 2009) Theft of or unauthorized 6% 4% access to IP due to mobile device theft or loss(new category in 2008) CSI/FBI Computer Crime and Security Survey (continues) 
Copyright 2011 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s). Table 1-1 Licensed to: CengageBrain User
  
Type of Attack or 2009 2008 2007 2006 2005 2004 2003 2002 2001 2000 1999
  Another approach to defining threat categories is the scheme shown in Table 1-2. This table
  Misuse Theft of or unauthorized 6% 8% access to PII or PHI due to mobile device theft or loss (new category in 2008) Extortion or blackmail 3% associated with threat of attack or release of stolen data (new category in 2009) The following categories were replaced or dropped in subsequent years.
  
Unauthorized access to 29% 25% 32% 32% 37% 45% 38% 49% 71% 55%
 information Theft/loss of customer/ 17% 17% employee data (new category in 2007) System penetration 13% 13% 15% 14% 17% 36% 40% 40% 25% 30%
 Misuse of public Web 11% 9% 6% 5% 10% applications (new category in 2004) Theft/Loss of proprietary 9% 8% 9% 9% 10% 21% 20% 26% 20% 25%
 information Telecommunications fraud 5% 5% 8% 10% 10% 10% 9% 10% 11% 17%
 Sabotage 2% 4% 3% 2% 5% 21% 8% 18% 17% 13%
 Telecomm eavesdropping 6% 6% 10% 7% 14%
 Active wiretap  1% 1% 2% 1% 2% CSI/FBI Computer Crime and Security Survey (continued) Table 1-1 Source: CSI/FBI surveys 1999–2009 (www.gocsi.com)
  illustrates 12 categories that represent a clear and present danger to an organization’s people,
  6
  information, and systems. Each organization must prioritize the dangers it faces, based on the particular security situation in which it operates, its organizational strategy regarding risk, and the exposure levels in which its assets operate. Keep in mind, while looking at Table 1-2, that many threats could be listed in more than one category. For example, an act of theft per- formed by a hacker would fall into the theft category, but because theft is often accompanied by defacement actions to delay discovery, it might also fall into the sabotage-or-vandalism category.
  The TVA Triple
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