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  2  Chapter 1 • Introduction to Microsoft Forefront Security Suite Introduction
  Forefront is a comprehensive suite of security products that will provide companies with multiple layers of defense against threats. Computer and Network Security is a paramount issue for companies in the global marketplace. Businesses can no longer afford for their systems to go down because of viruses, malware, bugs, trojans, or other attacks.
  In the past, companies often underestimated the importance of Computer and Network Security. Companies often failed to allocate adequate fi nancial resources toward implementing and maintaining security in the workplace. There are a growing number of companies now using the Internet as part of their day-to-day operations, and there are new federal laws mandating the implementation of adequate network security practices.
  Using the Forefront Security Suite from Microsoft makes sense for many companies. A large percentage of these companies already have Microsoft Infrastructures in place, including Domain Controllers, Exchange Servers, and Vista and XP workstations. The Forefront Security Suite will integrate well with existing Microsoft products and infrastructures. Now, computer and network security are top priorities for many companies, and no longer an afterthought. Microsoft Forefront will help companies be at the forefront of dealing with network- and computer-related security threats.
Components of the Microsoft Forefront Security Suite
  Forefront Security Suite is developed from multiple components that operate together in an orchestrated way to protect and provide overall end-to-end security for
  IT environments. Forefront components easily integrate with each other as well as with third-party solutions enabling depth defense, simplifi ed management, deployment, and security analysis.
  Forefront Security Suite consists of several components, which are separated into three main categories: Client Security, Server Security, and Edge Security. Client Security
  Introduction to Microsoft Forefront Security Suite • Chapter 1 
  3 Table 1.1  Forefront Client, Server, and Edge Components
  Component Category Client Security Microsoft Client Security—Microsoft 2000, Windows XP, Windows Server 2003, Windows Vista—32- and 64-bit OS Server Security Security for Exchange Server, Security for SharePoint, Security Management Console Edge Security Internet Security and Acceleration Server (ISA), Intelligent Application Gateway (IAG) Figure 1.1 
  The Correlation between Client, Server, and Edge Security
  A picture tells a thousand words—Figure 1.1 displays the correlation between the three categories for better understanding.
  4  Chapter 1 • Introduction to Microsoft Forefront Security Suite OTE N For those of you familiar with Antigen products from Microsoft, these products have been rebranded under the new Forefront Security product line. Forefront 
Security for Exchange Server (formerly Microsoft Antigen for Exchange and
 Microsoft Antigen for SMTP Gateways), Forefront Security for SharePoint (formerly Antigen for SharePoint), and Forefront Server Security Management Console (formerly Antigen Enterprise Manager) all have been rebranded. Antigen is still used for Instant Messaging security, but it is expected to be rebranded in the near future.Forefront Security for Clients
  Microsoft Forefront for clients enables security for your desktop, laptop, and server operation systems within your environment. It is supported on Windows 2000 Professional and Server, Windows XP Professional, Windows Server 2003, and Windows Vista systems for both 32-bit and 64-bit system environments. Forefront Security for clients helps guard clients against threats such as spyware, rootkits, viruses, worms, and Trojan horses.
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